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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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AHANIUTUKMU O MUPOBOM PbIHKE 061a4HbIX BbIYMCNEHUI

ObnayHble BblYMCNEHUA B3pbiBHOM pocT YBenunyeHue
— NPU3HAaHHbIN TPEeHA UCNONb30BaHMA Saas UHTepeca K PaasS
~N
84 S56. 90.
* Using Cloud today * Total spending on SaaS$ by * Will adopt Paa$S within
or will be in Two Years 2018 at 20% CAGR Five Years @ 22% CAGR

* CAGR - Compound Annual Growth Rate/CoBOKyNHbIN cpeaHeroaoBoi Temn pocTa
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Oracle nomoraeT 0obuTbcA ycnexa B LMPpPoOBOM MUPE

/o

COBPEMEHHbIU BU3HEC COBPEMEHHDbIE PELLEHUA NPAKTUYHbIN NYTb
PekomeHAaumnm no Kaxkaom [epcoHann3npoBaHHbIeE, ANA AOCTUMKEHMUA
bYHKUMK, BbINONHAEMOMN Ha MHTErPMPOBAHHbIE U NOCTaBNEHHbIX bU3Hec-

npeanpuaTum 6e3onacHble uenem
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Mpecc-penuns

Oracle go6aBnsieT HoBble cepBUCHI K Hanbornee
NONMHOMY B MUpe KOprnopaTuBHOMY obnavyHomy
noprdgonuo

Bbinyck GonbLlIOro Yyucna HoBbIX NNaTtgopMeHHbIX KU
UH(PACTPYKTYPHbIX CEPBMCOB NOMOXET pa3paboTunKam,
UT-cneynanucram u OM3Hec-Nnonb3oBaTenaM NPOBOAWUTL
TexHonorn4yeckue npeobpasoBaHUA U YCKOPATbL MHHOBaLMK B OM3Hece.

Redwood Shores, California, Mockea—23 Mione 2016

«Oracle pacTeT o4eHb H6bICTPO. 33 NOCAEeAHMIN KBapTaa Mbl Npoaann SaasS- n PaaS-pelueHuni Ha
S426 MUNNMOHOB. ITO pocT Ha 200% NO CPaBHEHMIO C TEM Ke KBapTasioM MPOLLIOro roaa. 1o
peKopa B UHAYCTPUWN, HN OAHOW KOMMNaHMK eLle He yAaBanoCh NPOoAATh CTO/bKO 33 OAMH
KBapTan», — 3aaBUA InAncoH. — Oracle - egMHCTBEHHAA KOMMaHMSA Ha NaaHeTe, cnocobHas
NPeaoCcTaBUTb NOJIHbIN, MHTETPUPOBAHHbIA M OCHOBAHHbIM HA CTaHAAPTax KOMMNJIEKC 06/1a4HbIX
CEPBUCOB Ha KaxkAoOM YpOBHe 061aKa. Takme TEXHONIOTMYECKME NPEMUMYLLLECTBA NO3BONAIOT HAM
6bITb HAMHOro 6onee peHTabesibHbIMW MO CPABHEHUIO C KOHKYPEHTAMMN. »
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Ctpaterma Oracle B 06nactn 061a4HbIX BblYNCAEHUN

lNpeaoctaBieHne AMAUPYIOLLLUX
TexHonormnu Oracle 8 o6nactn NO
3aKa3yMKam v napTHepam BO Bcem
mupe yepes NHTepHer

% Data as a Service

'- Software as a Service

Platform as a Service

Infrastructure as a Service
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Oracle Applications — lNMonHbIM nopThenb pewieHnn
noaaepXKn cCoBpemMeHHOro undposoro bnusHeca

ABTOMaTM3aumMA BCEX

BUSHEC NMPUNOKEHNA 6u3Hec-B3aMMOEeNCTBUMN.
YHUbMKauma npoueccos,
\ % glﬂ [ aHHbIX, KOHTPOEM AOCTYNa
Q m n BU3HeC-aHaNUTUKM
MapKeTuHr Mpopaxn  On. kommepuma  CepBuc KoHgurypauusa, CouuanbHble  YnpasneHue

MoaynbHbI ANU33aNH U
LEeHa 1 KBOTa cetn MHHOBaLMAMM

MoowpeHne 3SbdektnsHocTb YnpasneHne  YnpaBneHue  YnpasneHue [lnaHMpoBaHUE
COTPYAHUKOB  COTPYAHMKOB TanaHTamu  Lenbto noctaBok KL, NpoAyKTa penu noctaBok

mE00000

M3MEHEHMA CO CKOPOCTbIO
pocTa busHeca

18 nupepos
B CBOMX KaTeropmax

BcTpoeHHaa aHannTuKa,
BO3MOHOCTU COLlMANBHOTO
B3aMMOAENCTBUA U

MOBUIbHOCTb
s Chab CraHgapTM3aumsa Ha
Mpoussoactso YnpasneHue MHaHCblI YnpasneHue HabXeHune YnpasneHne  @®uHaHcoBaA coBpemeHHol naatdopme
¥L akTvBa NpOeKTamu 3pPEKTUBHOCTbIO OTYETHOCTb NPUNOKEHNI]

Mnhatpopma n nHdppacTpykrypa

op bpactpykTyp PaaS gs1a nosbiweHUA

CX HCM ERP SCM EPM SKCMAYaTaLUMOHHbIX
nnatpopma nnatpopma nnatpopma nnatpopma nnatpopma

XapPaKTEPUCTMK NPUNOKEHNN

ITIII ]
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[Mybnnunbie cepsucol Oracle 1aaS & PaaS ana busnec-
nosb3oBaTenen, pa3pabotumnkos un IT-nogpasgeneHunn

¢*

Soon
Storage Compute Messaging Secure ldentity

Coming Coming
77 Soon Soon
k (¢ r(’a,
. § A
_J ha%iamp
Documents Social Business BPM BigData Node.js
Network Intelligence
> 4 O
— < —

Database Database Java Developer Mobile Integration

Backup
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[Mpumep MHTErpaLmm M KaCTOMMU3aLUMMN NYOJANYHbIX
06/1a4HbIX cCEPBUCOB B rMbpuaHom obnake
Private Cloud gn Public Cloud
Iy,

CRM, HRM,  \Saa$S

CX, Marketing PaaS
laasS

Integration CS

Java, Documents, |Test
DB, Bl, Messaging... | Dev

Hardware / VM \Storage, Computcy

Monitoring, management
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CobctBeHHble LOdbl Oracle, npepocrtasaatowme
nybanyHbie obnayHbie yenyrn (laas+PaaS+SaaS)

Chicago
O(Commercial +
Government)

-~ Toronto I{ - . : Tokyo
.1}‘ Slough (UII? f;i :: {:} -g

Ashb
Austin lL-: shburn I Singapore
A
~4an \ - A\é
4 Q-yﬁ)

A San Paolo ) Sydney (AU) |

* LUOA yposHA TIER IV ; ,’/

e JoctynHocTb 99.999% NoO NUTAHMIO U OXNAXKAEHMUIO
S e 24X7 aKTUBHbIM MOHUTOPUHT N NOAAEPKKA

* He3aBUCMMbIN MO OTHOLLEHUIO K TENIEKOM nposaﬁp,epalv\
. o«

Amsterdam (NL) |

ORACLE

Copyright © 2015 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted 11



3aWwmTa MHGOPMALIMN... KPUANYECKM

Paspnenbl Oracle Cloud Security Policy

1. User Encryption for External 8. System Access Control &
Connections Password Management
2. Network Access Control 9. Review of Access Rights
3. Network Bandwidth and Latency  10. Security-Related Maintenance
4. Anti-Virus Controls 11. Data Management / Protection
5  Firewalls 1. Physical Media in Transit
6. System Hardening 2. Date [.)'Spos.al
3. Security Incident Response
7. Physical Security Safeguards

4. Data Privacy

Source: «Oracle Cloud Hosting and Delivery Policies»
oracle.com/us/corporate/contracts/cloud-hosting-delivery-policies-1881437.pdf
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3alWnTa UHPOPMALUMN... OPUANYECKU

US.+EU

SAFEHARBOR rC.“TRUSTe'

Certified Privacy
U.S. DEPARTMENT OF COMMERCE

* Ceptudpukauma Safe Harbour asnaetca obazatenbHon Ans
topucamkumm Esponbl (Hanpumep: EU Directive 95/46/EC on
Personal Data Protection, n 1.4.)

* Oracle cnegyeT nonntnKe 3aWwmTbl gaHHbIX Oracle's Services
Privacy Policy:
http://www.oracle.com/us/legal/privacy/services-privacy-
policy/index.html

* Oracle cneayet nonntuke Data Processing Agreement ans
cepsucos B Obnake Oracle:
http://www.oracle.com/us/corporate/contracts/cloud-dpa-
1014-2346862.pdf

ORACLE

Oraoanization Information:
Oracle America, Inc.
500 Oraclz Pai
Redwood Shares, California- 94065
Phene: 650-306-7000
Fax: 650-506-7200

Oraanization Contact:
Contact Office: Legal Department
Name: Alexis Goltra , Chief Privacy Officer
Phone: 781-744-0837
Fax: 781-744-0837
Email: alesis.golra@orade.com

Corporate Officer:
Carporate Officer: Alexis Goltra , Chief Privacy Officer
Phone: 781-744-0837
Fax: 781-744-0837
Email: alexis.golrad@orade.com

Safe Harbor Information:

Certification Status: Current
Original Certification: 4/18/2002
Mext Certification: 4/18/2015

Personal Information Received from the EU/EEA andfor Switzerland:

Personal information collected online and offline in connection with Oracle’s business activities, including information conceming current,
prospective and former: customers; suppliers and vendors; partners; employees; and in connection with services to Orade's customers,
access to information conceming our customers’ customers and prospects, suppliers, vendors, partners and employees, In each case
above, the data may include information obtained in connection with merger and acquisition activity, where it may be used for evaluation
and integration purposes and for ongoing business management as cutlined below. Orade receives information from the EU and
Switzerland concerning prospective, current and former employees, consultants, contractors and job applicants for processing and storage.
Orade collects, transfers, and uses this data for purposes of employee benefits and workforce managemenl This includes evaluatlun of
qualifications for employment, provision of employment benefits, reporting, security r ion of cor I
performance management and training, workforce management, budgeting and salary administration, business contact directory, company
netwaork access, authentication, personzlization and legal compliance, Oracle maintains separate privacy policies for treatment of emplayee
data and applicant data. Oracle receives information conceming customers, prospects, partners, vendors and suppliers. Orade collects,
transfers, and usas this information for a range of buslnﬁs purposas, induding n'lar‘ke‘ung and sales, provision of products and services,
partner and supply chain and legal c e. Oracle maintains a pmracy policy for mforrna‘non it collects in connection with
its online and offline business activities, In other areas, such as the provision of b and iting, suppart, and On
Demand/Cloud and other cutsourding services, Oracle acts as a data processor. When conducting those activities, Oracle holds and/or
processas data at the direction of its customer, which acts as a data controller and is respansible for providing notices to and obtaining
required consents from data subjects. Oracle does not control this datz and any access to or use of such dats is inddental to completing its
contractual requirements for the customer, Oracle maintains a privacy policy in connection with its provision of services to its customers.
For darity, Oracle’s Safe Harbor certification apphies equally to the operations of companies Orade has acquired over time, such as
Peoplesoft, Siebel, Taleo, RightMow and ATG.

Privacy Policy Effective: 2/24/2014

Location: H i

Regulated By: Federzl Trade Commission

Privacy Programs:
TRUSTe

Verffication: TRUSTe

Dispute Resolution:
TRUSTe Dispute Resolution Program);EU Data Protection Authorities (DPAs) Panel (for Human Resounces Data Only; Federal Data
Protection and Information Commissicner for Switzerland (FDPIC) - HR Only

Personal Data Coverad: Online and Offline Human Resources, Customer, Prospect, Partner, Supplier data; Services Data
Organization Human Rescurce Data Coverad: Yes
Agrees to Cooperate and Comply with the EU and/or Swiss Data Protection Authorities: Yes

Relevant Countries from which Personal Information is Received:
Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden,
Switzerland, United Kingdom

Industry Sectors:
Computer Services - (CSV)

of 2 2015-01-05 21
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3aWwmTa MHGOPMALIMN... NPAKTUYECKHU

de and Outside Threats

(@, | =
[ Detecting Insi

p

XXXX=-X000-XXXX-4368

Pmter,tlng Against Sensitive Data Exposure

)
I

\ Protecting Against Database Bypass J)

ORACLE

Oracle Maximum Security Architecture

Advanced Security -

Data Redaction (view)
Database Vault

Privilege Analysis

Monb3oBaTtenu

Database Vault
Privileged User Controls
Database Firewall

Event; ....................... 8

Data Masking  Advanced Key Vault

(export)  Security - TDE
Alerts . e
E Sdide |||g
Reports B .ﬁ’ Audit Data & m

Event Logs 0S &

Policies . ‘ Databases Storage Directories Custom
Audit Vault
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3aWwmTa MHGOPMALIMN... NPAKTUYECKHU

* [lepcoHanbHbie AaHHbIE U ApYyras KPUTUYHAA nHpopmauma B NybanyHom
O6nake Oracle 3awmuieHa ot HeaBTOPM30BAHHOIO AOCTYyNa K GanioBOMn
CMCTEeME C MOMOLLbIO WNPPOBAHUA, MPO3PAYHOTO ANA NMPUSIOKEHUNN

* «All data stored in the Oracle Database Cloud - Multitenant Edition benefits from the use of Transparent
Data Encryption. TDE encrypts data stored on disk and in backups, protecting against unauthorized direct

file access»
https://cloud.oracle.com/ downloads/WhitePaper Database 4/Security+and+the+Qracle+Database+Clo

ud+Service.pdf

* 3aka3uumkun High Performance & Extreme Performance cepBucos
AOMONHUTENIbHO MOTYT ncnosb3oBaTb Label Security, Database Vault n Data

Masking & Subsetting Pack

* https://cloud.oracle.com/database?tablD=1406491812773

ORACLE
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MpeanoxeHna Oracle no Bonpocam
cobnoaeHmna 3akoHoaaTenbcTea PO
B 06/1aCTU 3aLWLUTbI NepPCOHasIbHbIX AaHHbIX

ORACLE

Copyright © 2015 Oracle and/or its affiliates. All rights reserved. | Oracle Confidential — Internal/Restricted/Highly Restricted



HecKkonbKo topnanyeckmx ToHkocten — 1

Bbiaep»XKu ns Cratbu 3 PepepanbHoro 3akoHa ot 27.07.2006 N 152-®3 (pea. ot
21.07.2014) "O nepcoHanbHbIX AAHHbIX"

OCHOBHbIe NOHATHUA, UCNoJibdyemble B HACTOALLEM Cbep,epaanON\ 3dKOHE.

(3) o6paboTKa nepcoHanbHbIX AaHHbIX - 1toboe aencTeme (onepauma) UM COBOKYMHOCTb
nenctemm (onepauuin), cosepluaembix € UICMOAb30BaHUEM CPeACTB aBTOMATM3aLUUKN NN
6€e3 Ncno/sb3oBaHMA TakKUX CPEACTB C NepPCoHaNbHbIMKU AAHHbIMU, BKAOYAA cbop, 3anucs,
cucmemamus3ayuto, HaKoraAeHuUe, XpaHeHue, ymo4yHeHue (0bHosneHue, usmMmeHeHue),
u3sseyeHue, NCNONb30BaHUe, Nepeaavy (pacnpocrpaHeHne, npeaocTaBaeHue, goctyn),
obe3nnumnsaHmne, 6N1O0KUpoOBaHUE, yaaneHne, YHUUTOXKEHUE NepCcoHaNbHbIX JaHHbIX;

(11) TpaHcrpaHMUYHana nepegayda NepcoHas bHbIX AaHHbIX - Nepeaadya NepcoHanbHbIX AAHHbIX
Ha TEPPUTOPUIO MHOCTPAHHOIO rocyAapcTBa OpPraHy BAACTU MHOCTPAHHOMO rocyAapcTBa,
MHOCTPaHHOMY PU3NUYECKOMY SINLLY UM UHOCTPAHHOMY HOPUANYECKOMY NULLY.

http://www.consultant.ru/document/cons doc LAW 166051/?frame=2

ORACLE
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HecKkonbKo ropunamnyecknx ToHKocTem — 2

Bbiaep»XKu n3s Cratbu 12 depepanbHoro 3akoHa ot 27.07.2006 N 152-d3 (pea. ot
21.07.2014) "O nepcoHanbHbIX AAHHbIX"

(1) TpaHcrpaHM4yHasa nepegaya NepcoHaNbHbIX AaHHbIX HA TEPPUTOPUN MHOCTPAHHDIX
rocyaapcTs, aaatowmxca cropoHamm KoHseHumy CoseTta EBponbl 0 3awmte pU3NYECcKux
JIVL, NPU aBTOMATU3MPOBaHHOM 06paboTKe NePCOHANbHbIX AAaHHbIX, @ TaKKe NUHbIX
MHOCTPAHHbIX rocyaapcTB, obecrneymBatoWmMX aAeKBaTHYHO 3aLLUUTY NPaB CybbeKToB
NepCcoHaibHbIX AaHHbIX, OCYLLECTBAAETCA B COOTBETCTBUM C HacToAwmm P3...
http://www.consultant.ru/document/cons doc law 166051/?frame=11

NB — B yncne ctpaH, KoTopble patudumunposanmn EBPONENCKY0 KOHBEHLMIO O 3aLLUTE
nepcoHanbHbIX AaHHbIX ETS N 108
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?cl=rus&nt=108
N CTpaH, obecnevymnBatoLLMX aAEKBATHYIO 3aWMTY NpaB CyObeKTOB NEPCOHANbHbIX
AaHHbIX (cm. Mpuka3 PockomHaa3opa ot 15 mapta 2013 r. Ne274)
http://www.rg.ru/printable/2013/04/26/perechen-dok.html

nepeyncneHol Bennkobputavusa, Hnaepnanabl u ABctpanus
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HecKonbKo topuan4Yeckmnx ToHKocTen — 3

Boipaepkku ns degepanbHoro 3akoHa ot 21 urona 2014 ropa N 242-d3 «O BHeceHUU
U3MEeHeHUN...», Bctynatowiero B cuay ¢ 1 ceHtabpa 2015 roaa

[lononHeHunsa B ctatbto 18 ®3 N 152

(5) Mpwn cbope nepcoHaNnbHbIX AAHHbIX, B TOM YMCAEe NOCPeaACTBOM MHPOPMALIMOHHO-
Te/IeKOMMYHUKALUMOHHOM ceTn "UHTepHeT", onepaTop 0653aH obecneynTb 3anucs,
cucmemamu3ayuro, HaKorsAeHue, XxpaHeHue, ymo4yHeHue (0bHoeneHue, usMmeHeHue),
u3eseyeHue NepcoHasibHbIX AaHHbIX Frpa*kaaH Poccnimnckonm ®epepaumm ¢
ncnonb3oBaHuem 6a3 AaHHbIX, HAXoAALWMXCA Ha Tepputopmumn Poccnimnckonm Pepepaumm
http://base.consultant.ru/cons/cgi/online.cgi?req=doc;base=LAW;n=173429

NB—-8 P3N 242
* [lepeyuncneHbl AaNeKo He Bce AencTBuA B oTHoleHun MNAH, onpeaeneHna KoTopbim

AaHbl B P3 N 152
* He npuBeaeHo onpeaeneHmne noHATUA «bal3a AaHHbIX MHPOPMALMK, COAEPHKALLAA

NepPCOHaJ/ibHblE AadHHbIE rpaxX4daH PD»

ORACLE
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HecKonbKo topuamyeckmx ToHkocten — 4

Bbiaep»kku us cratbm 54 "KoHctutyuum Poccnimnckon ®epepaumun” (npuHara
BCEHApOoAHbIM rosnocosaHnem 12.12.1993) (c yuetom HEeCKONbKMNX NONPaBOK)

1. 3aKOH, YCTaHaBAMBAIOLLMN NNN OTAMYAIOLLMIN OTBETCTBEHHOCTb, 0OPATHOM CU/IbI HE
umeer. http://www.consultant.ru/document/cons doc LAW 2875/?frame=1#p332

NB — KoHcTutyumua PP obsasbiBaeT onepatopos N[H obecneuynTb nx 3amTy B COOTBETCTBUM
C TEKYLLMMM TpeboBaHMAMMK. [103TOMY NO OTHOLLEHUIO K YKe K Haxoaawmmca 8 LLO/J
Bennkobputanuun, Hnaoepnangos n Asctpanunm MNAH (1.e. paHee cobpaHHbIM) 1 nocne 1
ceHTAbpA 2015 r. MOXKHO 6€e3 orpaHUYEHUN NPUMEHATL caeaytollne nencTBumA:
ncnosb3oBaHue, nepepayy (pacnpocrpaHeHune, npeaocrtaBneHue, gocrtyn) [B Tom ymcne —
TPAHCrpaHU4Hylo], o6e3nnunBaHme, 610KMpoBaHUe, yaaneHne, YHUUTOXKEeHUue
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HeckonbKo lopnandyeckmnx ToHKoctem — 5

B cBSI3K C OTCyTCTBMEM onpeaeneHus noHaTnsa «basa gaHHbIX MHPOPMaLMK, coaeprKallas
nepcoHasbHble AaHHble rpaxkgaH PPO», B KauecTBe TAaKOBOM MOXKHO MCMNONb30BaTb 10OV
MHOOPMaLMNOHHYIO cucTemy, obecneymBatoLLyto 3anncb, CUCTEMATU3ALUIO, HAKOMNJIEHUE,

XpaHeHue, yTouyHeHue (obHoBAeHMe, nameHeHune), n3snedeHue MNMAH, Hanpumep Tabanuy
MS Excel (u npodoniams 0denamb amo 0o noayvyeHUss coomeemcmayrouw,e2o 3aMeYaHus

HA030pHO20 Op2aHa)

OnepaTop AonKeH obecneynTb HanoHeHWe Takon 6a3bl AaHHbIX MHPOPMaLUEN;
enatenbHa aBTomaTtusauma obecneyeHusa LEeNOCTHOCTU 06HOoBASseMOU MHPOpMaL UK
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KaK MMHUMUN3NPOBATbL 3aTPaTbl ONMEpPaToOpPOB Npu nepeHoce
NAH 3 WO sHe PP

1.

ORACLE

3aBeCcTU M HaYyaTb 3anonHATb Tabanuy MS Excel HoBbiMu 1 ob6HoBAAEMbIMYM 1[0 H;
npeaycMoTpPEeTb MepPbl NO ee 3aWuTe

. BHecTun cooTBeTcTByrowlne nameHeHmnAa B AOKYMEHTbI, onpeaendarowme noanTuRry

onepaTopa B oTHoLWweHun obpaboTtkm MNAOH

OUEeHUTb TEXHONOTMYECKYIO BO3MOXKHOCTb U BroasKeT
a) nonHoro nepeHoca npunoxenusa c NMNAH 8 LUOL Ha TeppuTopmn PO
b) nepeHoca Tonbko MNAH B UOA Ha Tepputopumn PO

[MTpeaycmoTpeTsb NpPaBoBble, OPraHM3aUMOHHbIE N TEXHUYECKMe mepbl no 3awuTte MNAH B
LU0/ Ha Tepputopumn PO B cootBeTcTBMM cO cTaTbent 19 G3 N 152
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MpeanoxeHuna Oracle no TexHonormam
nepeHoca u 3awmntsbl [1AH B LOJ Ha
Tepputopmun PO

ORACLE
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Hawun nokanbHble ob6navyHbie napTHEpPbI A8 NOAHOTO
nepeHoca npunoxenuu c NAH 8 UO Ha Tepputopun PO

¢> FORS

DISTRIBUTION

Hosting and Cloud Computing

http://www.fors.ru/en/solutions/cloud/
http://www.datafort.ru/press/novosti.html http://cloud.distr.fors.ru

ORACLE
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PacnpepeneHHas (XA-) TpaH3aKumMAa NO3BOAET 3aMnUCaTb
M3MEHEHMA Cpa3y B ABa MeCTa

* CYB/, pasmeuwtaemaa B 10OKa/IbHOM
LO/ npeanpmAaTnAa AoaXHa ObITb
MaKCMMaIbHO NOXOXa Ha OPUTNHAN C

S NOEHTUYHOMN CXEMOMN AAHHOM
=l
|
|

I
I
I Transparent .
I
\

| Network !
1O, sHe PO | Encryption | 1O, Ha Tepputopumn PO

MprUMeHUMO A1 NPUIOXKEHUN, peanunusyolmx busHec-normky Ha yposHe Middleware (B AppServer)

TpebyetT moandumKkaumm Ha yposHe Middleware pyHKumi BbizoBa CYB/[ (ana punbtpaumm n nepeHoca MNAH)

MOH rpaxkaaH PO moxkHo He aybamnposaTb B AByx IO/, a dnsmyecku pasaenntb U nepeHectu B Poccuto

TpebyeT HaMUMA UMHCTPYMEHTa AN MOHUTOPUHIA U KOOpPAUHALUMK TpaH3aKumi, Hanpumep Oracle Tuxedo
wikipedia.org/wiki/Tuxedo (software)

ORACLE

XA TpaH3aKkuuu - http://dic.academic.ru/dic.nsf/ruwiki/1715630
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[1Byxda3Hasa dmKcauma TpaH3akumm c nomoubto Oracle
Database Link

W * TpebyeT TpygoemKkon moandpmKkaumm
npunoxKeHua Ha yposHe CYB/, (ans
dunbTpauum u neperHoca NaH)

e V13MEHEHWAM I -
__________________ l________a___________-...____.._)
3anpoc I |
‘1' 3anncu : SOL*Net ‘1'
< U3MeHeHuA Q et . —
I with |
J ! | Transparent | J v
Network
|
1 | l 3anuncum 1
DR L YEMERERNA ]
3anuchb —— = -
N3MEHEHUN
LOA sHe PO LOA Ha Tepputopumn PP
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OnTtumanbHoe peweHne — Oracle GoldenGate

Capture: 3apukcmpoBaHHble TpaH3aKUMK 3axBaTblBalOTCH
(bnnbTpytoTCAa) No mepe X NosABNeHUsa B XypHanax (online, arc).

M = Trail: 3anuceiBalOTCA AaHHbIE AN MapLUpyTU3aunu.
@l?. | | Pump: gaHHble nepenarTca Ha LienieByto CUCTEMY
0 ' Options: gaHHble MOryT ObITb CXaTbl U 3alNPOBaHbI
\;, npu nepepade
(‘) Delivery: npumeHsieT AaHHbIE C TpaH3aKLI,I/IOHHOI/I
-.EJ LIEMOCTHOCTbLIO
- | : | |
: v il v v |
Trai : Trai
A4 Capture - —_——— = 1. . Collect ‘ Delivery
> . mgep - —)
g Lo e
Source TCP/IP 7 Target
Oracle & Non-Oracle Database(s) Oracle & Non-Oracle Database(s)

LOA sHe PO LOA Ha Tepputopumn PP
oracle.com/technetwork/ru/middleware/goldengate
ORACLE
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[Mpumepbl BbIGOPKKM AaHHbIX ¢ nomoubto Oracle GoldenGate

* TABLE selection
—MAP sales.tcustord, TARGET sales.tord;

* ROWS selection
—WHERE (PRODUCT_TYPE = “AUTO”);

e OPERATIONS selection
—FILTER (ON UPDATE, ON DELETE, amount > @);

* COLUMNS selection (COLS n COLSEXCEPT)

—TABLE sales.tcustord, TARGET sales.tord, COLSEXCEPT
(facility number);

ORACLE




CooTtBeTcTBUE TPEebOBAHMAM Yepe3 IKCTEPHANMN3ALUIO CPeacTB
3aLLNTbI MPUNOXKEHNN B cepTUdnUmpoBaHHblie peweHuns Oracle

Adanmep 0a1a docmaeKu y4. OaHHbIX Ha paboyue cmaHyuu noav3osameneli

" BHelwlHue nonb3oBaTenu
MOBOMNBbHbIX YCTPOACTB U Access Manager

|| CoLMaNbHbIX ceTei

Web-cepBuchbl

KopnopaTtusHblie

— WebSSO n
KOHTPO/Ib AOCTyna
nosb3osaTenei;

Entitlements Server

— KOHTEKCTHaA
dBTOpU3aumA K

LI
Identity Manager —
ynpassieHUe }XU3HeHHbIM
LMK/IOM YUYETHbIX 3anuceu
nonb3oBarteneu
NPUNOXKEHUN

Directory

Services
(xpaHeHue
y4. OaHHbIX)

| nonbsosatenn mobunbHbix | | HTTP/REST
" ycTpoiicTe OAuth
JSM - SOAP

KOMMNOHEHTAaM NPUNO0XHKEHU

Adanmepeol
OOHHbIMU 8

0218 ynpaeneHUs y4emHoimu
YHAC1e00B8AHHbIX cucmemax

nosav3oeamesneu

Monb3oBarenu
I NOpTaTUBHbBIX U

CTaLMOHAPHbIX
[ KOMNbIOTEpOoB

BU3Hec-NPUNOXKEHUA
W gpyrue reteporeHHble
WHPOPMaLMOHHbIE CUCTEMDI;
KopnopaTusBHble web-cepBuchbl /

—

LLinto3 0na KOHMpona docmyna

Az2eHmuoi OES 0na
UCrosiHeHUA NoAUMuUK
6e3onacHocmu,
MaHOamHeolli docmyn

Audit Vault
A2eHm cepesuca

| O00HOKpamHoli

L =>|aymeHmuthKauuu KO —

ecem munam N—
npunoxeHuli Database Label Security,
(Enterprise SSO) Firewall Database Vault,

Advanced Security

1
Public Zone & :
Intranet 1

| I
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
=
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

__________________ Lo ebTier ___

Application Tier 1 Data Tier J




CpeanctBa 6e3onacHocTn, ceptmonumpoBaHHbie PCTIK )

MaKkcumanbHaA : :
NPOU3BOAUTENBHOCTD #3215 — Oracle Database #3299 - Oracle Fusion Middleware
Ha 6336 NHIKEHEPHbIX Ha Exadata — mexaHmnambl | Ha Exalogic — MEXaHN3Mbl 3aLLUTbI Java
cuctem Oracle 3awmnTtbl CYB/ (FMW Platform Security Services)
MaKCUMANBHbI #3095 — .Oracle #3196 — Oracle Fusion #3295 — Oracle Identity & Access
YPOBEHb Enterprise Linux (OEL) Middleware Ha cepT. OEL Management Ha cepT. OEL —
— MEXaHU3Mbl 3alWNTbl — MEXaHM3Mbl 3aLLUUTbI MEXaHM3Mbl 3aLLUTbI CEPBUCOB
(gngmCJE;:I-‘I)LCI,TBMZ) onepaLoHHON Java (FMW Platform 6e3onacHocTu (Identity Manager,
CUCTEMbI Security Services) Access Manager & Entitlements Server)
#2858 — Oracle #3364 — Oracle #3103 — Oracle ~ #2238 — Oracle Identity
Database Ha OEL, Audit Vault & Enterprise Single & Access Management
3awuTa Solaris & Windows — | Database Firewall  Sign-On gnda cpeabl — mexaHM3Mbl 3aLLUTbI
reTeporeHHblx| MEXAHM3MbI 3aLNTbI — MeXCeTeBow Windows — CEepBMCOB
cpeq CYB/l (BbicOKMM 3KpaH ana SQL- naeHTndukauma u  besonacHoctu (ldentity
YPOBEHb 3aLLUUTHI TpadunKa 1 3aKnTa ayTeHTUPMKauus, Manager & Access
NPW UCMONb30BAHUWN | AaHHbIX ayAuTa  pPerncrpaumna coobbitum Manager)
cept. OEL) 6e3onacHoOCTH

ORACLE
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Bawu nHuBectuumm byayt HaaeKHO 3aLLMLLEHbI
HayHuTe ucnosnb3oBaHue npAmo cenyac!

\

ORACLE’

’r'

0 RN
k. \“ﬂ!”mnn”%"‘ L
= !

Oracle Enterprise Security
" [TonHOE M OTKpPbLITOE pelleHmne

" [lpoBEepeHHOE NPU MHOFOYUCNAEHHbIX
BHEAPEeHUAX

= ObecneymBatoLlee HaaeXKHY 6e30nacHOCTb
YaCTHbIM M NYBANYHbIM «0b/1aKaM»

" [Tpepnaratolee cepPBUC-OPUEHTUPOBAHHYIO
6e30nacHOCTb

= JlocTynHoOe ANnA NpoOBepKu

JononHutenbHaa uHopmaumsa
oracle.com/identity security-orcl.blogspot.ru
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andrey.gusakov@oracle.com +7495-6411400 security-orcl.blogspot.ru

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Database Security — core

* Label Security — ana 3awmTbl CTPOK TabuL, 32 CYET UCMO/Ib30BAHUA
COCTAaBHbIX METOK N METOK 6e3OI'IaCHOCTM, peryampyrowmx npaBa AOCTyra
ANA Pa3HbIX KaTEFOpMVI Mo b3OBaT6ﬂel>’I; nmeetca cepT. PCTIK (cpoK AeNCTBUA UCTEK)

* Advanced Security — ana 3awmTtbl AaHHbiXx CYB/] Ha AnCKax 1 B apxmBax
(TDE) nytem nameHeHmna popmaTta XpaHEHUA, a TAKKE — USMEHEHMUE
cnocoba otobparkeHmna aaHHbix none CYB/ npu 3anpocax (Data
Redaction); umeertcs cepr. CTIK

* Database Vault — ana 3awmtbl o6bekToB CYB/l 1 pa3srpaHnyeHma goctyna K
HMM Ha OCHOBE NOJIUTUK; obecneymnBaeT nsonaunto blHec-AaHHbIX OT
aamunHuctpatopa CYB/; nmeertca cept. dCTIK

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Database Security — firewall, audit & masking

* Audit Vault and Database Firewall — ansa sbicokonpounssogmntenbHoro
MOHUTOPUHIa SQL-TpadpuKa n peannsaumm nOANTUK KOHTPONA AOCTYNa;
obecneumBaeT 3aWUTY OT SQL-MHBEKLUN U KOHCONMOALUUNIO AAHHbIX ayaAnUTa
(6a3bl AaHHbIX, KATAaNOrM, onepaLnUoOHHbIE CUCTEMbI, MO/1b30BaTENbCKUE

c|>a Un bl),' reTeporeHHoe peweHune; umeetca cept. PCTIK

* Oracle Enterprise Manager Data Masking Pack — nna co3gaHusa TecTtoBbIX
6a3 AaHHbIX 334aHHOro o6bema, UCnosib3yembiX ANA
pa3paboTKu/TecTMpoBaHMNA MPUNOKEHUIN, NYTEM 3aMEHbI
KOHPUAEHUMANbHbIX AaHHbIX TECTOBbIMM 3HAYEHUAMM C COXPAHEHUNEM
Tnna AaHHbIX U JIOrMYyeckoun CTPYKTYpbI B/l B LLeNNOM; reteporenHoe pelenve

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Identity Governance

* ObecneymBaeT KOHCONNAAUNIO UAEHTUDUKALMOHHbBIX AAaHHbIX U
aBTOMAaTU3MPOBAHHOE yrpaBaeHUe NX XU3HEHHbIM LMKNOM — 3aBeZieHune,
N3MEHEHWE NnpaB A0CTyna, camoobcnymBaHme (Hanpmumep, CMeHy
naponem n GopmmpoBaHue 3asiBOK), KOHTPO/Ib UBSMEHEHUIN NPUBUNETUN B
NOAK/OYEHHbIX CUCTEMAX, DNIOKMPOBaAHUE, yaaneHne, UCTOPUYECKYIO
OTYETHOCTb, AOKYMEHTOOHOPOT NO COr/IaCOBAHMIO 3aABOK, COOTBETCTBUE
3aKoHogaTeNbHbIM HopMam (OIM); umeercs cepr. dCTIK

* ObecneymBaeT ynpaBaeHME }KU3HEHHbIM LLIUKJIOM POJIEN, UX ONTUMM3ALMULO
N COrNAacoBaHMe, a TaKKe — KOHTPO/1b oNepaLun, ocyLecTBAAEMbIX OT
nmeHun cynepnosb3osatenen (OIA&OPAM)

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Directory Services & Access Management

* ObecneymBatoT cTaHAAPTU3ALUMIO POPMATOB XpaHEHUA N 06PabOTKK
NOEHTUPUKALMOHHDBIX AAaHHbIX U UX CUHXPOHM3aLMUIO C MOMOLLbIO CO34aHUSA
BbICOKOMPOM3BOAUTENbHbIX PeasibHbIX 1 BUPTYanbHbiXx LDAP-kaTanoros

(ODS)

* ObecneymnBaet ayTeHTUPUKauuto, WebSSO, asTopmnsauuto K
3anpallmMBaeMblM pecypcam, ayauT 3anpocos, nepeaaydy NpuUaoKEHNAM
METOK ayTEHTUPUKALMN, KOHTPOIb CECCUN U TAUMAYTOB,
nepeHanpas/ieHne Ha CeEpPBUC CaMOODbCyKMBAHNA ANA
cmeHbl/BoccTaHoBNeHUs naponsd (OAM); umeertcs cepr. PCTIK

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Access Management

* ObecneuynBaloT pacnpeneseHHY0 KOHTEKCTHYIO aBTOPU3aLUMIO K CEpBUCAM,
obbeKkTam npunoxkeHnin u CYB/l Ha ocHoBe LieHTpa/In30BaHHO 3a4aBaeMblX

NOMNTUK U NOJSIyd4eHUE OTCYTCTBYHOLLUX B 3aMpocCe anM6yTOB U3 BHELWWHUX
MCTOYHUKOB (OES); nmeetca cept. PCTIK

* ObecneymBaeT NPOTUBOAENCTBNE MOLUEHHNYECKUM AENCTBUAM,
BblABNAEMbIM B peasibHOM MacluTabe BpemeHu 3a cHEeT KOMMNAEKCHOro
aHa/13a NoBeaeHUa Noab3oBaTeNen n B3anmoaencTBma ¢ HUMU No
HECKO/IbKMM KaHanam AaHHbIX (e-mail, SMS, yaTt n 1.n.); npegocrasaseT

KOHCOJ/I ANnA aHa/1n3a NHUNAEHTOB N aHAJTUTUKY ONA NUX paccieoBaHUA
(OAAM)

ORACLE
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BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Web Services Security & Access Management

* ObecneymBatloT NPUMEHEHUE NOAUTUK aocTyna K Web-cepBucam Ha
nepumeTtpe (APl Gateway) n sHyTpu ero (Web Services Security); peanmsyet
3aLLMTY OT TAKMX BHELWHUX Yrpo3, Kak NoAMeHa coaepKMmoro, BUPYChbl,
DDoS, XML-6o0mbbl, SQL MHBEKLUMN, MEKCAUTOBbIE CKPUNTbI, Beayulue K
HEeAO0CTYNHOCTU CEPBUCOB, PACKPbITUIO KOHPUAEHUMANbHOU UHDOPMALUN,
yuwepby Ha CTOPOHE KAMEHTA

* UHTerpupyeTtca ¢ cuctemon onpeaeneHma nonantnk Access Management,
npeobpa3yeTt REST B SOAP 1 obpaTHO Ha nety

ORACLE



BHeapeHue cpeacTs 3awmTbl npunoxxeHnm s LOJ

Mobile Security

be3 ywepba ans komdpopTta Bragenbua mobmabHOro yctponctesa obecnevymBaeT U30aaLUUIO
(KOHTEMHEPM3aLMIO) KOPNOPATUBHbBIX AAHHbIX U MPUNOXKEHUIN, UX LWWMPPOBAHMNE N NPUMEHEHUE
NONUTUK 6e30nacHOCTU, HanpaBAEeHHbIX Ha bopbby C yTeykamu

Peanunsyet SSL-TyHHENb YPOBHA NPUIOKEHMNA MEXKAY KOPNOPATUBHOM CUCTEMOM KOHTPONA A0CTYNa
N KOHTEMHEPOM, YTO UCKOYAET HEobxoaMmMocTb opraHnsaumm VPN Ha ypoBHE MOBUAbLHOIO
YCTPOWMCTBA U 3alLULLAET OT BPEAOHOCHbIX MPUNOKEHUN

* [lpeaocTaBAsieT HECKO/IbKO rOTOBbIX K UCMO/Ib30BAHMIO 3aWMLLEHHbBIX MODOUABHbBIX MPUNOKEHUN,
CpeacTBa UX pacnpocTpaHeHUA U Habop MHCTPYMEHTOB ANA BCTPanBaHMA PyHKUMIM Be3onacHOCTH
KaK B COOCTBEHHbIE NPUIOXKEHMUA, TaK U B pPELLEHNA CTOPOHHUX Pa3paboTymKoB

* MpeguHterpmnposaH co cpeaammn Microsoft Active Directory, Oracle Identity & Access Management;

nogaeprkmsaet nnatdopmsbl iOS n Android, B 6ankanmwmx nnaHax — Windows Phone; sannanuposana
ceptudumkayma so ®CTIK
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