
ʉʆɺʈɽʄɽʅʅʓɽ ʂʀɹɽʈʇʈɽʉʊʋʇʃɽʅʀʗ 

ɺ ʂʆʈʇʆʈɸʊʀɺʅʆʄ ʉɽʂʊʆʈɽ 



ȴɘɝɋɘ ɕɔ ɎɘɔɉɆɒ ɐɔɒɕɑɋɐɗɓɔɉɔ 
ɎɗɗɑɋɊɔɈɆɓɎɥ ɗɔɗɘɔɥɓɎɥ çɖəɗɗɐɔɉɔè 
ɖɡɓɐɆ ɐɔɒɕɢɤɘɋɖɓɡɛ 
ɕɖɋɗɘəɕɑɋɓɎɏ: 

­ ȦɓɆɑɎɍ ɉɑɆɈɓɡɛ ɘɋɓɊɋɓɜɎɏ  
Ɏ əɉɖɔɍ; 

­ ȴɇɍɔɖ ɓɆɎɇɔɑɋɋ ɔɕɆɗɓɡɛ əɗɑəɉ; 

­ ȴɜɋɓɐɆ ɚɎɓɆɓɗɔɈɡɛ 
ɕɔɐɆɍɆɘɋɑɋɏ; 

­ ȵɖɔɉɓɔɍɡ; 

­ ȶɋɐɔɒɋɓɊɆɜɎɎ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʨʘʙʦʪʘ 2010 
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­ Russian Federation 
­ CIS 
­ Baltic states  
­ immigrants  from   

ex-USSR  

 

ʈʫʩʩʢʠʡ ʨʳʥʦʢ 
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­ ȲɎɖɔɈɔɏ ɖɡɓɔɐ 7 ɒɑɖɊ 
 

­ ȶɔɗɗɎɏɗɐɎɏ ɖɡɓɔɐ 1.3 ɒɑɖɊ 
 

­ ȶəɗɗɐɎɏ 2.5 ɒɑɖɊ 

 

ʈʳʥʦʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʟʘ 2010 
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ʈʳʥʦʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 2011 
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ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʧʨʠʙʳʣʠ 2011 
 

6 



7 

Russian cybercrime market 

 

$446 
MM  

$57 
MM  

$23 
MM  

$89 
MM  

Ź12% Internet fraud  

Intern
banking

Phishing

eWallet
thefts

Cash-out

report2013.group-ib.com 

 

http://report2013.group-ib.com/
http://report2013.group-ib.com/
http://report2013.group-ib.com/


ʌʠʥʘʥʩʦʚʳʝ ʧʦʢʘʟʘʪʝʣʠ 
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GIB Matrix 
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$24 436 243,86 USD $26 475 929,32 USD 

$1 733 492,43 USD 

ʈʘʟʤʝʨʳ  
ʭʠʱʝʥʠʡ 
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80 -200% ɖɔɗɘ  
ɐɔɑɎɝɋɗɘɈɆ  
ɆɘɆɐ 

ɋɌɋɉɔɊɓɔ  

 

ȷɈɋɖɛɕɖɎɇɡɑɢ 

ȹɑɔɈɐɎ  
Ɉ ɍɆɐɔɓɔɊɆɘɋɑɢɗɘɈɋ 

ȽəɈɗɘɈɔ  
ɇɋɍɓɆɐɆɍɆɓɓɔɗɘɎ,  
ɇɡɗɘɖɡɏ ɗɘɆɖɘ 

ʉʧʨʫʪ  

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 



­ ʇʦ ʚʝʨʩʠʠ SPAMHAUS ï 8 ʤʝʩʪʦ ʩʨʝʜʠ ʩʘʤʳʭ ʦʧʘʩʥʳʭ ʩʧʘʤʝʨʦʚ 
ʧʣʘʥʝʪʳ 

 

 

 

 

 

 

­ ɺ ʪʨʦʡʢʝ ʩʘʤʳʭ ʦʧʘʩʥʳʭ ʩʧʘʤʝʨʦʚ ʤʠʨʘ ʥʘ ʤʦʤʝʥʪ ʚʦʟʙʫʞʜʝʥʠʷ 
ʫʛʦʣʦʚʥʦʛʦ ʜʝʣʘ 

­ ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʜʝʪʩʢʘʷ ʧʦʨʥʦʛʨʘʬʠʷ, ʧʨʦʜʘʞʘ ʢʦʥʪʨʘʬʘʢʪʥʦʡ 
ʧʨʦʜʫʢʮʠʠ, ʩʧʘʤ, ʧʦʜʜʝʣʴʥʳʝ ʤʝʜʠʢʘʤʝʥʪʳ.  

­ ʃʠʯʥʘʷ ʚr ʨʫʯʢʘ $2 500 000/ʤʝʩʷʮ 

ʃʝʦʥʠʜ ʂʫʚʘʝʚ (BadCow) 
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ʃʝʦʥʠʜ ʂʫʚʘʝʚ (BadCow) 
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ʃʝʦʥʠʜ ʂʫʚʘʝʚ (Leo Kuvav, BadCow) 
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ȵɆɖɘɓɋɖɗɐɆɥ ɕɖɔɉɖɆɒɒɆ ȷȵȦȲ-ɖɆɗɗɡɑɐɎ 

ȵɔɎɗɐ ɕɆɖɘɓɋɖɆ 
ȲɔɞɋɓɓɎɝɋɗɐɆɥ ɐɔɒɕɆɓɎɥ ɕəɇɑɎɐəɋɘ ɔɇɠɥɈɑɋɓɎɥ  
ɓɆ ɗɕɆɒɋɖɗɐɎɛ ɚɔɖəɒɆɛ. 

ȶɋɉɎɗɘɖɆɜɎɥ ɕɆɖɘɓɋɖɆ 
ȭɑɔəɒɡɞɑɋɓɓɎɐ, ɌɋɑɆɤɟɎɏ ɗɘɆɘɢ ɕɆɖɘɓɋɖɔɒ,  
ɊɔɑɌɋɓ ɈɡɕɔɑɓɎɘɢ ɔɊɓɔ Ɏɍ ɊɈəɛ əɗɑɔɈɎɏ: 
Å ȭɆɖəɝɎɘɢɗɥ ɖɋɐɔɒɋɓɊɆɜɎɋɏ ɑɤɇɔɉɔ Ɏɍ ɕɆɖɘɓɋɖɔɈ; 
Å ȵɔɊɘɈɋɖɊɎɘɢ, ɝɘɔ ɔɓ ɥɈɑɥɋɘɗɥ ɕɖɔɚɋɗɗɎɔɓɆɑɢɓɡɒ ɗɕɆɒɋɖɔɒ. 

ȵɖɋɊɔɗɘɆɈɑɋɓɎɋ ɕɑɔɟɆɊɔɐ 
ȵɆɖɘɓɋɖə ɕɖɋɊɔɗɘɆɈɑɥɤɘ Ɋɔɒɋɓɓɡɋ ɎɒɋɓɆ,  
ɓɆ ɐɔɘɔɖɡɛ ɚəɓɐɜɎɔɓɎɖəɤɘ Online-ɒɆɉɆɍɎɓɡ ɗ ɐɔɓɘɖɆɚɆɐɘɔɒ 

ȵɖɎɇɡɑɢ ɕɆɖɘɓɋɖɆ 
ȵɆɖɘɓɋɖ ɕɔɑəɝɆɋɘ ɕɖɎɇɡɑɢ ɗ ɐɆɌɊɔɏ ɕɖɔɊɆɌɎ,  
ɕɖɔɎɍɔɞɋɊɞɋɏ ɇɑɆɉɔɊɆɖɥ ɋɉɔ ɗɕɆɒ-ɖɆɗɗɡɑɐɋ   



ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɼʝʣʦ ʂʫʚʘʝʚʘ 
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ɸʥʠʢʠʥ 
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ÂAnikin ÂBlinnikov 

 

35 

ÂGavrilov 
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1. Nikolay, 1986 ï Cahsout service manager 

2. Alexandr, 1983 ï Cashout guy 

3. Alexandr, 1988 ï Traffer 

4. Marat, 1985 ï Loader 

5. Evgeniy, 1984 ï Loader 

6. Ruslan, 1989 ï Drop guy 

7. Igor, 1983 ïCredit cards and fake Companies 
provider 
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­     ȰɖɆɌɆ ɇɔɑɋɋ 10 ɒɑɓ ɖəɇɑɋɏ 

­     41 Ɇɉɋɓɘ ȴȷȲȵ 

 

 

 

 
 

ʄʘʢʩʠʤ ɻʣʦʪʦʚ 
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ʄʘʢʩʠʤ ɻʣʦʪʦʚ 
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ʄʘʢʩʠʤ ɻʣʦʪʦʚ 
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V ȻɎɟɋɓɎɋ 13 ɒɑɓ ɖəɇɑɋɏ  
V ȵɋɖɈɔɋ əɉɔɑɔɈɓɔɋ Ɋɋɑɔ ɕɔ ɚɎɞɎɓɉə Ɉ 
ȶɔɗɗɎɎ 

V ȶɋɍəɑɢɘɆɘ ï əɗɑɔɈɓɡɋ ɗɖɔɐɎ Ɏ ɞɘɖɆɚɡ 

 

ɹʨʘʪʴʷ ʇʦʧʝʣʳʰ 
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ANOTHER CRIME 
















