
ʉʆɺʈɽʄɽʅʅʓɽ ʂʀɹɽʈʇʈɽʉʊʋʇʃɽʅʀʗ 

ɺ ʂʆʈʇʆʈɸʊʀɺʅʆʄ ʉɽʂʊʆʈɽ 



ȴɘɝɋɘ ɕɔ ɎɘɔɉɆɒ ɐɔɒɕɑɋɐɗɓɔɉɔ 
ɎɗɗɑɋɊɔɈɆɓɎɥ ɗɔɗɘɔɥɓɎɥ çɖəɗɗɐɔɉɔè 
ɖɡɓɐɆ ɐɔɒɕɢɤɘɋɖɓɡɛ 
ɕɖɋɗɘəɕɑɋɓɎɏ: 

 ȦɓɆɑɎɍ ɉɑɆɈɓɡɛ ɘɋɓɊɋɓɜɎɏ  
Ɏ əɉɖɔɍ; 

 ȴɇɍɔɖ ɓɆɎɇɔɑɋɋ ɔɕɆɗɓɡɛ əɗɑəɉ; 

 ȴɜɋɓɐɆ ɚɎɓɆɓɗɔɈɡɛ 
ɕɔɐɆɍɆɘɋɑɋɏ; 

 ȵɖɔɉɓɔɍɡ; 

 ȶɋɐɔɒɋɓɊɆɜɎɎ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʨʘʙʦʪʘ 2010 
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ʈʫʩʩʢʠʡ ʨʳʥʦʢ 
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 ȲɎɖɔɈɔɏ ɖɡɓɔɐ 7 ɒɑɖɊ 
 

 ȶɔɗɗɎɏɗɐɎɏ ɖɡɓɔɐ 1.3 ɒɑɖɊ 
 

 ȶəɗɗɐɎɏ 2.5 ɒɑɖɊ 

 

ʈʳʥʦʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʟʘ 2010 
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ʈʳʥʦʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 2011 
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ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʧʨʠʙʳʣʠ 2011 
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Russian cybercrime market 
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http://report2013.group-ib.com/
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ʌʠʥʘʥʩʦʚʳʝ ʧʦʢʘʟʘʪʝʣʠ 
 

8  



GIB Matrix 
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$24 436 243,86 USD $26 475 929,32 USD 

$1 733 492,43 USD 

ʈʘʟʤʝʨʳ  
ʭʠʱʝʥʠʡ 
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80 -200% ɖɔɗɘ  
ɐɔɑɎɝɋɗɘɈɆ  
ɆɘɆɐ 

ɋɌɋɉɔɊɓɔ  

 

ȷɈɋɖɛɕɖɎɇɡɑɢ 

ȹɑɔɈɐɎ  
Ɉ ɍɆɐɔɓɔɊɆɘɋɑɢɗɘɈɋ 

ȽəɈɗɘɈɔ  
ɇɋɍɓɆɐɆɍɆɓɓɔɗɘɎ,  
ɇɡɗɘɖɡɏ ɗɘɆɖɘ 

ʉʧʨʫʪ  

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 



 ʇʦ ʚʝʨʩʠʠ SPAMHAUS ï 8 ʤʝʩʪʦ ʩʨʝʜʠ ʩʘʤʳʭ ʦʧʘʩʥʳʭ ʩʧʘʤʝʨʦʚ 
ʧʣʘʥʝʪʳ 

 

 

 

 

 

 

 ɺ ʪʨʦʡʢʝ ʩʘʤʳʭ ʦʧʘʩʥʳʭ ʩʧʘʤʝʨʦʚ ʤʠʨʘ ʥʘ ʤʦʤʝʥʪ ʚʦʟʙʫʞʜʝʥʠʷ 
ʫʛʦʣʦʚʥʦʛʦ ʜʝʣʘ 

 ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʜʝʪʩʢʘʷ ʧʦʨʥʦʛʨʘʬʠʷ, ʧʨʦʜʘʞʘ ʢʦʥʪʨʘʬʘʢʪʥʦʡ 
ʧʨʦʜʫʢʮʠʠ, ʩʧʘʤ, ʧʦʜʜʝʣʴʥʳʝ ʤʝʜʠʢʘʤʝʥʪʳ.  

 ʃʠʯʥʘʷ ʚr ʨʫʯʢʘ $2 500 000/ʤʝʩʷʮ 

ʃʝʦʥʠʜ ʂʫʚʘʝʚ (BadCow) 
 

12 



ʃʝʦʥʠʜ ʂʫʚʘʝʚ (BadCow) 
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ʃʝʦʥʠʜ ʂʫʚʘʝʚ (Leo Kuvav, BadCow) 
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ȵɆɖɘɓɋɖɗɐɆɥ ɕɖɔɉɖɆɒɒɆ ȷȵȦȲ-ɖɆɗɗɡɑɐɎ 

ȵɔɎɗɐ ɕɆɖɘɓɋɖɆ 
ȲɔɞɋɓɓɎɝɋɗɐɆɥ ɐɔɒɕɆɓɎɥ ɕəɇɑɎɐəɋɘ ɔɇɠɥɈɑɋɓɎɥ  
ɓɆ ɗɕɆɒɋɖɗɐɎɛ ɚɔɖəɒɆɛ. 

ȶɋɉɎɗɘɖɆɜɎɥ ɕɆɖɘɓɋɖɆ 
ȭɑɔəɒɡɞɑɋɓɓɎɐ, ɌɋɑɆɤɟɎɏ ɗɘɆɘɢ ɕɆɖɘɓɋɖɔɒ,  
ɊɔɑɌɋɓ ɈɡɕɔɑɓɎɘɢ ɔɊɓɔ Ɏɍ ɊɈəɛ əɗɑɔɈɎɏ: 
Å ȭɆɖəɝɎɘɢɗɥ ɖɋɐɔɒɋɓɊɆɜɎɋɏ ɑɤɇɔɉɔ Ɏɍ ɕɆɖɘɓɋɖɔɈ; 
Å ȵɔɊɘɈɋɖɊɎɘɢ, ɝɘɔ ɔɓ ɥɈɑɥɋɘɗɥ ɕɖɔɚɋɗɗɎɔɓɆɑɢɓɡɒ ɗɕɆɒɋɖɔɒ. 

ȵɖɋɊɔɗɘɆɈɑɋɓɎɋ ɕɑɔɟɆɊɔɐ 
ȵɆɖɘɓɋɖə ɕɖɋɊɔɗɘɆɈɑɥɤɘ Ɋɔɒɋɓɓɡɋ ɎɒɋɓɆ,  
ɓɆ ɐɔɘɔɖɡɛ ɚəɓɐɜɎɔɓɎɖəɤɘ Online-ɒɆɉɆɍɎɓɡ ɗ ɐɔɓɘɖɆɚɆɐɘɔɒ 

ȵɖɎɇɡɑɢ ɕɆɖɘɓɋɖɆ 
ȵɆɖɘɓɋɖ ɕɔɑəɝɆɋɘ ɕɖɎɇɡɑɢ ɗ ɐɆɌɊɔɏ ɕɖɔɊɆɌɎ,  
ɕɖɔɎɍɔɞɋɊɞɋɏ ɇɑɆɉɔɊɆɖɥ ɋɉɔ ɗɕɆɒ-ɖɆɗɗɡɑɐɋ   


