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Breakdown of Russian
Cybercriminal Activities

DDoS
$13@Million

C2C cybercrime to Cybererime . on"‘i‘e fr?Ud
$230 Million : $94 r-f:ﬂllllon




Russian cybercrime market
report2013.group-ib.com
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Internet fraud
Online banking fraud $490 millions =
Phishing $55 millions «
Electronic money theft $3o millions
o ko $122mitions -

$697 millions
SPAM
Medicines and various P
counterfeit products $ 142 miions ~—

Counterfeit software
products

Other (dating,
education, travel, etc.) $553 millions «

$ 1 35 millions. —
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$830 millions

Internal market (C2C)
selling of traffic $153 millions
Selling of exploits $41 miliions
Selling of installs $27 millions
Anonymization $9 millions

$230 millions
DDoS-attacks
$130 riiions. ——
Other

$1 68 millions

-

1,938

billion /'
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Internet fraud
—« Online banking fraud
-« Phishing $57 miltions
-+ Electronic money theft $23 millions
« Cashing others
ilegal profits $89 millions

$61 5 millions

N

SPAM
" Medicines and various .
counterfeit products $ 173 mitions
* = Counterfeit software
products
7 e $493 miflions

education, travel, etc.)

$786 millions

Internal market (C2C)

*
o

Selling of traffic $167 millions
Selling of exploits $52 millions
Selling of installs 533 millions
Anonymization $9 millions

$261 millions

‘ DDoS-attacks
b — $110 iions

Other
| $166 nilions

$446 wilions

$ 1 20 millions
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TPEH] AONA OT OBILETO

OBBEMA PbIHKA

WHTEPHET-MOWEHHWYECTBO

. MolLEHHWYECTBO B CULTEMA 21.3.% 490 maH. $
AN dzOdetse T | f 5 EeOls | dzd
OBHanM4MBaHKE AEHEXHBIX 17 1 367 MAH. $
CpeacTs
OUWHHT 24% 55 MnH. $
XULLEHWE 3NeKTPOHHBIX 13% 30 MaH. $
LeHer
Wroro: 1% 942 MnH. §
Cnam 24% 553 MaH. §
MeauKameHTel M pasnnyHas | 6.2% 142 mnu. §
KOHTpathaKTHas NpoayKumsa
«MopaeneHoex N0 59% 135 mnu. §
Wroro: 36.1% 830 mnu. §
Mpogaxa tpaduka 6.6% 153 MaH. §
[poAaxa 3kcnnonToB 18% 41 MaH. $
lpogaxa 3arpysok 12% 27 mnH. $
AHOHMMM3ALMSA 04% 9 MaH. §
Wroro: 10% 230 MAH. §
DDoS-aTaku 56% 130 MnH. §
Wroro: 56% 130 MnH. §
MhE

UrHoe 73% 168 mnu. §
Wroro: 3% 168mH.$ O
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Leo Kuvayev / BadCow - Russian Federation

Russian/American spammer. Does "OEM CD" pirated software spam,

copy-cat pharmaceuticals, porn spam, porn payment collection, etc.

Spams using virus-created botnets and seems to be involved in virus
distribution. Partnered with Vlad - aka "Mr. Green".
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WIKIMEDIA

Leo Kuvayev
From Wikipedia, the free encyclopedia

Q This biographical article needs additional citations for verification. Please help by adding reliable sources. Contentious material about
living persons that is unsourced or poorly sourced must be removed immediately, especially if potentially libelous or harmful. (August 2010)

Leonid Aleksandrovitch Kuvayev, (born 13 May 1972), who usually goes by the name of Leo, is a Russian/American spammerl] believed to be Leo Kuvayev

the ringleader of one of the world's biggest spam gangs. In 2005, he and six business partners were fined $37 million as a result of a lawsuit Born Leonid Aleksandrovitch Kuvayev
brought by the Massachusetts attorney general.[2] It was found that they were responsible for millions of unsolicited e-mails per day. According to 13 May 1972

Spamhaus he could be the "Pharmamaster" spammer who performed a denial-of-service attack (DDoS) against the BlueSecurity company. Other names Alex Rodrigez

Kuvayev is also behind countless phishing and mule recruiting sites hosted on botnets.

Contents [hide]
1 2K Services, eCash, and Top100
2 Spamming
3 Current whereabouts
4 References
5 External links
6 See also

2K Services, eCash, and Top100 [edi)

@ This section does not cite any references or sources. Please help improve this section by adding citations to reliable sources.
Unsourced material may be challenged and removed. (March 2013)



IGRouP|iB|

J sdzd B 9 O(Leo Kuvav, BadCow)

RXPartners Stimul-Cash
l x
3 & i XOCTUHF nog anTekn
rxpartners.biz stimul-cash.com stimulcash.com
: i - = Stimulhosting.com bmpharmacy.com
77,232,7&&(:‘43:05;;2;8:3&[, EU. T72:2.;3.1_73, rrolfealscA > 91‘.1?9‘1L1[§..5(,:v 68.71.56.13; Canada; Royalty 174.142.47.57; iWeb
echnologies, Inc.; entralux Ltd; Networks Inc. Technologies In
l—l—l— stimulhosting@yahoo.com
¢ ¢ Anmexu
indian-generics.com
Bnor rxpblog.com ®opym rxpforum.com indianmeds.org 29316923135
83.149.110.15; LEASEWEB; NL 83.149.110.15; fast-online-refills.com | | T“?"‘"*_‘ i
Admun: 1CQ: 554-679-618 LEASEWEB; NL uner.orgaizatio STIMULMEDIACOM POPULAR-ED-PRODUCTS.COM omee
Skype: Zhenek.RXP Admurbr: Keke Sndrimie . Your-pills-online.com
E-mail: zhenek@rx- ICQ 255570 ‘awnerstreet: Petrozavodskaya st 16, appt. 123
i Skype™ sc-kekc & S
partners.biz iy
MARK e
ﬁ ©owner-phone: 79160248086
E— owner-email: vitalypetrov76@yahoo.com
Anmexu
Adrugs.com
cheap-viagra-24.com RXPWIKI.COM Anteka yourorderhere.com

edhelp.biz 83.149.110.15; LeaseWeb; NL 72.52.4.176; Prolexic

edselection.com Technologies, Inc.; USA

ed-sellout.com
ed-solution.com
ed-sup.com

Registrant 1D:np

manfriendly.com b=l ooten gl ®opym community.stimul-
ua-_(;:me:-cr;fn Registrant Street1:145-157 St John Street 2nd Floor media.com
paiddmeds.biz Regitrant Street2: 5 4

o medsicom et S 83.149.110.15; LeaseWeb; NL
paidapill.com et

paiddpills.com Registrant Postal Code:£C1V 4PY - =

paiddtabs.com Registrant Country:GB fineandchic.com VIHTepHEr:
payamed.biz leﬂnm:h?sr‘-;;:‘::gls%m?Z MarasuH 6peHaoBbIX Beuei
payamedc.biz RagHtrark Eimaljea causglati@vahoo ok 95.169.187.237; Keyweb Online
pay4meds.biz Limited IP Network; RU
payAmedz.biz
paydpill.biz

e pay4pillz.biz Tast-online-refills.com

payAtabs.biz yagarastock.com

fast-slim.com
well-sleep.com
naturalpenisole.com

paydtabz.biz
perfectgenerics.com
pillzcash.biz

91.199.112.8
Centralux Ltd; CY

pillzcheck.biz regrowth-plus.com 193.104.12.109
pillzmeds.biz paiddmedz.com PP "Aprel”, PA
propeciahair.com naturalexcel.com
biz smok-ox.com 1
xpbill.biz herbs-for-potency.com
xpeash.biz smokox.com
pcheck.biz hoodiastock.com
nppay.biz medsbill.com
naturaldetoxbody.com
somaextreme.com acaiberry-natural.com
tabpaid.biz hghgreen.com
tabzcash.biz
trustedtablets.com
ultimatepillstore.com
viagracomparison.com 1 4
viagra-generic.biz

GROUP-IB GLOBAL CYBER SECURITY COMPANY e




nEdsbaqddeEy

|GFICJLJI:"iB|

cdoj d#ECdE gjapAY

(
g}; novYde eEdobqdFE
: YogqbbY3>qdeFy ©eonecEbYYy coaga¥Yeaq o¢d
@ﬁﬁ@g bH# e EDpqdaleden Fe .
\_
4 tqj YdodEsYy sEdosbqdk
= dao2angeaqbbyYe, RqaoE¥)] Yy dosEFoscec sFdosbq
V'@ doaRqb 3gecoab¥Yosce o0(dbo ¥Y¥ (Q3oee odaody
.. A BFEdoezYaecdy dqqeongbdE3Yqy axvéoijlo ¥Yr
\ A noQesdqdqyYsc, 399 2b ydaydgeBuyogddm aq
ndqdodosEFElaqb¥q ca2)] Edoe
nEdoabqde edgqdodoasEFEIayys (doongbbgql Yoqgqhb
bE ®©vo2902dge oobmn&nbjvlrrY¥mg d vobddEaE
.

ndY¢gae sEdesbqdF
nEZdeabgd eo2093Fqgqos ed¥Y¥¢gacec d eFERpy ed
edoY¥Yroeqdeqy gfaRj-dEEdgaoawqgo deEp| 15

GROUP-IB GLOBAL CYBER SECURITY COMPANY



