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UHdpopmaumoHHana pabota 2010

OTueT 0 UTOTaM KOMILJIEKCHOTO

HCCJIEIOBAHUA COCTOAHUA «PYCCKOTO» GROUP
PBIHKA KOMIIBIOTEPHBIX

IIPEeCTYIJIEHUM
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— AHaju3s rJIaBHBIX TEHJIEHITUNT
H prOB; «PyCCKMIA» PLIHOK KOMNBIOTEPHbIX

npecrynnexni 8 2010 roay:

COCTOSIHME U TeHOSHUWM

— 00630p HauboJIEe OITaCHBIX YCIYT,
—  OneHka (pMHAHCOBBIX
II0Ka3aTeJeln;
— 1Iporuossr; S
—  PexomeHzmanuu.
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PycCKnUu pbIHOK

Russian Federation
CIS
Baltic states

immigrants from
ex-USSR




PbiHOK KMbGepnpectynHocTtu 3a 2010

— MupoBOU PHIHOK 7 MJIPJ,
— Poccurickum ppIHOK 1.3 MJIP/,

— Pycckuu 2.5 mup
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Total Cybercrime Market

INU.S. DOLLARS

STATE AND TRENDS

OF THE
“RUSSIAN>

DIGITAL CRIME MARKET

071




|GFICJLJI:"iB|

PacnpeaeneHue npnbbinm 2011

Breakdown of Russian
Cybercriminal Activities

DDoS
$13@Million

C 2C Cybercrime to Cybercrime : g;ig‘&fﬁ?: nd
$230 Million | i)




Russian cybercrime market
report2013.group-ib.com

112% Internet fraud

$89
MM

$23
!
MM

® Intern
banking

® Phishing

m eWallet
thefts

m Cash-out
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Internet fraud

Online banking fraud $490 ritions - .
Phishing $55 millions «
Electronic money theft $3o millions «
Cashing others

illegal profits

$697 millions

SPAM
e oy’ $142 mitions
:?:;:'rsfeit SHIWae $ 1 35 millions =
Sdmu:;{g‘:uml‘gvel etc.) $553 millions «-

$830 millions

Internal market (C2C)
Selling of traffic $153 millions
Selling of exploits $41 miliions
$27 millions

$9 millions

$230 millions
DDoS-attacks
$ 1 30 millions.
Other

$1 68 millions

Selling of installs
Anonymization

$122 riions
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Internet fraud
—« Online banking fraud $446 millions
. Phishing $57 mitions
-+ Electronic money theft $23 millions
« Cashing oth
ilogal Crofits $89 milions

$61 5 millions

SPAM
s Medicines and various
counterfeit products $ 173 miions
~————= Counterfeit software $1 zo millions
products
el $493 miflions

education, travel, etc.)

$786 millions

Internal market (C2C)

Selling of traffic $167 millions
Selling of exploits $52 millions
Selling of installs 533 millions
Anonymization $9 millions

$ 26 1 millions
DDoS-attacks
S $1 1 0 millions

Other
$1 66 millions
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A0NA OT OBLLETO
OBBbEMA PblHKA

WHTEPHET-MOWEHHWYECTBO

MoweHHK4ecTso B cuctemax | 21.3% 490 MaH. §
MHTEpHeT-B6aHKMHra
OBHanu4mBaHMe AeHexHblx | 16% 367 MAH. $
CpeacTs
OUWHHT 24% 55 MnH. $
XULLEHWE 3NeKTPOHHBIX 13% 30 MaH. $
JeHer
Wroro: 1% 942 MnH. §
Cnam 24% 553 MaH. §
MeauKameHTel M pasnnyHas | 6.2% 142 mnu. §
KOHTpadaKTHas NpoayKLms
«MopaeneHoex N0 59% 135 mnu. §
Wroro: 36.1% 830 mnu. §
Mpogaxa tpaduka 6.6% 153 MaH. §
[poAaxa 3kcnnonToB 18% 41 MaH. $
lpogaxa 3arpysok 12% 27 mnH. $
AHOHMMM3ALMSA 04% 9 MaH. §
Wroro: 10% 230 MAH. §
DDoS-aTaku 56% 130 MnH. §
Wroro: 56% 130 MnH. §
MhE
UrHoe 73% 168 mnu. §
Wroro: 3% 168 M. S
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CnpyTt
KnbepnpecTynHOCTHU

YysBcTBO
0e3HaKa3aHHOCTH,
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CBepxnpuobLIb
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ROJIMUYECTBA
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€2KeroJHO

YiaoBKHu
B 3aKOHOIaTeJIbCTBE
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INleonna KysaeB (BadCow)

_)

Mo Bepcun SPAMHAUS — 8 MeCcTo cpeaun caMbix onacHbIX cramMepoB
nnaHeTbl

Leo Kuvayev / BadCow - Russian Federation

Russian/American spammer. Does "OEM CD" pirated software spam,

copy-cat pharmaceuticals, porn spam, porn payment collection, etc.

Spams using virus-created botnets and seems to be involved in virus
distribution. Partnered with Vlad - aka "Mr. Green".

B Tpolike cambix onacHbIX cnamepoB MUpa Ha MOMEHT BO30yXaeHus
YrornoBHOro gena

BpenoHocHoe N0, getckas nopHorpadusa, npogaka KoHTpagakTHOM
npoayKkumnu, cnam, nogaesribHole MeankamMmeHThl.

JInyHag Bbipyyka $2 500 000/mecauy

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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JNleonnpg KysaeB (BadCow)
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WiKIPEDIA

The Free Encyclopedia

Main page
Contents

Featured content
Current events
Random article
Donate to Wikipedia
Wikimedia Shop

Interaction
Help
About Wikipedia
Community portal
Recent changes
Contact page

Tools
What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Data item
Cite this page

Print/export
Create a book
Download as PDF
Printable version

Languages o
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" GRKUUP=IB GLUBAL CTBEK SELUKITY COUMFANT

Article Talk Read Edit View history |->earch Q

..' Our Privacy Policy is changing on 6 June 2014.

To learn more, click here.
WIKIMEDIA

Leo Kuvayev
From Wikipedia, the free encyclopedia

Q This biographical article needs additional citations for verification. Please help by adding reliable sources. Contentious material about
living persons that is unsourced or poorly sourced must be removed immediately, especially if potentially libelous or harmful. (August 2010)

Leonid Aleksandrovitch Kuvayev, (born 13 May 1972), who usually goes by the name of Leo, is a Russian/American spammerl] believed to be Leo Kuvayev

the ringleader of one of the world's biggest spam gangs. In 2005, he and six business partners were fined $37 million as a result of a lawsuit Born Leonid Aleksandrovitch Kuvayev
brought by the Massachusetts attorney general.[zl It was found that they were responsible for millions of unsolicited e-mails per day. According to 13 May 1972

Spamhaus he could be the "Pharmamaster" spammer who performed a denial-of-service attack (DDoS) against the BlueSecurity company. Other names Alex Rodrigez

Kuvayev is also behind countless phishing and mule recruiting sites hosted on botnets.

Contents [hide]
1 2K Services, eCash, and Top100
2 Spamming
3 Current whereabouts
4 References
5 External links
6 See also

2K Services, eCash, and Top100 [edi)

@ This section does not cite any references or sources. Please help improve this section by adding citations to reliable sources.
Unsourced material may be challenged and removed. (March 2013)
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IlapTHepckaa nporpamma CITAM-pacchLIKHA

é )
ITouck mapTHepa
MormieHHUYECKAs KOMIIAHUSA IyOJINKYEeT 00 bABIEHUSA
Ha criaMepcKux popymax.

. J
Perucrpanua napraepa )

3JI0YMBIIJIEHHUK, JKeJIAIOITUI CTaTh MapTHEPOM,
JTOJI>KEH BBITIOJIHUTD OJTHO U3 JIBYX YCJIOBUU:
* 3apyuuThCsa peKoMeHanuen Jr00ro 13 MapTHEPOB;

« IloaTrBepAuTh, UTO OH ABJIsAETCA MTPOGECCHOHATIBHBIM CIIaMEPOM. Yy

\
IIpenocrasiieHue mIOIAL0OK
[IapTHEpY nIpefoCTaBIAIT JOMEHHbBIE UMEHA,
Ha KOTOPBIX QYHKIHOHUPYIOT Online-marasmHpl ¢ KOHTpahaKTOM
\. J
é )
& -g- IIpuoHLIL MapTHEPA
@ [TapTHep mosyyaeT NpUOBLIb ¢ KOKA0HW IPOAAKH,
L - IIpou3olIealiei 61aro/1aps ero cramM-pacchblyIKe
J

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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T Kuvayev Complaint.pdf - Adobe Reader Tt R

|Qaﬁn Pepaktuposanme [pocmotp  Jokyment  Wnctpymentsr Owkno  Cnpaska

® 723% - | = (B Ham -

B o ee

COMMONWEALTH OF MASSACHUSETTS

SUFFOLK, 88 SUPERIOR COURT .
No. Y LG

COMMONWEALTH OF MASSACHUSETTS,
Plaintiff,
W,

LEO KUVAYEV, VLADISLAV
KHOKHOLKOD, PAVEL TKACHUK,

ANNA ORLOVA, MICIICLLE MARCO,
DENNIS NARTIKOEV, PAVEL YASHIN,

2K SERVICES, INC., AND ECASH PAY, LTD.

Defendants.

et o o e e e o e

L INTRODUCTION
1 The Commonwealth of Massachusetts, by and through its Attorney General,
Thomas F. Reilly, brings this action pursuant to the Massachusetts Consumer Protection Act,

G.L.c. 934, § 4. Defendants, Leo Kuvayev, Vladislav Khokholkov, Anna Orlova, Pavel

Thkachuk, Michelle Marco, Dennis Nartikoev, Pavel Yashin, 2K Services, Inc., and Ecash Pay,
Ltd. {collectively “Defendants”) have violated G.L. c. 93A, § 2(a), by engaging in unfair and
deceptive acts and practices over the Internet, including, but not limited to:

a) sending unsolicited commercial electronic mail that, among other things, containg
false header information and does not contain a functioning return e-mail address or comparable

mechunism that recipients may use 1w reguest tha they not receive future messages fom the

sender;

N

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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-7 81368 45178 mikepanin 1990 @gmail.com
+7 81368 45178 mlkEDaan lggﬂ@gmall com

-7 81368 45178 mikepanin 1990 @gmail.com
7 81368 45178 mikepanin 1990 @gmail. com
7 81368 45178 mikepanin 1990 @gmail.com
7 495 2713417 admin @buyoem-software-
-7 435 2713417 admin @buypharmacyonline
+7 485 2713417 admin @buyshop-digital-1.¢
7 495 2719417 admin@buy-shop-digital-2.

7 927 9311274 altsrv @googlemail.com

+7 81368 45178 mikepanin 1990 @gmail.com
7 495 2719417 admin @buyshop-software
-7 81368 45178 mikepanin 1990 @gmail.com
7 81368 45178 mikepanin 1990 @gmail.com
-7 81368 45178 mikepanin 1990 @gmail.com
7 495 2719417 admin@buyshopsoftwareo
-7 495 2719417 admin@buysoft-best-7.ru
7 81368 45178 mikepanin 1990 @gmail.com
+7 81368 45178 mikepanin 1990 @gmail.com
781368 45178 mikepanin 1990 @gmail.com
+7 81368 45178 mikepanin 1990 @gmail.com

E F

H I
B Created B Expires |

nsl.freenet-dns.ru. 2011.01.30
ns1.freenet-dns.ru. 2011.02.05
nsl.freenet-dns.nu. 2011.02.05
nsl.freenet-dns.nu. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
ns1l.refg43act.ru, ns 2010,12.09
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru r 04-Apr-2011
ns1.freenet-dns.nur 04-Apr-2011
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru, 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
nsl.freenet-dns.nu. 2011.02.05
nsl.freenet-dns.nu. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
nsl.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
nsl.freenet-dns.nu. 2011.02.05
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru, 2011.02.05
nsl.freenet-dns.ru. 2011.02.05
ns L.refg436ct.ru. ns 2010.12.09
nsLrefg436ct.ru. ns 2010.12.20
ns1.refg436ct.ru. ns 2010.12.20
ns1.freenet-dns.ru. 2010.12.09
nsLrefg436ct.ru. ns 2010.12.09
ns1.freenet-dns.ru. 2011.02.05
ns Lrefg436ct.ru. ns 2010.12.09
ns1.hc343lgfo4.ru. r 2010.07.15
ns1.freenet-dns.ru. 2011.01.31
ns 1, 18098324.ru, ns 2010,10.01
ns1.hc943laf94.ru. r 2010.07.15
ns1.hc943lgf94.ru. r 2010.07.15
ns1.hc943lgfo4.ru. r 2010.07.15
ns1.hc943lgfo4.ru. r 2010.07.15
ns1.hc943lgfa4.ru. r 2010.07.15
ns1.hc943lgfe4.ru. r 2010.07.15
ns1.hc943lgf94.ru. r 2010.07.15
ns1.hc943lgf94.ru. r 2010.07.15
nsl.freenet-dns.nu. 2011.01.31
ns1.freenet-dns.ru. 2011.02.05
ns1.freenet-dns.ru, 2011.01.10
ns1.buy-shop-digital- 2011.01.19
ns1.18098324.ru. ns 2010.10.01
ns1.hc943lgfo4.ru. r 2010.07.15
ns1.freenet-dns.ru. 2011.01.19
ns1.hc943lgfa4.ru. r 2010.07.15
ns1.hc943lgfe4.ru. r 2010.07.15
ns1.hc943lgf94.ru. r 2010.07.15
ns1.freenet-dns.ru. 2011.01.06
nslrefg436ct.ru. ns 2010.12.20
ns1.hc943igfa4.ru. r 2010.07.15
ns1.hc943lgfa4.ru. r 2010.07.15
ns1.hc943laf94.ru. r 2010.07.15
ns1.hc943lgf94.ru. r 2010.07.15

2012.01.30 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois. i
2012.02.05 whois. ri

2011,12,09 whois.ripn.net
2012.02.05 whois.ripn.net

]
B Data Source

K

= A I

Unknown
]

04-Apr-201: whois.ukrnames. cc Unknown
04-Apr-201: whais ukrames. e Unknown

2012.02.05 whois.ripn.net
2012,02.05 whais.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.| ripn. net
2012.02.05 whoi
2012.02.05 whois. ri

2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whois.ripn.net
2012.02.05 whais.ripn.net
2012.02.05 whois.ripn.net
2011.12.09 whois.ripn.net
2011.12.20 whois.ripn.net
2011.12.20 is. ri
2011.12.09
2011.12.09 whois.ripn.net
2012.02.05 whois.ripn.net
2011.12.09 whois.ripn.net
2011.07.15 whois.ripn.net
2012.01.31 whois.ripn.net
2011,10.01 whais.ripn.net
2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net
2011.07.15 whois. ri
2011.07.15 whois.ri

2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net
2012.01.31 whois.ripn.net
2012.02.05 whois.ripn.net
2012.01.10 whais.ripn.net
2012.01.19 whois.ripn.net
2011.10.01 whois.ripn.net
2011.07.15 whois.ripn.net
2012.01.19 is. ri
2011.07.15
2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net
2012.01.06 whois.ripn.net
2011.12.20 whois.ripn.net
2011.07.15 whais.ripn.net
2011.07.15 whais.ripn.net
2011.07.15 whois.ripn.net
2011.07.15 whois.ripn.net

TR AT A

Unknown
Unknown
i}

]
]
Unknown
]

ki)
Unknown
]

Unknown
Unknown
Unknaown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknaown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

-
Un own
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknawn
Unknown
Unknown
24,795,292
12,689,709
19,363,843
Unknown
Unknown
16,553,632
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
16,933,730
18,479,876
Unknown
Unknawn
Unknown
Unknown
Unknown
24,324,954
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
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Ok

REGISTER NOW!

Whirl Wind Software

DOWNLOADABLE OUTLET CENTER

Select language USA L]

Quick WINDOWS store:

ABBYY

ACDSee

Adobe

Ashampoo

Autodesk

AVG Anti-virus

Corel

Cyberlink

FileMaker

Intuit

Kaspersky

Lynda Training

Magix

Nero

Norton Symantec
Nuance

onOne Products
Paragon

Photo and Graphic Editors
Quark XPress

Rosetta Stone

Roxio

Sony

Utilites and Programming
Video and Audio Editors
VMware

WinZip

=

Quick MACINTOSH store:

ABBYY

Activata

Adobe

Apple Macintosh
Autodesk for MAC
Avid

FileMaker

IK Multimedia
Intuit for MAC
KavaSoft
Koingo

BESTSELLERS

WINDOWS 4

Adobe Creative Suite 5.5 Master
Collection

Close-out-sale Price: $249.95
Retail Price: $2,699.95
You Sav $2,340.00
Info to cart / Uparade

Adobe Creative Suite 5.5 Master
Collection Student and Teacher

Close-out-sale Price: $259.95
Retail Price: $2,699.95
You Save: $2,440.00
Info / Add to cart

Adobe Creative Suite 5.5 Design
Premium

Close-out-sale Price: $189.95
Retail Price: $1,899.95
You Save: $1,570.00

Info / Add to cart / Uparade

Adobe Creative Suite 5.5 Design
Premium Student and Teacher

Close-out-sale Price: $229.95
Retail Price: $1,899.95
You Save: $1,670.00

Info / Add to cart

Adobe Photoshop CS5.1
Extended

Close-out-sale Price: $99.95
Retail Price: $999.95
You Save: $860.00
Info / Add to cart / Upgrade

Search

YOUR CART:

MACINTOSH &

BESTSELLERS

0S X Lion

Close-out-sale Price: $25.99
Retail Price:

$29.99
$4.00

Adobe Acrobat X Pro for MAC

Close-out-sale Price: $79.95

Retail Price: $499.95
You Save: $380.00
Info / Add to cart / Uparade

Adobe Acrobat X Pro for MAC
Student and Teacher Edition

Close-out-sale Price: $79.95
Retail Price: $499.95
You Save: $420.00
Info / Add to cart

Adobe Photoshop Lightroom 3
for MAC

Close-out-sale Price: $39.95
Retail Price: $299.95

You Save: $240.00

Info / Add to cart / Uparade

Adobe Creative Suite 5.5 Master

Collection for MAC
Close-out-sale Price: $269.95

Retail Price: $2,699.95
You Save: $2,300.00
Info / Add t t / Upgrade

Checkout

The fastest way
to learn a new
language.

Rosett tone

anguage Learning Succe:

for Windows
and Macintosh

NEWLY ADDED SOFTWARE
WinUtilities Professional
Edition 10.37
Windows 7 Manager 3.0
Understand 2.6
PowerISO 4.9

Photo Slideshow Creator
271

Joboshare iPod Rip 3.17

Joboshare DVD Ripper
Platinum 3.21

Joboshare DVD Creator 3.17
Joboshare DVD Copy 3.17

Joboshare DVD Audio Ripper
3.21
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% Pharmacy online-store "ﬂ

Qaiin [paeka Bua XXypHan 3aknagku WMHcTpyments Cnpaeka

Pharmacy online-store - Iceweasel I‘. —nl o x g

& [ & phtdoctors.com

V@] [V Google Q] @

"

Pharmacy Express

H1 ONLINE WORLDWIDE DRUGSTORE

Search.., [+ §

Browse all by letter:
ABCDEFGH I JKLMN
OPQRSTUVWXYZ

Categories

+ ED Packs >
> Herbal
> Most Popular
> Erectile Dysfunction
> Men's Health
> Pain Medicine
> Muscle Relaxers
> Anti Depressants
> Weight Loss
> Mental Disorders
> Antibiotics
> Hair Loss
> Birth Control

> Allergy

USD [EUR|CAD GBP CHF AUD JPY BRL MXNNZD & Your cart: EUR 0.00 (0 items)
] W I'N o] N

» Free Delivery Insurance

J ® # /% » 10years WorldWide Supplier
Eoctor S p » 100% Satisfaction Guarantee

Fast DeliveryUSPS » High Quallty Medications
Shipping to USA in 3-5 business days ) 24/71365 Suppon Team

%) We ship worldwide

Discount coupon
Product of the day
Classic Discount Pack x 90 Market Prices: £125.45 - £190.21
Cialis 20mg x 30 pills + Price EUR 93.59 -
Viagra 100mg x 60 pills You Save > EUR 3186
EHS) Buy Now =
Viagra Cialis ED Packs
< MARKET PRICES MARKET PRICES &, 3
£0.65 — €£0.80 / £1.03 — €1.27 o ‘ All-in-one Discount... EUR 0.94
P Sricinorren B Srecinoren P
67 M Di P... EURLIS
EUR 0.50 EUR 0.79 w onsterhiscount
> More info per pil > More info per pil
.57 srong DiscountPack  EUR 100
-
gacm) £hs EUSPS. e g4 EJUSPS .7 guper Force Discou...  EUR 196
e e -
[ saecipeec
°’$ Family Discount Pack EUR L16
Viagra Super Active Cialis Super Active
0-" Super DiscountPack  EUR 0.63
MARKET PRICES MARKET PRICES
€1.37 - €1.69 €1.32 - €1.63 & -
(‘ (A J Classic DiscountPack  EUR L04
~
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Metrics Summary

Clicks  PastHour | 7Days | 30 Days Top Referrers Locations

\
201( Welcome o vio & \\\‘ ‘
—
[oGpo nNoxanoBaTh 0 twitter.com -
, Il T lII I
Jan1 Jang Jan 16 Jan 24

1,157 Clicks on Your Bitly Links 35 Referring Domains 70 Countries
From 73 Total Pages

! A\!Tn!"_f?

eferrers Detail Locations Detail

Referring Site Click(s) Country Clicks
Email Clients, IM, AIR Apps, and Direct + 589 United States 478
twitter.com + 429 J 84

CratucTuka ‘ i
C O 6 twtkr.com + 54 Korea, Republic of 68
TAaTUCTUKa — wasA S i United Kingdom o
o O0was mobile.twitter.com + 17 Russian Federation 56
o AKKa bl search.twitter.com + i Brazil 35
RSO hootsuite.com + 5 Canada 32
« [epexodsl @ Today @ Yesterday @ Last7 day] isimgmaiyahoo.coms 4 Mexico 31
< [pocMOoTDbl CTP3HK iconfactory.com + 4 Fiarce =
bitly + 4 Ukraine 17

~ ToBapbl - H

@ From :’ m To l—— twipple jp + 3 Philippines 17
© aHbl — mail yandex.ru + e Venezuela 15
« 0 app.oprius.com + 2 Sermany 15

© dHUU3 oNnNaThbl

© 33Ka3bl There is not data for selected period.

< HacTpoiika aKKayHToB * revenue per thousand
© Ccoinkun

20
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Oeno KyBaeBa

& Stars Lxury Shoes & Handbags ORDER MORE - PAY LESS! from 10 &4, to & P.M EST (Mo-Fr) =
or leave Uz a MEesEagqe

LUXURY CLUB @gecm DISCOUNTS ”"% wﬂe Callus at 1-B66-570-6363 s
A,

HOME | ABOUT LS | ALLPRODUMCTS | FA | TESTIMOMIALS | ORDERSTATUS | CART | CONTACT LS Currency: LSD - m Checkout

QUICK SEARCH
|5&lect category

|53[ect gender

=
=l

[ Select brand Es
=l

|5&lect color

|53[ect pHce

Start search

Searchbyname: 4 B C D E E @ H L J £ L # M o P @ B £ I U ¥ W 5 Y Z S'Ec"m'“=|

Louis Vuitton Moccasing sandals sneakers L Managram YWernis Ly Maonogram Canvas MW arrivals P NEW ARRIVALS

1% Damirr Granhite 1% Mnnnaram | eanard _

» 3.1 Phillip Lim

» flexander MoQueen
> flexander Wang

> fAnya Hindmarch

Ralarcizn

Wnnnaram Perfnratinn LW Damirr Grant Camas 1 W Mnnnaram dirnir
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FnaBHbIA cnamep nnaHeTbl B cBoeM oduce
HacuroBan AeByLWeK C NCUXUYECKUMMU

OTKNOHEHNAMM

& Opyry=atu Pocous, 31 mas, 14:1

HKepTEamu negoduna cTaHOEMNWCE BEOCNUTAHHWLEI HHTEPHATOE C OTCTABaHWEM B
NCUXWYECKOM Pa3sEWMTHM, KOTOPLIX OH NogbICKMEAN No MHTepHeTy.

HTB
Jleohng Kysaes

B Poccuu nonuuwA 3aeepluvna paccnefoBaHue yronosHoro
Aena npoTue 38-neTHero nporpaMmucta i BusHecmena
Neonupa Kyeaeea. Heckonkko NeT HA3a4 oH NOAYYMA TUTYR
rNaEHoro cnamepa Ha 3emne, a Tenepb MyHHUHY YIUYUNN B
CepPUAHLIX HEZHACHMOBAHWAX HECOBEPLUEHHONETHHX.

Kak coobwaetcA, ¥epTeaMi negopuna CTAHOBUMNNCE
BOCMWTAHHULUE! MHTEPHATOR C OTCTABAHMEM B NCUXUYECKOM
pa3BUTWN, KOTOPLIX OH nogeicknean no WHTepHety. Camu
NPECTYNNEHWA COBEPLUANWCE B 0MCE KOMMEPCAHTA, TLE OH
obopynoBan anapTaMeHTel 4nA NHGOEHEIX yTex.

KyBaee nog BeIMBILLNEHHEIM UMEHEM 3HAKOMUNCA C
nesywramy ot 13 no 18 net, KoTopkLIe ABNAKITCA
BOCMMTAHHULAMMW JETCKUX JOMOE W LUKON-WHTEPHATOE U

CTpagalT NCUXUHECKUMH OTENOHEHWAMKA. 3J'IDyMbILLII'IEHHI-"IK CENOHAN HECOBEPLIEHHONETHNX K OK3a3aHWHD
CEECYaNbHBIX YCNYT. CI'IE,[I,DEIETEJ'IHM YA4anock YCTAHOBUTE MWYHOCTH LECATH NOCTpaaaBLUMX.

Bribpas #eprey, nojoapeBaemblil npegnaran nubo JeHbM 33 CEKC-YCIYTW, MW Npenaran NoKaTatecA
Ha MalwHe. 3a cornacue MaHeAK AapHn LUKONEHULAM CoToBLIe Tenedorsl. OaHako 3TH aeToMobnnEHbIE
Nporynkn BCerga 3akaHynBanice OAWHAKOBO - B 0UCE NO403peBaeMOora.

B ofuce Kyeaeea npasooxpaHuTenAMu beina obHapyeHa komHaTa, obopyaosaHHan gylwem, cayHoi,
L#aAKY3au 1 OrPOMHODI KPOBATEH. Tam e BbINM MIBATE KHYTEL, HAPYYHUKW U 3poTudeckos Benbe. Ecnn
JEpPTEA CONPOTWENANACE, To KyBaeB NpUMMEHAN GM3NYECKYH CUMY W XECTOKO HACWNOBAN NOTEPNEBLLYH.
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CaMblM OnacHbI MEXAYHAPOAHbLIV CnaMep NpeacTaHeT
nepes poCcCUMUCKUM CyaoMm

sagepxanue, Nleonna Kyeaes, negodmns!, NpOCTUTYLUAA cya

Oeno KyBaeBa

L
I
N ]

0 MoanucaTbes Ha NoaKacT (= Bepous Ans neyatu

‘3Mbl ONACHLIA MEXAYHapPOaHbIA CnaMep NPpeacTaHeT nepesn PoOCCUtCKMM CYZ0M.

‘nepoeateny ozbyaunu npoTue NleoHnaa Kyeaeea yronosHoe geno. M 0HO HUKaK He

BAZ3HO C Knbepnpecrynnenuamu. Co3AaTENA BPEAOHOCHLIX NporpamMM 06BUMHAIT

MZH3CUNOBaHMKM [ETel U BOBNEYSHWUM UX B 33HATME NpOCTUTYUMel. NogpobHocTu

CeeTnaHsl KoMapoBoii... 24
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000 «Maiikpocodt Pycn Ten.: +7 (495) 967 8585 Microsoft Rus LLC
Poccus Daxc: +7 (495) 967 8500 17 Krylatskaya st., bld. 1
121614, r.Mocksa 121614, Moscow

Va. Kpeinarckas, 17, crp. 1 Russia

Oeno KyBaeBa

lm' msm.

TenepanbHOMY AMPEKTOPY
Kommnauun Group-IB
CaukoBy Wnbe KoncrantuaoBHay

Veaxaemsiit Uibs Koncrantunosuu!

000 «MaiikpocodT Pyc» Beipakaet Bam i BammM COTpY/IHHKaM TyGOKYIO NPH3HATEILHOCTD 38
paGoTy B 00nacTH mpeaynpekIeHHs H TNpPECeueHHs HApYUICHHH MpaB HA HHTEUIEKTYalbHYIO
COOCTBEHHOCTD.

OcoleHHO XOueTcsi OTMETWTh Bamly AKTHBHYK M IOC/e0BaTeNbHYI0 paGotry B obnactu
NpeaynpekIeHHs HapylIeHni HHTELIeKTYaTbHbIX IIpaB B ceTr MuTepHert, a Takke B GaHKOBCKOI
ciepe.

B Teuenue MoOCiAEAHUX €T MBI Habmo1aeM 3HAYUTEIBHOE CHMXKEHHE YPOBHS KOMIIBIOTEPHOIO
nHparcTea B Poccun, co cBoeit CTOPOHBI Mbl FOTOBBI OKa3aTh BCECTOPOHHIOID MOICPKKY H
ONEpaTHBHO MPEAOCTaBIATh BCIO HEOGXO}LHM)’KJ : 0. YO JIbHO

TOYHO BBIAB/IATH PH3HAKH HE3AKOHHOTO HCMOJIb30BAHMSA MMPOrPaMMHBIX IPOAYKTOB.

3ammTa MHTELICKTYAlbHON COGCTBEHHOCTH — SBJACTCA BaKHEHIMM (aKTOPOM  pa3BHTHA
SKOHOMHKH POCCHM, YKpeIUIeHWs [O3MIMH Hamedl CTpaHbl B MHpe, pasBHTHA e
MHTE/IEKTYa/IbHOTO TIOTEHIIHANA, MBI PACCUHTBIBAEM, 9TO Bbl npoio/mkuTe cBOIO SddeKxTHBHYIO I
3HAYMMYIO PaGoTy Ha 3TOM HANpPABICHUH.

pr

C yBaxeHHeM,

Esrennit [llaranos
PykoBoauTens CiykObI paccrieoBaHui
JlenapramenTa 1o mnp H KOp THBHBIM BOTID: 000 «Maiikpocodt Pyc»
'
L 25
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JIMYHOE AENO

AHUKMH EBrenmii

Podunca 2 HosaOpa 1985 200a poxcdeHus, yporeHel| 2. AGakaHa, Pecny-
Oauka Xakacus. Iponucau 8 noc. Mowkoso HoeocuGupckoii oGracmiul.
IIpoxcusaem & 2. HosocuGupcke. B 2008 200y okoHuun HosocuGupckuii
2ocydapcmeeHHulil yHusepcumem. Ipaxcdarcmeo: Poccus.

EBreHnit AHMKIMH BXOIM/I B COCTAB MHTEPHALMOHATbHO IPYIIIIbI
XaKepoB, MOXUTUBINHUX 9,5 MIH J0/I7apOB CO CUETOB MaTeKHOT CH-
ctembl WorldPay (nponeccuHroBoe moapasaenenue Roval Bank of
Scotland). MmeHTHM@MKATOPDI K 3TUM cueTaM OblIM MOXUILEHbI TYTEM
B3/I0Ma cepBepa B aMepuKaHcKom duamuane Royal Bank of Scotland.
AHMKMH C COYYACTHMKOM HAILIZIM TPYIIY JIMII, 3aHMMAIOMIMXCS MO -
Ie/IKOJ TIJIAaCTMKOBBIX KapT. DTOT Ke OyaT BepOOBal «KaCcCUMPOB» —
MCTIOMTHUTe el 3aBepllaloilero 3Tana MoIIeHHMUYeCcKoil onepainn,
KOTOpbIe OCYIIECTBSIN CHATHE IeHeKHbIX CPeficTB UYepe3 GaHKoMa-

Thl Ha TEPPUTOPUM PA3HBIX CTPAH M MePeCchUTKY UX B OOLIMIT «KOTel».

26




EBlinnikov

mGavrilov
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1. Nikolay, 1986 — Cahsout service manager
2. Alexandr, 1983 — Cashout guy

3. Alexandr, 1988 — Traffer

4. Marat, 1985 — Loader

5. Evgeniy, 1984 — Loader

6. Ruslan, 1989 — Drop guy

/. 1gor, 1983 —Credit cards and fake Companles
provider

......................................................................................................................................................................................................................................
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Makcum TnoToB

XakepoB, NOXUTUBLUUX MUIJTMOHbI pyonen y
KOMnNaHu1, ocBoboaunu B 3ane cyaa

05.04.2013 | 19:46
[TPK «Ypan»

o Tt 0

Xakepam, NOXVUTUBLUMM MWUMIUOHBI pyBre co CYETOB POCCUIACKMX KOMMAaHWM, CEroaHsi BbIHECIU MPUTOBOpP B
EkatepuHbypre. C nOMOLLbIO HanucaHHOro BMWpyca WM ydanocb orpabuTb HECKOmNbKO [EeCATKOB
npeanpuHuMarenem.

Ha cyne oH mpsiyeT nuUUO M Ha BCce BOMPOCHI OTBeYaeT MonyaHvem. Makcum [oToB B peanbHOW XU3HU u
Cmokep, Makc-66 B BupTyanbHon. M 3To nuiib YacTb NCEBAOHVMMOB, NOA KOTOpbiMU B MIHTepHeTe paboTan
noAcyAnMBbIA. 3a KAMEPOI OH MOSICHSIET: BUHbI HE Mpu3Hato. Ho cya cumTaeT nHave.

B cnucke noctpagaBwmx OT pJdeictBuil [notoBa ¥ ero HanapHuka CTenaHoBa [ECATKM KOMMaHui
MHAOMBMAYaNbHbIX NpeanpuHMMaTenei, a Takke KpynHble onepaTopbl COTOBOM CBsiau. [1o Bepcun crneactaus,
NoAcyanMble, SIBNASICb MPOoeCcCMOoHanbHbIMU Xakepamu, Npy NoMmoliM paspaboTaHHbIX UMW BUPYCHbIX
nporpaMmM BOpOBanv naponv KoMnaHwui, B3nambliBany UHTEPHET-cHeTa U nepeBoaunu aeHbrn cebe. Cymmbl
pasHble — OT HECKOJbKMX COTEH [0 MonyTopa MUMNMOHOB pybnen. «Bce noTepnesluve opuandeckue nuua,
000, 36 opraHuzaumin. OpraHu3aumm no Bcei Poccum pasbpocarsbl, yuiepb B obuwei cymme okono 10
MUININMOHOBY», — coobLymna cTapLunii NMOMOLLHKK Npokypopa OpaxoHukmasesckoro panoHa Onbra NoHuHa.

3apabaTtbiBaTh Ha XW3Hb TakMM crnocobom noacyaumbiM ygasanock ¢ 2007 no 2009 rogbl, noka uUx He
3agepxanu. Ho c nepBoro xe cyaebHoro 3aceganus notoB ybexarn. MNepeexan B TioMmeHb, rae caenan cebe
nnacTyyecKyro onepauuio u nogaenan nacnopt. Ho aTo He nomorno. B 2011 roagy ero 3agepxuBatoT BHOBb U
Tenepb yxe 6epyT nog ctpaxy. OgHako AokasaTth GOnbLUy YacTb NPECTYNHbIX ANM3040B CNEeACTBUI0 B cyae
He yganocb. B nTore oHu nonyyalT MUHUManbHble cpoku: [MoToB nonTtopa roga, a CrenaHoB ABa C
NnonoBuHON. Ho ¢ y4eTom TOro, 4to oHM yxe nposenu gonroe Bpemsi B CU30, nx oceoboxaatoT npsmMo B 3ane
cypa.

Ortey MOTOBa — €OMHCTBEHHbIW, KTO HapyllaeT MomnyaHue: «XOpoLo, YTO OTMyCTUIU, He Byay WHTEPBbIO

31



iGrouP|iB
[MobenHasi NOCTYynNb «PYCCKUX XaKepoB»

BTOPHMK, 08 MAS 2012 «PYCCKUN» KPUMUHAJT B AMEPUKE

Makcum o/ Ecanar PanT

«Peakue Hapoabl YMEIOT Tak
Ha>XMBaTbCA Ha XaKepcTBe, Kak
pycckue». K TakoMy BbiBOAY
npuwen koppecnoHaeHT «Forbes»
KeHHeT Pano3a, HanevyataBlUui B
nocneaHeM HoMepe XypHana
CTaTblO C COOTBETCTBYIOLUM
Ha3BaHueM «Xakepbl-
MunnanoHepbl Poccumn».,

ABTOp ONMUpPaEeTCs Ha AaHHble Haxoasuencs B Mockee KoMnaHum Group-
IB, kKoTOpas 3aHMMaeTcs «knbepbesonacHOCTbLIO» N NnoMoraeT 60poTbCs C
adepamu B UHTepHeTe. K cTatbe Panosbl MOXHO A06aBUTb, YTO HEAABHO
B MockBe nobbiBana rpynna Hawux deaepanbHbiX NpaBoOOXpaHUTENEN B
cocTtase coTpyaHukos OBP, CekpeTHol cnyxbbl 1 MUHUCTEPCTBA
OCTULMN.

Ha BcTpeyax € poCCUACKUMU
Koneramum oHu obcyxaanm
nepcnekTMBbl COBMECTHOIO
paccnenoBaHus gen o TeppopusMe,
OpraHM30BaHHOW NPEeCTYNHOCTU U
«KnbepMoLLEHHNYECTBA», KOTOpPOE X ’
NpUHUMaeT BCe 6onee rpo3Hbie TS N
MacwTabbl. Ha 32 ctpaHuuax FPTEAM-CHEATS.COM
ony6nukoBaHHoro otyeTa Group-IB G i

noa HasBaHueM «locyaapcTsBo u
TEHAEHUMU Ha pPbIHKE POCCUNCKOW

11arihmAPRAIE FIRAA T/ FILIAATIAN 21,3951 117TA B IN11 rARV, ~ASRLIAM I\ 7FLIL 184
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XuineHre 13 MJIH pyoJien

IIepBoe yrosioBHOE J1€J10 110 (PUIITHUHTY B
Poccun

PesyabTaT — yCJI0BHBIE CPOKH U IITPadbI
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?) Are you using Tor? - Mozilla Firefox

Archivo  Editar  Wer Historial Marcadores  Herramientas  Ayuda

G'CtJu_r

@ Mas visitados |j Getting Starked |5 | Latest Headlines

https: jcheck.torproject. org)?lang=es

J |j Are you using Tor? IT| | -

. ‘ ‘ z . al . al 2 .
Congratulations. Your browser is configsured to use
Tor.

Please refer to the Tor website for further mformation about using Tor safely. You are now free to browse the Internet
anonymously.

Informacién adicienal:
Tu dizeccién IF pacecs zex: 192, 251,226,205
Este programite Tisne come meter Lezdnzal
Usted vambiin pedria esvar interssade en =l Expertader de Listas ds Salida de Tex

Este servider me Tegistra mimgema informacién sobze loz wisitantes.

This page is alse available in the £:llowing languages:

isys (Arabiya) Burmese feshy dansk Deussch Eidnwind (Ellinika) English espafiel Estonian Farsi suemi frangais Ivalians B

SE (Mihorgo) nozsk (bokm3l) Nederlands polski Portugués Fortugués do Brasil romind Fyccerdi (Busskij) Thai Tickge

prpaimcnza [ukrajins'ka) Wietnamese SPI7 ()

Tetminado | Tor habiitada
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View History Bookmarks
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Welcome! | Silk Road

The Hidden Wiki x| %

Welcome! | Silk Road

« 1

[@ '] r silkroadvb5piz3r.onion

¢ ] (B8~ startpage Q) [E (B G

Shop by Category

Drugs 6,080
Cannabis 7,739
Dissociatives 727
Ecstasy 630
Opioids 366
Other 453
Precursors 69
Prescription 1,798
Psychedelics 960
Stimulants 907

Apparel 341

Art 3

Biotic materials 7

Books 854

Collectibles 3

Computer equipment 46

Custom Orders 65

Digital goods 554

Drug paraphernalia 3715

Electronics 89

Erotica 628

Fireworks 5

Food 5

Forgeries 99

Hardware 719

Herbs & Supplements 7

Home & Garden 4

Jewelry 84

Lab Supplies 14

Lotteries & games 45

Medical 717

. Money 709
]siIkrcadvbSpier.onion/silkroad/item/96e355cb1b 2

Silk Road

anonymous market

the Dread Pirate Roberts f

messages 0 = orders 0 | account [80.00

Search Co Hi, zoya123 ‘}2_"
logout
UT0LUN ™~
K News
100ml Who's your favorite?

Acknowledging Heroes

’ Br
O\

e

100ml Aussie Made GBL @( 2C-B 200mg 14g 1/20z. Medicinal AAA Dunhill Menthol ( 10 packs x
*0")@ Feature Strain Special 20 cigarettes )
B5.37 $80.53 80.94 $80.28

B ——

1000 x Xanax 2mg Bar

Xanax 1mg/ Alprax (200 BD Winstrol 50mg x 50 Tabs CENTRINO LABS
Pills) ~USA Made~ Boldenone Undecylenate
1.52 12.55 10.94 1.65

It's not magic...

3.5G Chocolate Chunk -
Bubble Hash - Top Shif
$1.08

1/8 of BlueBerry Kush & 1/8  2C-T-2 5g (powder)
of Psilocybe Cubensis
80.63

40 vials (200ML) GHB good
quality

B2.46 B1.36

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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THE PEOPLES DRUG STORE pride ourselves on offering the best quality

products at competitive prices and making every effort to go above and beyond when it
comes to customer satisfaction!

Choose a category by clicking on any of the following:

’ ' 4 r ' 4

'y and

WANNA MAKE SOME FREE BTC??

Tell others about this shop, and earn 5% from every purchase they will make. Simply give them the following link:
http://www.peoplesdrugstore.org/?ref=YOURUSERNAME (or the original http://newpdsusimzgazvr.onion/?ref=YOURUSERNAME)
Replace YOURUSERNAME with your actual username on this site and get earnings directly to your wallet.

SW Asian #4 Heroin

>~ e > o = & l.\\ —:-T;’—;- : i
PEOPLES DRUG STORE |f
| EVERY THING TO BE FOUND IN AN PEOPLES DRUG STORE

UP TO DATE DRUG STORE EVERY THING TO BE FOUND N AN i

GET THE PEOPLES QUALITY UP TO DATE DRUG STOR
GET THE PEOPLES QUALITY
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German
DeDope e
Store
[ o e [
Bubblegum

Nice bubblegum taste! / Netter Kaugummie Geschmack!
Shipping from germany! / Versand aus Deutschland!
All orders will be professionally packaged and shipped within

48hours! / Alle Bestellungen werden professionell verpackt und
innerhalb 48 Stunden versendet!

gt Jprin Qi

10g Bubblegum  80EUR-0.2688 |1 |X

25gBubblegum 160 EUR=0.5378 |1 | X [E Rl
100g Bubblegum 575EUR=1.9298 |1 | X |0 Rl
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NLGrowers

Finest organic cannabis grown by proffessional growers in the netherlands.
We double seal all packages for odor less delivery.
Shipping within 24 hours!

Product J Price J Quantity J

1g Original Haze 15 EUR = 0.051 B ﬂ X
5g Original Haze 65 EUR = 0.220 B ﬂ X
1g Bubblegum 10 EUR = 0.034 B ﬂ X
5g Bubblegum 45 EUR = 0.152 B ﬂ X
1g Jack Herer 14 EUR = 0.047 B ﬂ X
5g Jack Herer 60 EUR = 0.203 & ﬂ X

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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@ EuCanna s S Cannabis

Products Info Login Register EuCanna.com

Buds | Oil | Ointment | Suppositories | Creams | Bath Melts
Soaps | CannaCaps | Edibles | Special Offers

Medical Grade Cannabis Buds

We stock high quality hydroponic and organic cannabis.

We are experienced professional cannabis growers who place emphasis on the medicinal value rather
than the quantity we produce.

This is why you will frequently see strains listed with a 50/50 indica-sativa ratio, as these strains are best
for making the Rick Simpson Oil.

Product Price Quantity

3.5g Organic White Russian 42EUR=01418B EI X W
Tg Organic White Russian B0 EUR=0268B EI X W
14g Organic White Russian 14T 5 EUR =0.495 B EI X W
3.5g Organic Chronic 42EUR=01418B DXW
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Contact us

Contact Feedback

P AL T

What we offer

We're not selling anything new, but we hope we can differentiate from other vendors regarding both

prices and quality.

All our cards come with PINs and instructions. You can use them at any ATM worldwide.
Most of them have a $500 daily withdrawal limit.
All of them have at least $2.000 available, but the limit can go up to $4-5.000.

Every card is verified before shipping.
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- HQER - High Quality Euro
% Replicas / Counterfeits

Products Info Login Register

50

Counterfeit 50 Euro Bills

Cur notes are produced of cotton based paper. They pass the pen test without prob
incorporated, so they pass the UV test as well. They have all necessery security feat
spent at most retailers.

FREE EXPRESS SHIPPING! We are shipping from france!

Product Price Quantity

25 ¥ 50 Euro Bills 500 EUR =1681B 1 XW
60 x 50 Euro Bills 1000 EUR = 3.363 B 1 XW
120 x 50 Euro Bills 1900 EUR = 6.390 B 1 XW
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USfakelDs A —

US Fake Drivers Licenses - Scannable, Holograms, UV etc

Our fake drivers licenses are all scannable, contain original hologram and UV,
microprint, laser engraving etc.

Shipping from the US within 48 hours!

We only sel the best quality, you wont find any better on the net.

(product  [price [ Quantty |
Delaware 200 USD = 0.485 B x

Tlinois 200 USD = 0.485 B x
South Caroina 200 USD = 0.485 B x
New Jersey 200 USD = 0.485 B x
Colorado 200 USD = 0.485 B x
Pennsylvania 200 USD = 0.485 B x
Montana 200 USD = 0.485 B x
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I will 'meutralize' the ex you hate, your bully, a policeman that you hawve been in troubkle with, a lawyer, a small politician... I do not care

Doing this over the TOR network is prokabkly the szafest way to do it at all. I do not know anything about vou, vou do not know anvthing about me
Let's start of with the things I can say about me. I'm in this business for 7 years now and have operated under several different names.

I have gained endless experience(s) in this 7 wyears. It has changed me a lot. I don't have any empathy for humans anymore. This makes me the pe
I do not operate over a certain Webk page anvmore so don't be surprised as yvou will only find links of me to a2 pastebin or something somewhere.

End the most important thing you have to know about me: I am SERTOUS. IT'm going to physically solwve your problems if you know what I mean. DO N
I ocbviously am not going to tell you any personal information., Wot where I'm from, not how old I am... nothing., Don't even ask or vou will be 1

S5o let's get to some rules. You have to accept this rules if yvou plan to do business with me:

1. No personal information but the information about the wictim is allowed to be exchanged . (I don't want to know anything about you and you d
2. Only contact me if you are serious. Please don't waste my time.

3. ONLY contact me with PGP (My key i= at the bottom of this page) Hon encrypted mails will be ignored and deleted. And don't forget to add you
4. Bitcoin i=s the only accepted payment method.

5. You have to pay the beforehand or T won't be akle to pay travelling costs and eventually new weapon COSLS.

6. Do not talk about my service in real l1life or in the clear web.

7. I often get asked this, but I do NOT wvideo tape my work. There could ke a2 minimal fault of myself showing anything that could reveal my pers

m

I do not accept escrow. I do kind of half-half pavment though (This has always been welcome by my customers and has worked great.) First pay

How for the most important part...
How it will go down:

¥You contact me wvia e-mail with as many information about the victim you want to have neutralized. To name a2 few informations: (not all 100% nee
I will check out yvour e-mail and calculate a price. I'll =zend you a list with the prices. Then vou decide if it's ok (to give you an idea, the

We will do the payment as follows:
¥You pay me the amount of money needed for travelling and eventually weapons in beforehand. (I won't be akle to travel and pay hotel costs other
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UK Passports

Your UK Passport - Name of your choice!

af

We are selling original UK Passports made with your info/picture.

Also, your info will get entered into the official passport database.

So its possible to travel with our passports.

How we do it? Trade secret!

Information on how to send us your info and pictures will be given after purchase!

You can even enter the UK/EU with our passports, we can just add a stamp for the

country you are in!
Ideal for people who want to work in the EU/UK.

hProduct J hPrice J LQuantityr

Your original UK passport with your 2500 GBP = 10.156 X
info/pictures B

Buy now l

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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jordans (1)

new thread | all threads

I pay for have sex with voung boy (6)

formatiing: him] bbcode
1 Bat Mar 20 04:31:06 2014

I want a young boy for sex_ 1 will pay a lot for that.
Please, less than 13yrs.

Send me an email: albertpenelo@torbox3uiotéwehz onion
formatting: htm] bbeods
2 Sat Mar 20 15:53:55 2014
Hola a todos quisiera que apoyen esta novela muchas gracias, compartan este enlace con sus amistades

La vida en el circo es divertida, con tantos payasos, fieros tigres, muchas risas, misteriosos personajes, estupendos magos y
arriesgados equilibristas. Pero hay alguien en este circo tan especial que no puede ser completamente feliz: es la pequefia
Marshall, quien no puede reir porque no encuenira su sonrsa. Onentada entonces por una adivina, Marshall emprende un
viaje en busca de su sonrisa, v su camino estara lleno de aventuras, unas alegres otras tristes, pero siempre intensas,
descubriendo asi el valor de la amistad, el respeto, la solidaridad, 1a alegria y, sobre todo, el amor.

http-/www.amarzon.com/Marshall-busqueda-sonrisa-jovencita-especial-ebook/dp/BO0IR0TVPC

formatting: him] bbcode
3 Sat Mar 20 16:25:27 2014 Ayxzu A fWCT

asd

formatting: him] bbcods
4 Mon Mar 31 15:41:24 2014

Contact me on TorChat: kblwrdnloayomayk

formatting: hitm] bbcods
5 Mon Mar 31 17:59:30 2014

>>1

I have what you want.
Contact me at 1-800-843-5678.

formatting: hitm] bbcods
& Sun Apr 13 19:16:57 2014
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Amberoad — Toprosns — Opywmue

I_IpOﬂaIO opyXxue. [MOCKBa, MO + P(D] CreanTs 3a Temoil

[ OTBETHTL
B Teme ogHo coofieHue
‘ fbl # <
MpORENHYTIR o 8.2
Nonk30BaTEMs .
NpoAak Nepeenki n3 CUrHanbHLX MV 1 TT, yeTaHoBNEHb! KAYECTBEHHBIE MMNOPTHBIE CTBOMLI. Pecypc AoCTaTO4HbIA.
Bré NpoBepeHo, OTCTPENEHO, OTPEryNUPoBaHO. CTOMMOCTe 50 W 60 T.p. COOTBETCTBEHHO. C raylmTenem nnwc 20 Tp.
(CTOMMOCTE COCTOMT W3 CAMOro MYLWMTENA W 4opadoTkM NUCTONETA N0A Hero). B KoMnnekT sxoguT nuctonet u 10
NaTPOHOB. Mo[ 33Ka3 MOXHO NoYTH N000E OPYHKE, B TOM YUCNE Henepegenkn ot 100 Tp. ,D,OCTaBKa 3aKknagkoi B Mockse
unu MO, no P® TpaHCNOPTHON KoMNaHued. OTabIBbl Nitp./ruforumaewnlr opic. php?id=11
=
) ®oTo:
Ammu-Nation

718 85 0q & > @ v St | @ amberoadychffmyw.onion/index.php?/topic/337-oruzhie-ot-baron-black/?hl=opys 1

—s Boesoit nucToneT Ana Stalker-917 1 NaTpoHb! K HEMY. BMECTUMOCTL Mara:
MeXayHapoaHaa focTaska. LieHa 500 $.

@&~ S r‘;c SZka\nrpotQand‘onior;l C || B - startpa ®oro:
EXECUTIVE [ SEARCH
OUTCOMES

Payment About Us Contacts

CATEGORIES

» Handguns 5
e Our shop and warehouses are located in the
e Midwest US, and International Reshippers are
o located in the following countries:
N -

Beretta * ‘
» Browning Canada Australia  United Kingdom Germany Russian Federation
» Bushmaster
» Glock
» KelTec ! i

All manufacturers + FEATURED PRODUCTS

BAL CYBER

— i = -
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] 4 > SF | & amberoadychffmyw.onion/index.php?/topic/138-moskva-kokain-5000rg/7hl= kokan - Startpage v
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Cnegute 3aTemon Wi 0
[Mockea] KokauH, 5000p/r 2 &
aerop Mozkoks, 22 Jul 2013 14:23
™
| OTBETHTL j

CoofweHui 8 Teme: 13

‘ Mozkoks

HoBwuok OrTnpas

pyabs!

Balemy BHNMaHWIO rOCTHHLLE 13 BeHecyankl. Mpowwy He o0pallTe BHUMaHWE Ha ncnonHeHne (oTorpaduii, B TeueHne
napy AHeit GyayT cAenaHbl HopManbHbIE Kaapkl N CO3AAHLI PEKBMANTLI ANA DIC 1 NFM-KMHY.
FapaHT W OT3bIBbI GyOYT NPHBETCTBOBATLCA.

=
Kupane KayecTso ToBapa 10 u3 10!

lopep serecyana CTapT pasgaqn npofHWKOB NOKa BPEMEHHO OTNOMKEH, BEMAY HEMOHATOK CO CAPOCOM. KON-BO OTpaHWYeHO.

3aWHTEPECOBaHHLIX, NPOLWY KMAATHL KNHOYM Ha NodTy mozkoks@tormail.org, Yepes privnote
: L @ = Sf | @ amberoadychffmyw.onion/index.php?/topic/297-sale-kokain-ekstra-kachestva-kar ¢ | | B - stortpage Pl A B~ 4

Crnegute 3aTemolt 4L 3

ISALE! KokaunH aKkcTpa kadecTBa (kamHK) [Mockea, P®]

» Pusher. 15
. = £ a0
Crpanwuainss 41 2 3 BNEPED » TMepeiiTh K NepeoMy HeNPOUMTAHHAMY COOBLIEHWI L OTBETHTL. ,)
CoobweHni B Teme: 36
Pusher # <
MpOgEMHYTLIR Ot ember 2013 - 13:29
nonk3osarens

Baluemy BHUMaHWIO NpeanaraeTcA YUCThIA KOKAWH JKCTPa Ka4eCTBa B KaMHAX,

Gonee WIBECTHBIA KaK "AenyTaTckuid". CTpaHa NPoMCXOKAEHUS: KonymMEna.

Llena® 8 Tp/r (onnata 8 BTC/LTC).

o

MHUHUMANSHBIA 33Kka3 10 1 Py ONTe NPEAOCTABNAKTCA CKUAKK.

3aKnagkn 8 TOT e AeHb B MOCKBE, OTNpaBka MouTol POCCH.

Caa3s’ fbm_pusher@safe-mail net (privnote com + Bal PGP, 33WWHM(PPOBAKHBIA HALIMM KHYOM)

ansTepHaTMBHan noyTa: pusher@mailiZp (TOMBKD M3 CETUIZD) e et

Haw knroy: hitp
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Amberoad — Toprosns — Opywmue

I_IpOﬂaIO opyXxue. [MOCKBa, MO + P(D] CreanTs 3a Temoil

[ OTBETHTL
B Teme ogHo coofieHue
‘ fbl # <
MpORENHYTIR o 8.2
Nonk30BaTEMs .
NpoAak Nepeenki n3 CUrHanbHLX MV 1 TT, yeTaHoBNEHb! KAYECTBEHHBIE MMNOPTHBIE CTBOMLI. Pecypc AoCTaTO4HbIA.
Bré NpoBepeHo, OTCTPENEHO, OTPEryNUPoBaHO. CTOMMOCTe 50 W 60 T.p. COOTBETCTBEHHO. C raylmTenem nnwc 20 Tp.
(CTOMMOCTE COCTOMT W3 CAMOro MYLWMTENA W 4opadoTkM NUCTONETA N0A Hero). B KoMnnekT sxoguT nuctonet u 10
NaTPOHOB. Mo[ 33Ka3 MOXHO NoYTH N000E OPYHKE, B TOM YUCNE Henepegenkn ot 100 Tp. ,D,OCTaBKa 3aKknagkoi B Mockse
unu MO, no P® TpaHCNOPTHON KoMNaHued. OTabIBbl Nitp./ruforumaewnlr opic. php?id=11
=
) ®oTo:
Ammu-Nation

718 85 0q & > @ v St | @ amberoadychffmyw.onion/index.php?/topic/337-oruzhie-ot-baron-black/?hl=opys 1

—s Boesoit nucToneT Ana Stalker-917 1 NaTpoHb! K HEMY. BMECTUMOCTL Mara:
MeXayHapoaHaa focTaska. LieHa 500 $.

@&~ S r‘;c SZka\nrpotQand‘onior;l C || B - startpa ®oro:
EXECUTIVE [ SEARCH
OUTCOMES

Payment About Us Contacts

CATEGORIES

» Handguns 5
e Our shop and warehouses are located in the
e Midwest US, and International Reshippers are
o located in the following countries:
N -

Beretta * ‘
» Browning Canada Australia  United Kingdom Germany Russian Federation
» Bushmaster
» Glock
» KelTec ! i

All manufacturers + FEATURED PRODUCTS

BAL CYBER
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YHUUYTOXEeHne cobCTBEHHOCTH _Cnepure satemoii | & 0

P
OTBETHTE

g

CoofWweHnil B Teme: 8

kabulallah #1 <

HoBuyok CTNpaEneHs

No6poii HoUN. MHTEPECYET NOLKUT KBAPTHPL! M MALIWHBI ONPELENEHHOMO YENOBEKA C LIEMNbI0 3aTKHYTE POT W NPOYYHTE.
BaHa roToBHOCTE YOWTE MK MCKaneynTb YENOBEKE, A0 COCTOAHNA OBOWA, ECNM ASNCTBHA PE3YNETaTa HE NpUHECYT. C
NpeanoKeHUAMN 1 Bonpocamu B NC.

=
Mone3oearenu

€ > ﬁ ~ S& | @ amberoadychffmyw.onion/index.php?/topic/171-khuliganstvo/#entry1319 77 v ||~ Startpage Pl A B-

NMoGoMy NONb3CBATENH MOKET GbITE OKA3aHa TOMNbKO OAHA YCMYra Noj HA3BaHWEeM "XyNUraHcTBO", B KOTODYIO BXOAWT:
pa3buTue noGoBOro CTEKNA, HANMCAHWE BALIErD CNOBA HA MALIWHE, 33KPACKA HOMEDA WIMW MPOKOT LUKH (MOKETE
3aKa3zaTeb BCE Cpa3sy, 8 MOKETE TONMBKO OJHO WX BbilLE NEPEYNCIIEHHOTD). LieHa: 5 Thic.
PafoTato Tenepk ToMbKo No McK.
DOpyrue ropona (Tyna, Pa3aHb, NeH3a, Nunelk, BpaHck, Opén, Kypck, Benropoa, TamGos, BopoHex, CapaTos,

=] Bonrorpaa, PocTOB-Ha-[OHY W, BOIMGKHO, MPOYKE) BO3MOKHEI MPW CYMME CAENKW 0T 10 ThIC.(KaK 3TOro AOCTUYE -

Kugane

3aKasbiBaeTe ABE-TPW MaLUWHEI Cpasy).

Onnata Toneko B btc. Mpeaonnata 100%; eCNK Bbl COMHEBAETEC B HALLEH HAASKHOCTH - MOKeM paboTaTs Yepes
rapaHra.

Mucate B NMYKY (€ pgp).

FARACHOMKAHAA-CBAM—AoUTA-

MoyTy NPOBEPAKD PA3 B HEAEMHD, OHA HYKHA HA KpaRHWA cnyyan.
Bce 3akasbl wnippoBaTe GPG B 00A3aTensHoM nopaake. He 3awmpoBaHHble 3aKkassl DYAYT UTHOPWPOBaTLCA.

CKpPBLITEIA TEKCT

B NoyTe HUKAKOTO CTOPOHHETD OGLLEHUA ¢ COTPYAHUKOM GJ: TONBKO Mo pafodynm BONPOCamM(OCTANbHEIE MTHOPUPYIOTCH).
KoHTopa GJ MOXET 0TKa3aTbCA OT BRINONHEHWS 3aKka3a 6e3 oG bACHEHUA NPUYMH, HO C BO3BPALLEHWEM CPEACTB(ecnu
TaKoBbIE GbiMK ynnayeHsl).



|GRDUP‘iB|

v e|B-s

Amberoad
anonymous market

;road — Amberoad — OWHaHCH!

HeBO3BpaTHb||‘/'| Kpegout Cnequts 3aTel

AsTop MOW, 03 Mar 2014 20:09

CoobweHnit & Teme: 11

ow
Monb3osatens Ortnpasneno 02 March 2014 - 20:08
3apasCTByliTe, BUAEN 34eCh MHOTME 33AaKT BONPOCH! Ha TEMY HEBO3BPATHbIX KDEAWTOB M TA., MO CeMY PeLunn co3aaTh 3Ty Temy.)
Y MEHsA MMEKTCS XOpOLUME 3HAKOMbIE, KOTOPbIE MOrYT KaK pas NoMOYb B JaHHOM Bonpoce. ECTb BOMOXKHOCTb B3ATb KpeauT A0 10 MUNNMOHOB pyOneil, cyMma oTkaTa cocTaBnaeT 50% OT CyMMbI KoTopyio GepeTe. Cpasy Xody cKasaTb YTO Aaxe
| WMEIOLNE pearnbHbIe BOMOKXHOCTH B aHKax,HE MOTYT MATH B 00X0A MEKBAHKOBCKOTO YEPHOTO cnucka. ECTb Tak e BO3MOKHOCTb OOPMUTL 60 MIH Py, NPy YCNOBUM YTO 3aEMLNKY 28 1 GONee NET,0H HE UMEET NPOCPOYEK MO KPEAUTAM U
& aAMUHUCTPATHMBHBIX LUTPAGOB(Ha MOMEHT B3ATUA KDEAUTA), paHee He CyanMm.
r' [ZE] biX AOKOB, NACCMOPT, CHUAC, UHH, GaHK Tepp cno, e y POny He MrpaeT.
oo
25 coobuerii
51 AyMato YTO He HYKHO OGBACHATL YTO AaHHBIN BONPOC TPEOYeT AEAHOHMMM3ALMN,IO3TOMY HE CTOMT MUCaTb C aKKOB C KOTOPbIX 3aKa3blBaeTe Nas M T.A. €CM NAaHupyeTe GpaTb KpeauT. [Ana Gonee NoapoGHON MHMLI MULWKTE B NIC MK pKabep.
A\ Cooduenve otpeaaktupoean row: 03 April 2014 - 07:09
- o @ i ? -obnal/ Ty v el v Startpage

Amberoad

anonymous market

nberoad — Amberoad — Smrancs

QOBbHan Simn

Asrop MaxCrof, 02 Apr 2014 07225

CooGuennii & Teme: 3

maxcrof

Hogiuok Ornpssneno 02 April 2014 - 0725

ECTb B Hann4My kapaspaiiTep. Gepy B AONT AAMMA+NHH B TEKCTOBOM BYAE, HAOWBAI0 NaMM. 00HANNYHBAD, OTNPABNAIY % Nocne 00Hana. [INA NPOBEPKH MOKHO padoTaTb OT HEDOMbLUNX CYMM M OT O/IHO/ KapTbl. halypantrop@gmail.com

=]

Hogsle noneacearenn

1 cooBugui

BCTaBHTE HIK WM BHi3ENEHHE TeKET

MrPrimus

Hoemok Omnpasnzwe 02 Aprl 2014 - 1403

. YepT, 7 OEXan cloaa OT TaKkuX LUKOMbHNKOB, & TYT Bac ewe Gonslwe. HUKTO HE BYAET NPOLABATb [+[1, 33 Bce BpeMA BCTPETHN NNLWb €AMHOKAEI, HO TaM UeHbl 700$ 3a 5 WTYK N HenpoBepeHHsle GanaHcel. XBaTUT. A ecnn y TeGs AelicTsl

=

1Atk t e e eatb it ates T rn e e W P A SrrdRe e s bt i
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Amberoad

anonymous market

ad — Amberoad — OUHaHCbI

ObHanunyka

| Astop BanogAa. 21 Mar 2014 08:04

CoobuweHuit B Teme: 7

10aA
Hoeuyok Ornpsenexo 21 March 2014 - 08:04
BCTpEYan MHOro TeM Npofaxa KapToHa Aamn+N1H O4HO KMAANOBO.MOKET KTO 3HAET pearnbHbIX nloﬂeﬁ KTO MOKET NOMOY B 3TOM Bonpme?
- s (@ i i 000-kupiury \”,‘*C'|'5mﬂpuge Pl E

' Amberoad

anonymous market

d — Amberoad — OuHach

5000 kyniopbl Creaurs satewon |

Asrop hzkto, 08 Mer 2014 18:22

uatws2 1 2  BNEPER MepeiiT K nepeomy

Coobuermii & Teme: 29

) M

MpopenHyTsiii Omnpasneno 08 March 2014 - 18:22
nons3oearens

TOBOPIO KaK €CTb, N0KA €CTb NAPTHA TONLKO 5000, BE3YT U3 AAreCTaHa, YenoseK ¢ KOTOPLIM BCTPEYANCs A0 3TOTO OMMCHIBAN KAYECTBO Kak MEANsHOe, CEroAHs Aepian NPOGHUK B PyKax, KaK Mo MHe Tak Ha TPOEuKy, BOOGLEM Ha BKYC 1 LIBET ToBaphuja
HeT..
0TAAIOT NO LeHam: no 3000 ecnu 3akynka 4o 500.000 danbwa (T.e. 100 Gymar)

7
b == npu 3aKynke cebiltie 500 000 MOTYT OTAaBATb Aelesne
o MUHMManbHaA 3aKynka 100.000 (20 Oymar), GecnnaTHbix NPOGHUKOB HE Aank, ANA Havana padoThbl FoTOBLI NPOAATH 1-2 KYMIOpbI... CBOM AEHbIN HE X0uy noka poca HeTy, TaK YTo " TYT y4acTHUKM (hopyma MoryT
) KYNUTb NPOGHUK 1 OCTABUTE OT3bIBLI. ..
Monk3osateni - =
Poss T0Ka TOMBKO TaKOM BAPMAHT, B GNvKaiiLuii MECALL 0BEWAIoT HOBbIE MOCTaskK, GyayT 1000 1 5000
44 cootussuri

TOTOB OCTABNATL B MOCKBE MO . 33 fieHb. Ha il peHb AenaeTca saknagka

T T N T T T L L LR L L LT GROUP-IB GLOBAL CYBER SECURITY COMPANY T
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Amberoad

anonymous market

| KpeautHas kapta Crequms 3aTemoi | &

| Asvop KAribf, 19 Mar 2014 20:21

Coobuenuii 8 Teme: 17

ribf

MpogeiyTLii Ormpasnens 18 March 2014 - 2021
nons3ogarens

Ha (opyMe MOXET KTO HBYAb NOMOYb B OOPMIEHUM KDEAUTKU? Ha NoByto CYMMY, N1toG0ro GaHKka (C 63 NPOLIEHTHBIM NEPUOAOM U MPOYEH MYPOT). MU3AUTE ACHBIN HE COBUPAIOCS - HyXHA ANA OTTOHa HEGONBLIMX CYMM 1 NOCTORHHOTO MONb30BAHUA.
Bbiny Napy APOMoB, HO OAVH BKMKOYNN 3A/IHIOD, ADYTO/ NOACAEACTBUEM CeMyac.

A CAnRinauua ATRanavTinnean LARKE 40 Warch 2014 2004

D~ S8 | & amberoadychffmyw.onion/inderphp?/topic/514-obnal’ Yrvel v Startpage £l &

Amberoad

anonymous market

)80 — Amberoad — GHKaHCH

Ob6Han Cregums 33 Temoii

Asrop kAribf, 12 Fab 2014 08:44

muaius2 1 2 BMEPER MepeiiT K NEPBOMY HENPOUHTHHOMY CoROILEHID OTBETHTE.

- S | @ amberoadychffryw.onion/index.php?/topic/546-bukhgalterskii-server/

ibf

e E—— Amberoad

nons3oeatens

— MoAcKax)HTe, Kak IPOHCXOMT OF anonymous market

id — Ambercad — ©MHaHCHI

byxrantepckuin cepsep

a| A=Top bender3000, 22 Feb 2014 12:50

CooBweHnil B Teme: 7

1er3000

Hoewuok OTtnpasnexo 22 February 2014 - 13:50

ECTb AOCTYM K KOMMABIOTEDY,CETH U K CepBepy GyxranTepuu. Kak BOCNONb30BaTLCA 3TUM? CodT, rOTOBbIA NNaH.. MUWKTE Bee!
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Amberoad

anonymous market

woad — Amberoad — QuHaHCh!

CnepuTs 3aTemoil | &

e

L KapawHr

Asrop tatardik 23 May 2013 15116

CoobueHnii 8 Teme: 19

tardik

Hoguuok Ommpasneno 23 May 2013 - 15:18
KA, ANAKAARHAY FTRAH FARANIA £ NNNAUHKA 1A R ARG £ NAFTAGTANATRAMU HUKHK NEHAM RRICTAN U MHAFA  TASTAMY MANAT KT ARRAFHUT 1A ANARARNAS MAXHA AU KVAUTR HA ANGFL UTA MAHE KUHVT

TaK KaKk Marno pyCcCKOA3bIYHbIX (POPYMOB 2 HA dwi
. St | &0 amberoadychffmyw.onion/index.php?/topic/496-dropy/

MOTY 11 51 €/l PaCNNaTUTLCA B MHTEPHE'

Amberoad

anonymous market

— Amberoad — DUHEHCH

DROPY
feror AlDEMIBEE o7 fen 2o1s 22 - |@ amberoadychffmyw.onion/index.php?/topic/248-dengi/

14 cooBuweHui

1986

Hoenyok Omnpaenewo 07 February 2014 - 23:28

Vsem Privet est Dropy vo France | Ispanii scheta na stvanih Lic. ko™
[ Py pa pod seen

Hoeryok Ornpaeneno 29 January 2014 - 05:5

Mory nomode No aponam. jabber : john 9@qgip.n

T T N T T T L L LR L L LT GROUP-IB GLOBAL CYBER SECUR

lone3oeaTenu
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Amberoad

anonymous market

i — Amberoad — Oddron

Boaoutenbckoe YOOCTOBepeHKe. Bce PErnoHbI.

A AsTop ClON, 05 Nov 2013 00:21

CooGWeHni B Teme: 14

HoBuuok Ornpasneno 05 November 2012 -00:21

Ienaw sy. Poccna niobble pErvotel, a Tak xe benapycb 1 YkpanwHa.
LieHa Ha NNacTMKoBbIE BOAMTENLCKWE Npasa - & 000 pyonen.

LleHa Ha GymakHble BOAWTENLCKME Npasa - 9 000 pyGnei.
OTnpaenAmM NoYToH MKW Yepes noesy, asTodyc.

TIOKYMEHTbI CAENAHHBIE MHOM ABNAKTCA TOYHOW Konuedt.

& CpOK M3roTOBNEHWA 1-3 IHA, 3ABUCUT OT 3arPYKEHHOCTH, NPW 33KA3E MOKETE YTOUHNTL GONEE TOUHBIE CPOKM,
Mone3oearent MUcaTk 8 IM MNK B jabber clon@Ooni1ne. at
L ]

& coouenmii

A\ Cooblexve oTpenaktuposan romankhix 07 November 2013 - 10:07

s (@ i -novaia-lichnost/ 77 v & [B- stortpoge 2 A

+ Amberoad — Owgron
Crepms 3aTemoii 4

HoBas nn4HoCTb

2evop GaSAAV, 17 Now 2013 15110

w3 1 2 3 BOEPED feua saKpeiTa

CoobuieHii & Teme: 41

#

onBuHyTHI Ompasneno 17 November 2013 - 15:10
lesogaens

L106poro AHA.

Mpeanaraem secoha crewndHIEcKyo YCnyry — COIIAANM HOBYHO MIMYHOCTS.

Yenyra 3aKTIo4aETCA B TOM, 4TO Mbl, B COAEVICTBMH C AAMUHMCTDALMEN rocNTans (Koo Kiesa) MOAOMPAEM YENOBEKa, YMEPILEND OT HECHACTHORO CNy4as. MOAOUPAETCA YEMOBEK MAKCUMANEHO O3 POACTBEHHVKOB (HETAOMOBLISI, CUPOTSL, 1 T. M) U
MKCHMANHO Be3 GMakin: Niofeil (CMOTPHUM Ha NOCELLEHNA YenoBera, MPOBOAHM NPOBEPKY), GMUIKOTO BaLUEMY FOA2 POKIEHIR, TENOCTOKEHNS, THNA BHEILHOCTU.
MNocne ero CMEPTH, KNHEHTY AENAETCA PUHONMACTHKA (B NEPBYIO OYEPEAb NPABUTCA MMEHHO HOC, 3aTEM CKyMbI, ryGhl, NOACOPOAOK) BLIAAIOTCA AOKYMEHTE YMEPLUErD, CAPABKA 0 TOM, YTO OH NPOLIEN PUHONNACTHKY. 3aTEM Mbl OCYLLEC TBNAEM NOMOWEL

conmces YENOBEKY N0 NOMYYEHHUM HOBBIX JOKYMEHTOB, YIKE C HOBbIMY (OTOrPACHAMM, 1 NOMOFAEM BOCCTAHOBHTE HEKOTOPbIE APYTHE Ga30Bbie NoKyMeHTH! (MHH, CBMAETENbCTBO O poKmeHn).
E

KpoMe TOr0 — Npe/BapHTENSHO Mbl MOKEM OMHCTHTS MMNMUEACKYI0 623y (TONBKO YKpakHbI) OT NANEHMKOB 1 (hOTOrpacuii eNnosexa. BakHblit MOMEHT — YINSeTCA TONbKO ANEKTPOHHAA UH(OPMALIMS, GyMark B apknBe, CKOpee BCErD, YUEnetoT.
UJJHVIHHJ Mo cyTu — y Bac GyayT peancHo CYWeCT , C BALEM NNLOM, CNPaBKa O NPOBEAEHHOM MNACTHYECKOH ONEPALIMA B CBAIM ¢ CEPLEIHOM TPABMOA NNLA. PAKTHYECKM — ¢ ITUMK AOKYMEHTAMM W ¢OGNIASHHMAMM HEGONBLMX
cocBumni PEKOMEH/ALMIT Bbl MOKETE HAYHHATE NONHOCTHIO HOBYIO KM3Hb.

Liea Bonpoca — 60 000 y. e
Bpems BHINONHEHUS — 0T 1 MecaLa.
[lenaeTcs - B Ykpaue.

TR LR R LR LR LR R R LR E RN N N TR TR RN R N TR LR R T IR R R I I s T IS GROUP-IB GLOBAL CYBER SECURITY COMPANY e e e S BN e B ea e e Ea iR e



[NpecTynHana rpynna

BanomaHHbI
MHTepHeT-canT
Ha caiite y

IGRouP|iB|

cBsi3ka KoTopas
r03BOMAET HE3AMETHO ANs
TIoNb30BaTeNs OCYLIECTBUTL
3arpyaky Ha ero MK TposHa

t

3arpyska Tposka

Banom caitTa, yctaHoBKa CBA3KM IKCNNONTOB
AN MOCNEAYIOWEN 3arPY3KN TPOAHE Ha
KOMNbIOTEPLI NONb3oBaTenen

Banomuwmk
(xaxep)
BanambiBaet caittbl 1

CBA3KM

MK nonb3osartens

Mpopaxa akcnnoiTos Ans

MK nons3osatens craHosuTCa GoTom

«lporpammucT»
(1 )

BpepoHocHas nporpamma

SKC;IHOﬁTOB. MpepocTaenser
YCnyr 3arpyaku
BPEAOHOCHBIX NPOTpaMm
(«npogaxa Tpachukan)

MNepeaaya TposkKa ANA 3arpy3km Ha
KOMAbIOTEPb! NoNb3oBaTenen
(«nokynka Tpachukar)

Bnapgeney 6oTHeTa
OcyuiecTenseT ynpasnenve
6otHeTom. Moxet

Ha

Mpogaxa TposHa v nawenn

yNpasnenus 60THeToM

A

(eupy
Cosapaet

BPE/IOHOCHBIE NPOrP

)
TPOSHBI,
9KCMNONTHI W UHBIE

CBSA3b C LUGHTPOM
ynpaenenxus, nepeaaer Tyaa
cBefeHus o cucteme 6ota u

nonyJaeT KoMarabl U3 LeHTpa

npeaocTasnsTh YCyru
apeHabl GotHeTa

BotHera

«3anuBLmMK»
(MOWeHHWUK)
IMpoBOAVT MOLEHHNYECKVe

—@

[ ApeHgyet GoTHeT,

nonyyast J0CTYN K LEHTPY
ynpasneHus

[PocTyn K uentpy

«[ponoBoa»
(«HanbwwK»)
OpraHusyeT BbiBoA U
oBHanuuvBaHvie feHer,
KOHTPOMMPYET 10p. MNLO,
rOTOBMT CyeTa,

GROUP-IB GLOBAL CYBER SECURITY COMPANY

KapTbl, ntoaei




GROUPR|IB

YnoOHbIN nutepcenc

o e ~iccaii=fbb/

crpanmua o Jflenta HosocTel & Securitylab.ru -.' Group-IB

1 Popym AH... | ﬂ Dopym AH; -" OpraHnsos... @ Yro H)')KHO..: ‘ || HSPHERE | ...| || Parallels 0; -" HSPHERE -... | E Komax‘ma..:(n Manuna H

I'naenas | bote! | Cnexenne | Axzar | [Touck | 3arpyvsru | Jemow | ['pabbep | O6noenenue | Hactpoiixu | Benitu (userl)
I-bank bifit | PC-bank bifit | [Ipomceass | I-bank BSS | Alfa | Henzeectrsie
Botuetsr: Bee | install | general | gd

(#/ o | Date | Coumty |  Comments | Links |

MNoapobxee

1 lenovo-060d72e5 c9045314 8a7b2ead 17:29 12.07.2010 - KoY 5,8kK KoMMeHTapuit
Yoanute

NoapobHee

2 elena-pc b663f28c ed5b292 14:51 12.07.2010 - TOKEH, ABe noanucu KomMmMeHTapui
Yoanute

NoapobHee

3 fzORIKEm c6b211e3 499e218c 08:19 12.07.2010 - TOKeH 508 KoMMeHTapwii
Yoanute

MNoapobxee

4 Xp 13c0bc70 3c7b458 08:18 12.07.2010 - 2,7KK TOKeH KomMmeHTapuii
Ynanute

Moapobxee

5  RGN-EKAT-WS01 9f480b46 771f3102 14:37 09.07.2010 - KoMMeHTapuit
Ynanute

MNonpobHee

6 IHrsMuxk7M 380c2f7 5d938b13 13:28 08.07.2010 - bss KomMmMeHTapuit
Yaoanute

Noapobree
7 userl ca5689b2 ed207fd7 00:00 08.07.2010 - TOKeH KomMmeHTanui

GROUP-IB GLOBAL CYBER SECURITY COMPANY

57



GROUP|B|

NMonHbIN KOHTPONb

I'naenas | Bote! | Cnexxenne | Axxar | ITomck | 3arpyseu | Jemon | I'pabbep | Obnoenenne | Hactpoiixi | Berittn (userl)

Hazan
CnucoK KOMaHA Aas Oora: .., ZZ.7.17 7 S--00-p
[o6aenTs KOMaHAY B ouepess ESKCTpa pexum v | Add

MonyunTs Haiinsl C NOKINLHOM
33arpysku

Cnucok
Cnucok

O6HoBneHue

BnokupoearTs bifit

Paz6nokunpoearTs bifit

BnokupoeaTtk NpoMceAzb
Paz6nokupoeaTts [pomMceazb

MNpokcun

Y6paTb npoKcu

MonyunTe cnncok cainos

WckaTb kKnoum

Yeéute OC

Y6utb 6oTa

MonyunTs MHPOPMELMI 0 KOMNBITEPE
MNepezarpy=mnTe KOMNLTEP

BSOD

TopMo3uTk BXOA NONL30BaTENA
MNpekpaTWTe TOPMOZMTL BXOA MONL20BATENA
O6HOBUTL aapec aaAMUHKK




IGRoOuP|iB|

BotHeT O1BO: nHtepdenc

Mpedmke (7): | Bee =
uID (2): | |
Crpana (7): [Bee H
Rara (?): |Bce |
O6HOBUTbL |

<<% <12345678910 > >>>

UID BoT ®annoe CTpaHa KOMMEHTapWI Hata
GSBOOBBCE19336A67355613C0673AB3FAF40  nocMoTpeTs 1 UNK HE CXAMAM! 08-10-2010
GSBOOF7BAALC5AA31012EF3462BA5019D46B  nocMoTpets 3 UNK token 12-10-2010
GSBO165CDFD30B9Y9BC5AAIB0A2260A7D9466  nocMoTpeTs 1 UNK TokeH 08-10-2010
GSBO192F360068D64F7BFAD2837A2382F017  nocMoTpeTs 1 UNK TokeH 08-10-2010
GSBO1AED47E12751AE29BOB5FDO78E7CDAAS  nocMoTpeTs 14 UNK K"'O“’!:J’:)"v'i';rlp gsbee 11-10-2010
GSB0O1B264D7C26D64945DEIBEBA625A49C66  nocMoTpeTh 1 UNK HE CXAMAN KJTOU!! 08-10-2010
GSBO1BB361D0D29A1E2BB3749B4ASD7FBESS  nocMoTpeTh 3 UNK ya oy 08-10-2010
GSBO1E23D36457CBDF1170135D63746B8937  nocMoTpets a UNK ncé 08-10-2010
GSBO1EA1E088ACOD501DCO0AD2E25D99BDD3  nocMoTpeTs 14 UNK ya nc witou 08-10-2010
GSBO23E7D577C6EAB6AA43120D48A08BEB44FD nocMoTpeTb 4 UNK KpeauT-nunoT: ) 09-10-2010
GSB0255B704CB2BEF25686C30D095A291B84  nocMoTpeTh 1 UNK TokeH 10-10-2010



CrpaHa: =
Mo BOZPACTAHUIO

Coptupoeats!

v | ibank | ' | pcibank | /| BSS | /| PSB | / | SBER | /

KonmverTapimi

Online

Jara&Bpensl Jara&Bpems2 Tara&Bpems3

2011-01-09 23:24:41  2011-01-09 23:19:45  [2011-01-09 23:16:09

00:01:11 00:01:01 00:01:43

2011-01-09 23:24:57  [2011-01-09 23:19:49  [2011-01-09 23:17:01

BononHums | Peaymerar nocneseit: Fail

| Yaamm




YnoOHbIN nutepcenc

Carberp

4 min

[naBHasi
Cratmciuka
Mpecpukcobl

BoTbl

3anaHus
NHXeKTbl
®opmrpabbep
FTP cHudbchep
[pa66ep naponen
Russia mm

Bbixon,

But asropHsosanm kak: admin
Bamm mpasa: RuAdmin
Axxaysr cosgam: 16-11-10

IGRouP|iB|

GIATH CTHREANT OIS 0B A a e TS e o 1|

I Mo-npechbukcam

Mo-cTpaHam

| |

Mo-cuctemam

| |

Mo-aHTuBMpYyCam

Boros odpran

| 8.7%
6.5%

zepopo
haxor
gold
goldupdate
palladin

3374
79
976

11989

I I N B

‘ 2.4%

82 \ 2.4%
9 | 11.4%

51 \ 5.2%

5494 | 29.1%

654
3292
70
925
8495

13436

\ 97.6%
| 97.6%
 88.6%
| 94.8%
[ 70.9%

219
15
165

19%

16.9%

7803

65.1%

79 \ 11.8%
405 L 12%
21 | 26.6%
672 \ 68.9%
11935 \ 99.5%
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Win32/Carberp

CIATHCINRANIONBSOBAIENl ]

| lMo-npedmrcam | | lo-ctpanam | | Mo-cucremam | | Mo-awtueupycam |

|| [ Nomoowosame | Borosacero | Borooomnai | _boron opnai | wawesa24v.
[ AM Armenia 3 0 3 0

&5 AT Austria 1 0 1 0
[ BY Belarus 2 0 2 0
5 ca Canada 1 0 1 0
[% €z CzechRepublic 1 0 1 0
[%5 DE Germany 3 0 3 0
B ES Spain 2 0 2 0
= Israel 2 0 2 0
BT Italy 3 0 3 0
[ KR South Korea 2 0 2 0
[ Kz Kazakhstan 1 0 1 0
[ PL Poland 1 0 1 0
@I RU  Russian Federation 6775 0 6775 0 I
[¢5 UA Ukraine 4 0 4 0
B us United States 17 0 17 0



GROUPR|B|

Win32/Carberp naHenb ynpasneHus

B! astopisosantt xac D
Carberp oo
AxxayuT cosas: (D
(1 5 min
[nastas : '
Mouck 6ota:  ,oun: | WM o] | Hoam Q
Crarncruka
Mpecmkcei Criucok GOTOB: pespueca: Bce .
borbi -1000] 4001101 4] 1" | +1] 10 +100] #1000
3apauua prefix bot uid reg date last date
Kom;buru becad115410e43004030778472440609 2801.11[15:2028] | 28.01.11[1520:28]
856eeal9156a744713807d305 052336 2801.11[150941] | 28.01.41[1509:41]
Mopurpabbep ! ! |
2281247472136 T8¢ 1641855707331 2801.11[14:4555) | 28.01.11[14:40.35)
FTP chndep 1 : .
€a9279773dbdfb837e79e 75000320034 2801.11[14:41:12] | 2801.11[14:41:18)
[pabbep naponei STICHTMSABOMETOTES | 280111[1308:10) | 2801.11[150314
Russia mm BO02BEIMAcdcRO00SeenShaton | 28011 [11:4827] | 2801 11 [121321]
Boixog (004aTI525030500e5e00700%041 | 280111 {11:3357] | 28.0111(122935)

T0b1c8dcb01821a423dbb3edSbdcdST8 2801.11[11:2147) | 2801111548221}




IGROUP|IB

YnoOHbIN nHtepdeunc

Bu asropmsosamn kak: admin

Carberp S —

Axkaysr cospam: 16-11-10

4 min

I nagHas ’ [ BSS |[ Inist I[ iBank |[ cypberplat |[ PromSwyaz || Sber | |

CratMcTuka | | Haifru sce dpaitns mo Bot UID: | I Vicxats Q | ‘

Mpedomkchbl 21000 | -100 | 10| -1 | ¥1* | £1 | £10| £100 | +1000

— e e T L T e T

palladin EDB87BEF59A2745E110A5A94EBB1 969A 18,01 11(02:25:18] 77.39.6.176 @ o

3apanusa ) palladin 0BD18DD2063DCD01 3EC1 FSFEFCA70627 ﬁ 17.01.11(22:57:22]  109.187.193.120 2 e

UHXEeKTbI ¢ palladin COAOF1CFBCB7C9020D84EEDE34850934 @ 17.0111[07:32:19]  88.147.150.143 2 e

®opmrpastep palladin 2F3AF95012BA72DEF3F827EAD472FDA7  [@ 17.0111[03:33:48]  94.198.105.251 I}, (%)
¢ palladin 432A85CD5635821215C8CAFBAC119121 @l 17.01.11[02:41:27] 94.79.40.69 @ o

FTP chndchep ) palladin EF6B66FLA4469E97C30AGADEF64405AB  [@ 16.0111[23:42:38]  89.31.88.211 2 e

pa66ep naponen ) palladin D62D2645D67A111 FC6ASFIFE027190D8 [ 14.01.11[02:21:53] 92.62.62.1 )

Hicoa ) palladin 97B0SE99EGDAGFEF374040F6741A0302  [@ 140111[0121:50]  94.25.103.146 20
) palladin F34FCC1C12AABBDBS814D236484D1F51 [l 13.0111[03:09:30]  91.144.167.89 2 e

Bbixop, ) palladin CEC252F6815EDABOAEA4A2GABACFOF40 [ 12.0111[0412:08]  95.172.54.244 232k 2 e
) palladin 06264D2E234CSBFBD3BABSCFOS0F6A4A Bl 110111[042804]  188.65.232.21 2 e
) palladin 7488E41929113DF97B6C84917FB23E09 @l 291210[07:1511]  178.177.32.195 20
) haxor 552337C67699999A2D8ES60E042A6EBF @ 29.12.10[051517]  195.190.103.226 2 o
() palladin 8D72436A95E252FF61894183A9E7C6D1 @l 28.12.10[00:50:59] 93.88.4.187 T394118574 20
¢ palladin 56DOYFBC40AEECB186524A9F98DFBAA3 [l 27.12.10[07:03:47]  195.98.179.252 2o
() palladin 0BB1D794494E85FCD4A4B352195D44EF  [@ 27.12.10[0431:47]  93.120.212.93 20
¢ palladin C9CF957068986A181CODSCIODECODI2E [l 27.12.10[03:53:49]  91.201.10.79 2o
) palladin 083E6059D2AE7D31318E4C1F42A70F34 [ 24.12.10[12:56:53] 95.26.123.165 repair data & @
) haxor E3D8BDCE97FB66D79209F0247C8DC229 @ 17.12.10[07:0511]  178.187.244.104 sb ne zapustilsa )
() palladin 5693C15D3A9886B00DEABAFIDDSDBBY4 [ 17.12.10[0613:33]  77.108.99.12 627k send 20
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Win32/Carberp naHenb ynpasneHus

{-rabobank.nl-}  {-ing.nl-}  {-bankleumi.co.il-}  {-berliner-sparkasse.de-}

{-hsbc.co.uk-}  {-abnamro.nl-}

{-snoris.lt-}  {-ib.swedbank.It-}

id Name Acc number

29

30

31

32

33

34

35

36

37

38

39

{-hsbc.co.uk-}  {-abnamro.nl-}
{-snoris.lt-}  {-ib.swedbank.lt-}
id bw Bot id Login Pass
1450 EE 123 login pass
16 FF 123 login pass
17 IES 349541727 6010942215 26319
18 IES 349541727¢ 6010942215 26319
19 |ES 249541727¢ 6010942215 26319
20 |E8 349541727¢ 1807803003 48450

Subject

{-rabobank.nl-}  {-ing.nl-}  {-bankleumi.co.il-}

Min money Max money % load
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95
1000 100000 95

Pin Balance TAN
pin 100.00
pin 100.00

Loaded

v I s BN ol S e Al (S (PR I

Lc

(= A= B - SN XS~ M -~ N - S - T~ S - S - 7

“~Autoloads _>New Drop =Drops

Transfertype  Active Bank
snoris.It

snoris.it
snoris.It
snoris.It
snoris.It
snoris.It
snoris.It
snoris.It
snoris.It
snoris.it

snoris.It

Comment S R‘ X Datetime

| B 07-09-10 [23:58:54)
08-09-10 [00:10:12]
13-09-10 [15:54:17)
13-09-10 [16:05:05]
13-09-10 [16:09:12]
13-09-10 [16:20:00]

test

Comment

o o o 0 0 0 o0 o0 0 L
< [ < < < < [ < [ [ | < |8

{-berliner-sparkasse.de-}

P
109.91.114.10
109.91.114.10

141532123
141.5.32.123
141.5.32.123
141.5.32.123

65
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Cratucrmka Moarpyxaembie Mmogynu Cnmcok EXE / AsTOKOMaHAbI AAMMHUCTPUPOB]

:: Cab-apxuBbl :: ®opmrpabéep :: Mapomm (MPR / nepexsar) :: CKpMHbBI+KENoru

Heo6xoammo akTuempoBath moaynb OpenSSL e PHP ana koppekTHo#i paboTel naHenm!

BapuaHTbl: | | |

BEE luckybotss77702DCD751CFB7DA7F505DE56857DE920EA 2011-08-08 2011-08-15 iBank_t2

x:e;: 20528] RU 89.185.85.116 09:15:11 12:09:11 (126)

iBank_t2 [5448] luckyOD51ACOF7F3858D4B461B8898796B70DB 2011-06-30 2011-07-15 iBank_t2 no keys 06.06 PC banking

BSS [846] RU 88.86.88.42 08:13:09 18:37:22 (98)

iB 6 [537] zvezda06CBBD602D247439C 2011-06-30 2011-07-25 iBank_t2 .

,];j,-]:;;:[i, 57] 85.90.193.240 10:16:19 14:36:40 (96) VA UIS DN KX

faktura [376] phishtank064AFA40BBCOD4CDF076A4A38E5B99444 2011-06-28 2011-07-21 iBank_t2 S ok obarot SRk

Cyberplat [372 RU 92.126.208.102 08:36:54 11:05:45 (87)

raif [90 luckybotss777012C23E5FD9893B4B61B76A1ACAC88D02 2011-08-08 2011-08-16 iBank_t2
178.177.202.69 09:52:22 09:47:07 (79)
zvezda0956509BE9C22E74D 2011-06-30 2011-07-25 iBank_t2 5
188.230.107.137 09:18:39 14:45:24 (67) U2 TR RC bankdng
withrdp0527C2D3EE65723A7844A21F8BACAD3E2 2011-06-30 2011-07-25 iBank_t2 no keys 06.06 PC banking po skri
RU 78.85.209.102 08:08:52 14:58:11 (65) norm
zvezdaOA6AFDEE1C95DCF46 2011-06-30 2011-07-25 iBank_t2
93.127.2.222 11:45:11 14:04:19 (62) Lo
withrdpOB5E29EDFCC104C5DES5441F502D36047 2011-06-30 2011-07-25 ank 22 5
2.61.113.82 05:45:56 14:25:16 _(61) e

iBank_t6 (6)

withrdp0019B9B491EE55F5D67EB87847E7F9DD0 2011-06-30 2011-07-25 iBank_t2
95.135.0.185 08:50:53 15:14:36 (58) U ISR DA 0K
zvezda024DF287D801C04D1 2011-07-01 2011-07-25 iBank_t2 ua raff KEY UA
95.134.70.166 09:24:02 14:13:37 (54)
phishtank0CC8D83EBB117CC189EEF1F639F342171 2011-07-11 2011-07-22 iBank_t2 key, ip filtr
RU 77.232.156.68 08:25:40 15:35:37 (51)
withrdp07597A7820C1826B65ACB757139A2420D 2011-06-30 2011-07-20 iBank_t2 ua ukrsib KEY UA
178.94.178.43 09:27:05 10:15:48 (51)
TEST22223304038A1043224821C7939A1329EED9202 2011-07-25 2011-07-28 iBank_t2
RU 195.225.162.157 01:27:20 08:35:07 (49) o ey

oy zvezda05A10535F01EBB3AE 2011-07-01 2011-07-25 i(Ba;k_tZ ua raff TOKEN

% Gve [2 94.178.51.68 17:51:31 14:17:28 47

;Sﬁu [;] zvezda0CO75EC8A57400024 2011-07-01 2011-07-25 iBank_t2 N

HEl11 [2] 95.133.34.172 09:23:19 15:09:34 (46)

BUC [2] zvezda0A3521C7801D27BAC 2011-06-30 2011-07-14 iBank_t2 ——

%8R 121 90.157.99.85 12:29:43 08:42:20 (44) -

" »
BsS 2011-07-1510:54:15 217,151.79.162 81.15Kd
BSS 2011-07-15 10:48:43 217.151.79.162 78.61 kb

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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RDPdoor C&C v 4.0

N

|Manlngn;hgml&Lhmllmmﬂmlkmlﬂwlkmﬂﬂmlmlmlmmlwlml

=

Sorting: | km | gaz only | limit 100 | hide nat | X | W7 | tokens | errors |
LAGS SBER

st [Last
connect |Log

Uptime

MAmlwHsMZEOQCIVEX
NTS,1.2600- 95.37.170.208(127.000) , 12020012 2
CoASO9€: 7C24F9- NAT,ROP, kM | 2 12022012 Admin 422

969-506518-155812E2 Win XP 5P ru_RU g0 KL dal
9A38E44D1530BE0A
LkaWArocOyNe EX
NTS.1.2600- 10.140.78.152 (127.0.0.1) Stiasen 4 uplosd
581A39F2RUS.11401008- NAT, ROP, KM 0 sec 28022012 5o Admin AdminiiMICROSOF-187289 422 o reinse
426808-782767-1127004 Win kP $93 ru_RU E g0 KL del |

4EOASEFBES: Logout
e ““lio
Nl$
96,62:98.193 (127.0.0.1) jalard kd
Coce.2US.15021484- 24,01.2012
NAT, ROP, KM s oooooo 0DODOG:SONY 422 dp_reings

n1us ize7155r Win XP $93 ru_RU howrs 0412922 e o

ocesrsEarraos
W

109.108.50.151 (1921681 6 aad
isoiess: 2T n i bl e 00OD_228::MICROSOF-CB8241 ODDD_228::

FeS oB2-aEDAFS 112700 ag0

2273E1E67178SDEE

u n 129. ua (nz |se 85.13)

1 uolosd
3 21022012
Eczawsnus 16DE1722~ 10061, KM \ . “08:31:21 ';‘

SFE610-4984A9-153512A9 i b 953 ru_RU
73038A3200513600

rberp 3

. - = | ot ,|tx.__rberp4

% BlackHole | €= ¥ BlackHole [€=

— N @ Shelldor - S @ CC C&C

9 6

“* Nuclear [€= 7
-i_:___,-;

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 9 @ Autalﬂad L GROUP=IB GLOBAL CYBER SECURITY COMPANY  sooeerommmmmmmmmiiiniiiiiii 9 @ RDPDDDF
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Carberp C&C

I'nmasHaa bBorbl  3agauva  Jlorn O@unbrpbl  Kab daiinet  Kelinorep Hacrpoiiku [Monb3osarenu

chart by amCharts com
Varee| W veoows seven
TR I wWNOOWS SEVEN SERVICE PACK 1
1 ARDOWS VISTA SERVICE PACK 1
WINDOWS VISTA SERVICE PACK 2
WINDOWS XP SERVICE PACK 2
U AINDOWS XP SERVIJRPACK 3
. OcranbHble

WINDOWS SEVEN
SERVICE PACK 1

WINDOWS VISTA
SERVICE PACK 1

i ; < WINDOWS VISTA,
IMINDOWS XP SERVICE PACK 3: =
232 bt (64%) : & SERVICE PACK 2

VWINDOWS XP SERVICE
PACK3

B

[

I L LW

Autoload RDPDoor

GROUP-IB GLOBAL CYBER SECURITY COMPANY




- oamt e Mia o) B Bl

- B B0 am - Cpaess Gmoonons Cwore @
Peseporeie CTpamwp (135 Ay ]

#) Mpomcea3bbank PSB On-Line

Boa s cuconney.
[T —

Opuanyeckoe nuuo ® fopeopn < PromSsrt chent i

087066730251

harrens Sk Comgany Proms
o0 Aghcns. Tha Mar 101230 08 VEKT

Hakisse AR ABTOPUIALIM

® Mupextopwn [0+ ATBOKATCKII KABMHETArchkom | 063

Dussamos [0

Napors, [
Payment - Windows Internet E:
hopuawyes o cep

o vt G ) (B it paymenty

B 15 paymentu), O=
€2 S THGT 1 et owep 21

Daiin

i Cobinkn ™

B-8 & B0 0

arens - Open Joinf

wasicrenn - Frib S e [
+03:00 2012 @Payment
TOPVIAVTTECRUT 7

-

A~

1OpHaveckoe N0

—_— 8 penuToB MCB -
ha BbiroqubiX yonosuax!

Haggakme : CN=3apybuH
(filials.payment.ru), O=Open Joint-Stock Company Promsvyazbank, C=RU Hy)xHa kommepueckaa
CepuitHelit Homep : 544030817538441658708749103 HeABINKHUMOCTb?
PEANT-HEABIKUMOCTb»
Inomy u cpenuemy busnecy

BT AT
SRR e —

Waparens : Open Joint-Stock Company Promswyazbank
Cpok gencteua : Fri May 06 15:07:12 YEKST 2011 SatMay 05 15:07:12 YEKST

2012
3

enepb 40 120 maH. py6.
0o 10 net
Manomy u cpenxemy 6uzsnecy! @

Mipo

3

VinTepHeT

GROUP-IB GLOBAL CYBER SECURITY COMPANY



Cxema «obHana»

B3NOMILME-BOP
PervoH HeW3BecTeH

IGRouP|iB|

» Ob6beMm 10 1,5 MJIH. pyO

33paasT KOMMbOTED K
NOAYYZET CHPLITHIA HOHTPOAL
H3 HHM

!

KnueHT Ganka
(noTepneswwid) Pernox
1

ne

IP-agpec, ¢ koTopors
OTA3ETCA NOPY4EHHE,
ERHEHTCRMEA Y

/ Momerr(-s1) u mecTol(-a)

| OKOHYEHWA COTMECHD

N, MaocTan. Me 51 NEC P&
.,

NA3TEXHM NPOEOAATCA, T.H. GaHK
CHMTEET NOPYHEHKA

NpaBoMERHBIMK

“lponel® — pesnbHoe
COYHACTHMEN, HO SEWe -
CAyHEHHDIE A0aK, NPOgasWwHMe
KEPTOHKM T aPonaEogy? HAK
“xapa-ceanepy®, MoryT Gwito
HUTEAAMH MoGoro PernoHa.

GROUP-IB GLOBAL CYBER SECURITY COMPANY

)

HapTouHbid cueT
«gpona»

baHk(-u) «gponos»

=
f BaHK, B KOTOPOM \ | 4acTb GaKTUECKUX |
OTHPBIT CHET I obcToATeALCTE
PeroH 1 wnm 2 | XMUWEHUA, BUAWMAR |
| M3amarepuanoe |
| NeperYHOR |
Banamupon garaTcs BaHKOBCKMIA cueT i NpoBepKH :
NASTEXHBIE : !
NOpY<EHHA KNHeHTa | !
."'—-‘-
i ",

MpoucxoguT pacqer oo
E2noMWMKoM. TT4HD 1
dHaNoMY, eCnH ¥ E3NOMUMKD
W € ApONOSOoaE SAeHN
eauuon ONT, nnbo Awoimm
GezHanudHoiMKM cnocobamu,
SCAH OHW HE CBAZEHBI. MaryT
GbiTh 33A8HCTECEEHDI CHETE,
KEpTol, ApONB M T.O.,
OTHOCALMEDR K
MoGeiM peErHoHam

7

OeHorna CHUMEIDTCA HEM-

T0 B AT Gaskos

Pervone 3 (4, 5) J

«/lponoBogy OH e
€HA/BWMES OH e
«0pOn-cepemnce,
PErHOH Heu3BecTeH




IGRouP|iB|

» ObbeMm 10 1,5 - 6 MJIH. pyO

Cxema «obHana»

MpOoMCXOANT PECHET 00 BIA0MUMKORM. JIMHHO 1 EHIAOME, SCAKM E23N0MLLMKE K

| “nponosoa® yneds eqwuoi ONT, akbo nobeime GezHanMEHEBIMKM CNOCOG3MM, BCAKM
B3nomwymr-sop
P&rMoH HEM3IBECTEH -~ ‘OHK HE cEAzaHE. MoryT BoiTh 2282RCTE0EaHEI CHETE, HEPTH,
ApONS W T.N., OTHOCAWHECA K N GLIM PErnoHam
s
I i
3apEMasT HOMNBIOTER W | HacTb |
NOAYHEET CKRBITRIA KOHTROAL | ¢a KTHJYECKMX |
H3 4 HHM BaHK, B KOTOpOM | |
: p i obcToATenbcTe i “IIponoBOLY, O e
OTKPBIT CHET ! XHILEHMA |
_d g ' ®HANBILMER, OH HEe €4pon-
Hn 7 | EMAMMER 13 | Cceperc», OpraH1zyeT BolEoq
MEeHT DaHKa Banommkom gastca | mMmatepuvanoe ! W oBHANMUHEIHHE LEeHer,
(noTepneswwii) Pervox naETEMHOE BaHHOBCKWIA CUeT ! NEepEMUHO# ! ’
a S HMEHT | | HOHTRPAWPYET PWAKY.NHLO,
i NpoBEpKA i

FOTOBMT OCTaNbHBIE CYETa,
KapTbl, N0Aei
PervoH — nGoi.

7

IP-agpec, c koToparo

e : MomeHT 1

LI At

OTHIETCA NOPYHEHHE,

nAaTER NPOBOANTCA, T.K. BaHK
CHMTEET NOPYHEHNE

Np2EoMEpHBIM

’
ERAMEHTOKMA R H MECTO OKOHYEHMA

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| i
\ \ cornacke Mocr.
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

YMDSENAET CHETEMH T30 FAM C NOMMOLLSHD 31 081y ‘

.. MNeSIMECPE

1
PervoH 1 wam 2 '<

Ve

H NOXMILEHHME CpeaCTea
| BOIBOORTCA 1 CyeTa pas/WuHbIX

Hipuomseckos AMUO MmoxeT Beime Hak BaHKOBCHMIA CUeT oBHanW4HaaKTCA THMOE Ha pazHbIx
COQHOSHEBKOMY, TEK M PRaAEHD Pa3AMHHEIMK CnocoSamu WL B PazHBIX

CYLLECTEYIWE R OpraHHIaLmMeal,

BbaHK «gponas —
HOPUAMUYECKOTO NMLa

k PervoH 3 J

THE TREp TCHETS $HIT AL, § WS
CHETE MHEIX I0P.AIHL, B TOM sucne dobHanoHHmxs
ENOMOEKE, BHRTYEADHDIE CHETA B PA3NMYHDIE JNEKTPOHHDIX
CHCTEMEY W T.N.

MaryT Bnirs 8 mofix pernosax

GROUP-IB GLOBAL CYBER SECURITY COMPANY




Cxema «obHana»

IGRouP|iB|

» Obbem OoJiee 6 MJIH. pYO

Banomuwme (xakep)
PervoH HensBecTeH

MpogseT aKEaYHT

«3anuewmi» (Bop)

3ENMBLLMRY

PervoH HeusBecTeH

Sapa#EET KOMNDKTER,

Y
HAKDHM 1 DEHEMIIATEI SKKIYHTE ‘

#33NHBLLMKE NOKYNZET

TASAMEY, HHCTAAAMPYET Ha
HEM STONCTOND KAMSHTE HAK
WCROABIYET &r0 AR (TOHKOTD

-
KauenT GaHka S
i Pel B ofomx BapuaHTax —c
{"DTEPHEB“J““} THOH KAKHEMH ¥ PEREWIHTEMH
1 NOTEPNEELIErD.
A\ y,
' ” ™) l/
JapameHHbIH KOMNEIOTER 3 famTea
(«nenuk») PeruoH 1 nnu nAETEMHEIE
nwoboi NOpYy4eHHA
\ y,

’ baHK, B HOTOpOM \

OTHPBIT CYET
PermoHe 1 mnm 2

BaHKOBCKMiA cueT

KNHEHTaE

7

IP-agpec, c KoToporo
OTAEETCA MOPYHEHNE, .
NOCTOPOHHWE - KaeguKas

OHOHYIHKA COTASCHD

T

Mocraw. NeS1MBCPS

MpoMCXOLMT PAcHeT Co BENCMILMEOM.
33,42 ACTEOBAHNE HECKONBKMK KHEMBLWIMKOSE

W, gponce 1 T.n. B nobex pervosax

-100%
nmprzHak GeaHanuyHbix cnocofoB, Yepes kapTo,

NA3TEMH NPOBOAATCA, T4, BaHy
CHMTEET NOPY<EHUA
mpaEoMEpHDIMK

C4eTa 33BegeHDl HA
PazHBIX KL M3
[pa3keIK PETUOHOE
TREMA PAIHEIMH
¥gponoceogaMuE
(EHanbLMKEMIE]

MomeHTe W MecTS
OKOHY3HHA HEe i

., onpeanexnl

<

""" T

E YacTb hakTHUECHMX ~

0BCTOATENLCTE 1 Y

! XMLLEHWA, BUAWMERA M3

E maTepuanoe «/lponoBogEI»

| MEpPBWYHOIA NPOBEPKA | («HanbmKM»)

R OPraHKW3YIoT BbIEDS W
oBHanMuMeaHue

AeHer. ¥npaenawTt
onepauuAMMU Camu

WM YEPES MHBIX JTMLL
PernoHb! — pazHble

JOenemnble cpeacTea
BRIBOAATCA M [kak)
ofHanMYHEIIOTCA

paznudHBIME CROCoGaMM
4EpEs PRIAMYHELX N Ae B
PazHBIX PEMMOHAX

(_ h 2 \ BupTyanbHbIRA CHET B
KapTouHblid cuer EaHKOBCKMIA cueT SASHIDDHLICH
waponan «aponan I'IﬂaT;}KH. CHCSTEMe
= buz.nmMua 0p.IMLA . |
| |
BaHK «gponan — BaHK «gponan — BUpTyanbHbIi cuer !
] aboHeHTa Y !
PHAHYECKOTD MWL HPWAHYECKOTO NHUA !
PeruoH 3 \ ParvoH 4 ) NOCTABUYMKA YCIyr '
PervoH 6 H
. J i
_____________________________________________________________________________________________________________ i
[ BAHHKOBCKME W BMPTYaNbHBIE CYETA PASMMYHBIX TMNOE HA PAZHbIX MWL, B Pa3HbIX PErMOHaX
r
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O Blackhole?

Fri

Giz

o,
=, NeoSploit | €

-

o )
J,"".l
2, BlackHole

e

IGRouP|iB|

O Blackhole®? CTATHCTMKA

CTATUCTMKA MOTOKH

MOTOKH

QAIbI

QAINbI BE30MACHOCTb HACTPOIKH

BE3ONACHOCTb HACTPOIKN

BoiATH

Bty

DEFAULT

http://95.163.66.194/main.php

PERFECT777-1

http://95.163.66.194/main.php?page=2faa338b7244769d

2 NPABWNO: DEFAULT

2 NPABWO: DEFAULT

PEAVPEKTEI: google.com — 177wz SKCMNOUTHE:
DANNLI:

TPAOUK: & Beco Tpadmk ALy
TPAGUK: L. Becs Tpadmk

VIVAT g
PERFECT777-2

http://95.163.66.194/main.php?page=b40e5c949f6a6f5a

£ NPABWNO: DEFAULT

http://95.163.66.194/main.php?page=17fb273ee39e0ecl

SKCMIOUTHI: 5 £ NPABWNO: DEFAULT
DAL ibluckazs (exe) 5411 3arpy=k SKCTIONTE:
AWML i
TPAGHK: £, Becs Tpadwk ibluckazs (exe) 5411 zarpyzku
TPAGUK: !, Becb Tpadik
Hosoe npasuno P
Hosoe npasuno
15171715-3 =

http://95.163.66.194/main.php?page=ec15ab92d78cle74

{2 NPABWMO: DEFAULT

SKCMIOUTHI:
DAL ibluckazs (exe) 5411 zarpyzkcmn
TPAGUK: X, Beco Tpadmk

Hosoe npasuno

PERFECT777-3

http://95.163.66.194/main.php?page=7d2551bbd84bb4ef

2 NPABWNO: DEFAULT

SKCTIOUTH: 2oecrg
AN ibluckazs (exe) 5411 zarpyzku
TPAGUK: L. Beco Tpadmk

Hosoe npasuno
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Yrpo3bl 6peHay B cetn UHTepHeT

*Kpaxka KoHhnaeHUMansHON Hdopmawmm
*CO0op AaHHbIX O KNNeHTax

*3apaxeHue BpegoHOCHbIM 1O
*KnbepckBOTTUHT

*KoHTpadakTHas npoaykums
«Pexniama/mponaraszia kKoHTpadakTa
*Touku npogax

«CepbIii 1 YePHBIN UMIIOPT

Kitaccmueckoe MOIIEHHUYECTBO
+CMC MOIIIEHHHYECTBO C UCIIOJIb30BaHNEM OpeH/1a
*Y3ypnauna 6penga ong NOAHATUS HYyXKMX Npogax

J

*PasmeLlleHne NoxxHon MHopmMmaLmm OT UMEHN KOMMaHUn
*«KomnpomaT» Ha akUuMOHepPOB/KOMMNAHWNIO/TOM-MEHEXKMEHT
* AHOHUMHbIE NMUCbMa

*[lonckoBbI cnam

* AKTUBMCTCKME ABUKEHUS (3KONOrn, aHTUrnobanuncTobl)
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Y T E——

PULLNHT e — - J

SJS'vsi;‘sX@»_Q WO

Reply  Reply Al Forward Print Delete Prey Addresses
® This message Is High Prioty.
Mad. AT DAV
From: ARMANACTDIA |
Da l“" g WA T WA e
. M .\20 2008 r. 16:01 o ( RTTLAES
) giacesror et s e T ==
@.-a (e 3 ||
()= [ reputrmmn adnabtucindtitriomd sa R $:|_|x [T ——— R
o Froten 3 Oamseracomenry - Je - capaeppt o B - -1 - Biea~ Sepidsd - Hensmientn - @~ ")

bd
:

@ Xoueus, crate 3aeanol na Oanoxknaconmkax? 3 SELLELLE

(J,';l;DHI!a:-CII',‘.I(H.I\I Te'
€ 10 man ma 0 noossT O .
# bt SoerTH TR

Bid e ponhsoaTenn? BT ¢
Danpme noteyS SolieSy - fytte 840 yruiar 1ecd TRHYMSE
s SR AR St BIRET NS ublTibd B Siiiod o DMy Te 0D MILAD0E,
n e

Jo6puiit feHb!

| BTOPNO AVTOPHIOBATLCR MA HAmMEM

KT0-TO (BO3MOXHO Bhi) yka3an agpec xxxxxxx@yandex.ru kak npuHaanexauman
: = nonb3osarenio AHaekca. Ecnu Bol 3TOro He genanu, To npocto YAAJIUTE ato
nacnopt e MNUCbMO, ¥ Mbl HUKOrla He GyZleM UCNOoNb30BaTh 3TOT aapec.

e PCOHANLHLIE A3

B cucteme SAngexc./leHbru Ha Bac NOCTYNUNA NPETeH3Us, B CBA3M C YeM Baw
AYHT 3a610KMPOBaH 10 PA3bACHEHMUS CHTYaL UK.

Baw nnaTéxHblii naponb
A NpOCMOTpa nepeiauTe No 3ToR ceuinke: http://www.money.yandex.ru/ (1o
0 TONLKO aHKOP - Ha3BaHue, cama ccuinka: http://www.money-yandex.cn

ogin.php)

Brumanve: I cyeT 3adnokvposaH
Beeaure Baw
AnaTEXHbLIA
naponk:

0 NMUCbMO HaNUCaHo POGOTOM. OTBEYATb HA HEr0 HE HYXHO.

Boiti

Ecnu Bul 336einu napons, 80cnonb3yiitecs peXIMONM: BCNOMHITE NNATEXHLIT N3PONL

yBaxexuem, Cnyx6a nogaepxku iugekca, suport@yandex.ru
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Phishing

06 peepaln 20 e TOB

Bumgaggoaoquoro

8 800 77
UntepHer-6ank @I Ha cair MEPP (495)

-000-1 3soxok no Poccuy - GecnnarHii
-000-1 TenedoH 8 Mockse

KA .
2‘Z:ﬁ3\n cnpog:gz:\;g&“ -
nnawoesX pna02 e

T N N ey ey

oA
eepand BPELC 6 net
e), He B
Mom‘f\fg?azueme kpepuTo!
CTY!

Cucrema

WUHTepHer

"o ecemy TE

12

0
17 ameap? 2" ey TOB
AHVE o
B BRI Mapoms [ ]
BAH! 27

6aH1<MHr & Boiitn B cuctemy

3abbinu norun? 3eonute 8 800 777-000-1
3a6binu naponk? O6patuTech B N60H
ocuc unu 6ankomar MEPP

AR A A L R R R A N AN A AN A AR AN AN AN AR AN LR AN A

Yro Taxoe "Wnteprer-Gaximnr'? | Kak noaxniountsca? | BesonacHocTe | Tapuds | Mpasuna obeny

5 | Pykosonctso | Konrakrsas
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| powen

gazprom-akdi.ru
gazorom-arena.ry
Qazorom-azs.ru
gazprom-bank.ru
gazorom-building.ru

gazprom-gity.ru
Qazorom-co.ru
gazorom-cosmos.ru

gazprom-dobycha.ru

gazorom-eneray.ru

gazorom-ep-int-services.ru

gazorom-ep-int.ry

Bnapeney

NETLINK LTD.
Private Person
Derevvannko Sergey.
Dmitry A Rekechinsky
Sergey V Osipov

Sergey V Menshoy

Private Person

J5C “Gazprom Space Systems”

Private Person

“Gazpromenergodiagnostika” Ltd.

Gazprom EP International B.V

Gazprom EP International B.V.

gazorom-ep-i Gazprom EP International B.V.
qazor ru 5C 1087
gazprom-gki.ru J5C "National Innovation Centre”

gazorom-inform.ru

gazorom-nternational.ry

gazorom-nvest.ru

Qazorom-itso.ru

gazprom-katalog.ru

gazorom-komplekt.ru

gazprom-kran.ru

gazprom-ibya.ru

gazprom-life.ru

Private Person

Gazprom EP Intemational B.V.

Joint Stock Company "MediaBrand”

J5C "National Innovation Centre”

J5C National Innovation Centre”

J5C "National Innovation Centre”

J5C Avtokran

Limited Liablity Company "Gazorom svvaz”

Private Person

IGRouP|iB|

Texyupe NS

den.ru
not delegated
masterhost.ry
puishost.ru
megagroup.ry

ns.spbaity.net.
ns1.spbeity.net.

not registered

parking.nic.ru

ns14.rbstools.ru.
ns15.rbstools.ru,

nslsecure-is.nl

nsl.sequre-s.nl

ns2.seare-is.nl

nslLseare-s.nl

Tenedon

+0 000 0DODODD
47812 1234567

17 495 147 0535

+7 495 7724458
+7 485 4267576

+7 812 4540044

+7 911 7777538
+8917 2058817

+7 485 5042953

+7 485 5042954
+7 495 0000000

47499 1242737

+33 203050380

+31 203050980

+1203 050950

7812 4495600

+7 312 4496629
+7 495 5041614
+7 906 7233658

+1203 050980

+7 8452 459686

parking.ru

parking.ru

parking.ru

+7 485 5041614

+7.485 5041614

47495 5041614

+7 495 7410122

ns.qazprom.ru.
nsL.g ru

47495 7193010

ns2.gazsvyaz.ru.

naunetry

479288173259

‘e-mail

net1inkS01zna 1.con
georgesdsinail .ru
vitrifrigo@nail.ru
rarikiByandex.ru

sv_osipoveinbox.ru
smRexpress-tele.com

WRPUSS1ANENa11.rU

nocgascon.ru
billBgascam.ru

requestieded.ru

kozvonin@ranbler .ru
alexeu0aTMa1L.rU
pinenovyBnail.ru

Elena.¥ashchenkalgazpron-ep-int .con

Elena . Vashehenkaligazpron-ep-int .con

nocgazpran-ep=int.con

admingazpronrg.ru
Startynovini isokh.ru
registrybnetric.ru
1isovskiy@land.ru
nociégazpron-ep-int .can
voxueh@gnail .com
medli abrandByandex .ru

STartunoueni 1 5ok .ru
registrybmetric.ru

SMartynou@ni i sokb.ru
registry@metric.ru

SMartynovini isokh.ru
pegistrymmetric.ru

shura@nams .y
al@nams.ru

nic-adninBgazpram.ru

gavriilglnail.ru

perucTpatop

SALENAMES-REG-RIPN
RUCENTER-REG-RIPN
REGISTRATOR-REGRIPN
RUCENTER-REG-RIPN
RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

NAUNET-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

RUCENTER-REG-RIPN

NAUNET-REG-RIPN

cospan

12-01-2009
10-07-2007
04-02-2010
12-01-2010
02-08-2010

02-09-2006

09-04-2009

15-11-2010

23-04-2010

23-07-2004

15-07-2010

15-07-2010

15-07-2010

12-11-2010

18-02-2010

10-04-2009

15-07-2010

23-10-2007

18-02-2010

18-02-2010

18-02-2010

10-04-2006

20-08-2007

08-02-2010

onnauen go

12-01-2011
10-07-2011
04022011
12-01-2011
02-08-2011

02-03-2011

09-04-2010

15-11-2011

23042011

23072011

15-07-2011

1507-2011

15-07-2011

12-11-2011

18-02-2011

10-04-2011

15-07-2011

23-10-2011

18-02-2011

18-02-2011

18-02-2011

10-04-2011

20-08-2011

08-02-2011
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lacoste-aromaty.ru

lacoste-chel.ru
lacoste-chels.ru
lacoste-discount.ru
lacoste-fashion.ruy

lacoste-market.ru

lacoste-onlin

lacoste-parfum.ry

lacoste-parfums.ru
lacoste-polo.ru
lacoste-sale.ru
lacoste-store.ru

lacoste-style.ru

lacoste-watch.ru

lacoste.ru

lacostechnology.ru
lacostefun.ry
lacosteikit.ru
lacostena.ru
lacostenew.ru
lacosteonline.ry
lacosteperfume.ru
lacostes.ru
lacosteshop.ru

lacostestore.ru

Bnapeney

LA CHEMISE LACOSTE 5A

Garant-Park-Telecom LTD
Private Person
Private Person
Private Person
Private person

Private Person

Private Person

LACOSTE.5.A.

Private Person
Private person
DATAHOST LTD
Private Person

Private person

LA CHEMISE LACOSTE SA

PAVEL V BAKUMOWV

Private Person

Private person
Bolshunova B Nina

Vasilii V Panow
Garant-Park-Telecom LTD
Dmitry A Firsov

Private person

Private Person

DATAHOST LTD

Tekyume NS

observatoiredesmarques. fr

not delegated

majordomo.ru
ey
infobox.ru
infobox.ru

ns1.nssryr.com.
nS2.nSSrvr.com.

observatoiredesmarques. fr

peterhost.ru

not delegated
privateperson.ru

eskhosting.ry

webnames.ru

observatoiredesmargues. fr
nsLstroy.com.
ns2.stroy.com.
not registered
not registered
multihost.ru
reqru
not delegated
sedoparking.com
not registered
heru

privateperson.ru

IGRouP|iB|

Tenedon

433 144581212

+7 435 7833783
47495 1234567
+7 916 44599865
17916 3750409
+7 435 0000000
47901 3085805

47495 3232944

433 144581212

+7916 6073655
479227735385
+0 000 0000000
47495 1234567
+7 926 5633307

433 144581212

47095 7876065

47095 7876075
47235593 1156
+7 435 4867567
47495 9888018
+7915 8226500
47495 7833783
+7985 9992112
47495 5077967
+7985 1967426
+0 000 0000000

e-mail
domain@lacoste. fr
registrar@naneshield.net
auctionBrol.ru
nicdonains@nail .ru
i xardasiBnail .U
army2oosehk .ru
infollacoste-narket.ru
kasatkin-leyandex.ru
i in@]acoste-parfum.ru
domain@lacoste. fr
registrar@naneshield.net
ylademashovBnail.ru
adningstudiosgh.ru
i ingdatanail.ru
infoRlacoste-stule.ru
domain@for-mail.ru
domain@lacoste. fr-
registrarBraneshield.net

administrator@stroy.con

lacostefunnordEnail .ru
lacosteikit .FUBro.ru
lavrovBhlik.ru
domentutEnail.ru
auction@rol.ru
dnitry@itcomnerce .ru
store..donain@gnail .con
trubodurouEnail .ru

admin@datamail .ru

perucTpatop

RUCENTER-REG-RIPN

RO1-REG-RIPN
NAUNET-REG-RIPN
REGISTRANT-REG-RIPN
RUCENTER-REGRIPN
REGRU-REG-RIPN
REGRU-REG-RIPN

NAUNET-REG-RIPN

RUCENTER-REG-RIPN

REGRU-REG-RIPN
REGTIME-REG-RIPN
SALENAMES-REG-RIPN
NAUNET-REG-RIPN
REGTIME-REG-RIPN

RUCENTER-REGRIPN

RUCENTER-REG-RIPN

NAUNET-REG-RIPN
REGRU-REG-RIPN
RUCENTER-REGRIPN
REGRU-REG-RIPN
RO1-REGRIPN
NAUNET-REG-RIPN
REGTIME-REG-RIPN
CENTROHOST-REG-RIPN
SALENAMES-REG-RIPN

cospan

08-10-2008

12-11-2010

15-11-2010

27-07-2010

08-03-2010

15-10-2009
08-07-2009

15-12-2008

17-02-2009

23-09-2010
10-09-2009
04-08-2010
22-12-2008
26-01-2009

31-05-2002

14-03-2005

07-08-2009
18-09-2009
30-09-2005
26-05-2010
26-08-2010
17-04-2008
14-08-2009
07-09-2008
04-08-2010

onnauen o

08-10-2011

12-11-2011

15-11-2011

27-07-2011

08-03-2011

15-10-2011
08-07-2011

15-12-2010

17-02-2011

28-03-2011
10-09-2010
04-08-2011
22-12-2010
26-01-2011

01-06-2011

14-03-2011

07-08-2010
18-09-2010
30-09-2011
26-05-2011
26-08-2011
17-04-2011
14-08-2010
07-08-2011
04-08-2011
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BupTtyanbHblie pbIHKK CObITa
KoHTpadhakTa/ceporo umnopra
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BuptyanbHble pbIHKK CObITa
dapmaueBTUYECKON NPOAYKLMN

e pso! -
o3

Wt
rems | orect
o

w

Drug Search

=" BestPriceRx CALL TOLL FREE o

1-888-487-4224

4 create an account | o login

HOME HOW TO ORDER NEW ORDER REFILL ORDER FAQ POLICIES CONTACT US ow shoppiy

N uﬁ?\hu‘ut ! P\ .\ +Delivery Guarantee
e . # Price Match Guarantee

+Licensed Pharmacies
+No Hidden Fees

Canadian Pharmacy Lowest Price Guarantee
Step One
BestPriceRx.com is your solution to the rising costs of prescription drugs in your country.
Our goal s to offer the lowest prices compared to any other Canadian pha
armacies advertise that their prices are the lowest but only m: os —
aces that have “ceria accredfatons', Our prce match pocy s Smpl - =
qum we will match the price with any legitimate Canadian mail order pharmacy.
net Our Canadian drug prices are something you can smile about! Or call us Toll Frea: 1-885-457-4224,
20 ™3 0 ABC
¢rom $300 on n 1 rmacies that adhere to stringent regulatory
generic drugs which would otherwise
your home c
s in countries with varying patent laws. As a specific example,
expire many years before most countries. Step Two:

from 14000

.................................................................................................. GROUP=IB GLOBAL CYBER SECURITY COMPANY  seceeesssestttnniuitttnusiiitsssttttsetmtmnsssttttsssiiiiissssisssssesttmesiitmiiiisiines
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BupTtyanbHblie pbIHKK CObITa
JKCKMHO3UBHbLIX TOBapoB

- ITdyidrices.cont

Home | 109 in
(@ items)

Men's Cologne Gift Sets Skin Care Hair Care

Fashion Accessories Clearance Product Search e

*** | IMITED TIME OFFER: FREE SHIPPING on ALL orders! Use coupon code: FSALL ***

snopping Cart

ry BagsS s

Luxu

e ity bran
Supply the best quality o
upp!

Authentic Brands

!
We carry all
. the classics

Need Help?

GHATOFFLINE *

[
e S [E$ BYLGARI

- )
s BURBERRY

A BRay,

»,,Tz;nhngmggsw
i/"""'berg a

1 learance

Aucusro,

SEACTIGHER

GRET, gy

LV Men's bags
Lous vuitton W

Louis Vuifton S

atches
glasses

300,
Mongytts

P Back i, . = =
m ‘ry Perfume Burberry Weekend Cologne Bvigari Blv Cologne
“’“m;{n’g ,;g.tgv fum Spray 3.3 0z Eau De Toilette Spray 3.3 0z Eau De Toilette Spray 3.4 Oz
g for Men

e bhm Tadaite Puinn. CET 40

= =

he Louls vuitton city g

: o\ W\ﬁ n ciuiches & pouches
jton

Louls VU

ots & smal Leat

coatured Product®

Gueet ‘wallets

82
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BupTyanbHble pbIHKK CObITA
KocmeTnkun, 6bITOBbIX TOBapoOB

NIVEA

SUPER BREAST ENLARGEMENT CREAM from NIVEA

Current Price : RM 49.90 (Standard Auction) Condition : New
> Health & Wellness > Others

Biding Closed Q&A(0) [ Auction Info Current Bidder (0)

Pay

R BREAST ENLARGEMENT CREAM from NIVEA

CTTI AL TTTTn

Tide Laundry Detergent

Tide Laundr
tough,greas
China

GALLAWA

Also View
oy

lue Floral Nighty
Rs.1500/-

lue Floral Nighty
Rs.1500/-

mula effective on

®ice

GROUP-IB GLOBAL CYBER SECURITY COMPANY

Delivered
Under Plain
Cover

Do
Not
Hesitate

L 4
Pay Cash
At The
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@~ S! @ storegsq3o5mfxiz.onion || 2§~ Google P A B-
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St @) tfwdi3izigxllure.onion

Apples 4 Bitcoin

aunsi:
2]

i 1 CACAYY &5 BF | Iphone 5/5s
T 7 e > | Brand nev
All phones

Mobile devices TV/Audio/Video Smart Camera/Camcoder Notebooks/Display Print solutions Memory/Storage

N |

< cstoreav7iddh2ir.onion

All the items are Brand new,

and Unlocked

280 USD=06798B

The Original Carded Store 480 USD=1.164B |1

Unique URL: CSTOREav7Zi44h2lr.onion

iPhone 5 64gbis

$300 I

Updated:April 14, 2014

» Price list

During Christmas International Express shipping only $65

iPhone 5S 64Gb: $425 (4 available)
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Products About Contact Reviews

Products

“ 2 @~ S @ mobilTrabbnuffvx.onion wve ‘ | *F - Google ad

Mobile Store Products Aboutus FAQs Regist

Jordan generation black red Iphone 5

marks

to Worldwide

Ships: ¥

0.18 BTC

Powered by Deepify Products About Contact Reviews

Product Quantity

Iphone 5 16gb | 275 USD = 0.667 B

Iphone 5 64gb | 350 USD = 0.848 B
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| lookchic.ru/dlya-zhenshchin/sumki/louis-vuitton-1/

P B el = L

Cywcu Jlyn Burron

HoBuHku
3uma
ObyBb
Opexna

CyMkum
Shourouk
Celine
Chanel
Dior
Hermes
Prada
Louis Vuitton
Yves Saint Laurent
Fendi
Bottega Veneta
Miu Miu
Knatun

Axceccyapbl

BuxyTtepus

Sale

KocmeTuka

[etam

OUNBTP OYUCTUTL

dunbTp No UueHe: pyd v

6000 8500

MpownasoauTenu: v
[ Louis Vuitton (36)
(| Shourouk (1)

CYMKA LOUIS VUITTON
M5904N EPI LEATHER PONT-

NEUF GM NOIR ELECTRIC
8500 PYB

CYMKA LOUIS VUITTON EPI
LEATHER BREA PM M40332

ORANGE
8500 PYB

GROUP-IB GLOBAL CYBER SECURITY COMPANY

CopTupoBka:

LOU VOIT T “g

CYMKA LOUIS VUITTON EPI
LEATHER BREA PM M40332

BLACK
8500 PYB

O

CYMKA LOUIS VUITTON EPI
LEATHER BREA PM M40332

WHITE
8500 PYB

Mo ymonuyaxuio v

CYMKA LOUIS VUITTON EPI
LEATHER BREA PM M40332

GREEN
8500 PYB

CYMKA LOUIS VUITTON EPI
LEATHER SPEEDY 30 M59022

BLACK
8500 PYB

Ha ctpanuue: | 100

A
v



vw.brand-mall.ru/catalog/129/302093/7

B RA N D - Bawa kopsuHa: Agpec: Guangzhou, China,

nycra

Cxema npoesna
&' AsTopusauna

_ MogHas ogexaa (1:1) Axceccyapbl [etckan ogexaa v 0byeb Jenckan obyes JKeHckan ogexga My:xckan obyes Myxckan ogexaa

[maedas Karanor Myxckan obyeb CnoptueHan obyeb

BURBERRY

[ata cosganua: 14.04.2014 N1349

Paamep Konuuecteo
38 0 ~
39 0 ~
40 0 -
M 0 -
42 0 -
43 0 -
44 0 ~

onr: 89 $

&, Nosenmecs.. | B OE @
Po3Huua: 112 $

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, GROUP-IB GLOBAL CYBER SECURITY COMPANY

7 (499) 6
Mbt HaxoauMCH E

[NossoHuTL Ham

Hinxuee Genbe Cyn

ID - CnopTueHan obyeb
302100

ID - CnopTugHan obyeb
302099

ID - CnopTueHan obyeb
302098

ID - CnopTueHan obyeb
302097

ID - CnopTusHan obyeb
302096

ID - CnopTueHan obyeb
302095

ID - CnopTugHan obyeb
302094



& )') | I [J)  http//brands-factory.ru/category/burberry/

% el

T NASUHI

b brands-factory

Onmosbie nocmasku bpeHdo8bix Mosapos

0o

Katanor ToBapos

HoBuHKK

PeanbHsie (h0TO HaLWWX TOBapoB
Myxckan ogexga

Myxckan o0yeb

JKeHckan ofexga

JKeHckan odyeb

Cymkun

HixHee Genbe

Axceccyapsl

Jetcxan obysb

Netckas ogexaa no 1-i wryke

[eTcan ofexga pasmepHsIMu
pAgamm

HapyuHsie yacs!
Opexaa Ana XMBOTHbLIX
Kot MAC u napd
BpeHas!
Abercrombie & Fitch
Adidas

GROUP-IB GLOBAL CYBER SECURITY COMPANY

Bce LieHbl Ha CaliTe BK/IOUAIOT A0CTaBKY W TAMOXEHHYI0 OUMCTKY |  Bawa kopauna: (nycto) |
v

Mo sonpocam cotpyarudectea: +7 (495) 989-68-11
Hawm koHTakTsl  OOpaTHBIA 3BOHOK

[naBHas CTpaHuua  3aperucTpuposatbcA  Bxoa cnaponem  ObGpaTtHan cefasb

_ Hpasurca

7 837 none30BaTenAM HPasuTCA

Brands-Factory. Es
v Y 3 " "
giqm § .4
A E

I Coupanuii nnanim Facebook
Moanncarucs

Mounck ToBapa: @ no Hassanmo © no gare gobaenexus BeeauTe HaUMEHOBaHWe WM apTUKYn ToBapa Q

[oucK no KaTeropuam

22 991 y4acTHuK

Burberry

naexas » Bpenasl » Burberry

CopTuposaTs NO: HaHMEHOBaHMIO  * v ueHe * A/ pedTuHry 4 v nave nobaenenma 4 v

MepeiiTh Ha calT c HanuuueMm B Mockee

[ocraBKa Bcex 3aKa3oB 6ecnnatHas ! Tosapos na crpanmue: 36~

Burberry GoTHHKM Burberry maitka

Burberry 60TUHKM Burberry mMaiika

VD-44386 VD-44387 VD-44194 VD-44195
Posruya  Ont Postuya  Ont Pozvuga  Onv Poswuya  Ont
5328 py6. 3552 py6. 5328 py6. 3552 py6. 740 py6. 481 py6. 740py6.  481py6.



Tenedon wnn email

Mapons

Perucrpauns

3abbinu napons?

OTkpbiTas rpynna

Bpenfiosas ofexaa! OPMIMHAJIbI U3 EBPOMbI [UIA IOAEN C
Onucarune: Fpynna ans CTUAbHLIX NIOAEH, KOTOpEIE BCeraa &
KypCe CaMbiX MOCNeaHHX TeHAeHUMI MMpoBoN Moabl!!!
Mbl roTOBEI BONAOTHTL B PeanbHOCTL Baww camble
cmeneie xenakna!!l! Mbl npeacTaenaeM sawemy
BHMMaHKIO oaexay, 00yBb 1 aKceccyapsi
nerexaapHeX Mupoesix Hperaos!

NaeHoe OTAMYME rPyNnbl B TOM, YTO Y Hac Bbl
MoXeTe 3aKazate OPUTMHAMBI u3 esponesickix
AMCKOHT-LEHTPOB -ayTneTos (outlet)

Moncler, Moxknep, Louis Vuitton, Siyn ButoH, LV,
Prada, Mpaaa, Fendi, ®enan, Gucd, Myguw, Burberry,
Bepbeppw, Miu Miu, Muy Muy, Armani, ApMaHm,
Celine, CenwH, Lanvin, NMaxeus, Valentino,
BanesiTHoO, Bosco Sport, Bocko, VDP, V.D.P., BAN,
Juicy Couture, Dxyo kyTiop, Escada, Sckaaa,
Hermes, Fepmec, Chloe, Xnoe, Jimmy Choo, Dxummu
Yy, Moschino, MockuHo, Christian Louboutin,
Nabymwn, ¥rru, UGG, Australia Luxe, Marc by Marc
Jacobs, Salvatore Ferragamo, Carolina Herrera.
MecrononoxeHue: Canxt-Terepbypr, Poccua

Ceexue HOBOCTH

®ortorpadumn

Bce ansbombl

B ocHoeHoM ancGome 50 doTorpadmit

& =

22 sanucu K 33NNCAM OT

HMEHW CO

Aptém Kpacxos
http://vk.com/vstupi_222

20 map & 2

Wnba Cepreesny

HABWPAIO KOMAHZY, B OBCYXAEHUAX!!!

P3n Tekcra/Munyca/Criom/O6noxku ancboma, MuKkcTeinn

Caecb Bbl MOXETE 33Ka3aTb: CTHXW, P3N TEKCTa, 00N0XKN Ha Baw
anbbom/MuKkcTedn, smbnemy, MuHyca Ha ntoboil Baw BKyC.
-CTixit 0T 8-Mu CTpoK mayT ot 100 pybnedt, 1 Kaxasie ocTanbHee
8 cTpok no 50 pybneit. -Pen..http://vk.com/zakaz.lenny

Néwa Mocksnués
Munbaus urpet Peilapy kpoew urpa Sword Art On
Movnna runeauu hittn://vk com/reke?2014

YyacTHukm

4403 yenosexa

T E

Areuka Masha Nunua

Anxa TaresHa Enexa

®otoansbomei

27 ansboMoB

Mwyxckne NAJIBTO

CIIOPTMBHAS OABXA D1 73

Bupeosanucn

52 suaeozanuon




Download mp3

indesh

Type

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Video
(Movies DVDR)

Name (Order by: Uploaded, Size, ULed by, SE, LE)

ADRENALINE (1990) Special Edition DVDR
[ Uploaded Today 03:26, Size 3.45 GiB, ULed by DOCSAF

Musik ombord (Alice Babs) [1958] Swedish DVDrip
M E Uploaded Today 02:20, Size 4.27 GiB, ULed by keeybee

All.Is.Lost. 2013 . MULTISUBS.PAL.DVDR-DISHON
M E Uploaded Y-day 21:00, Size 4.37 GiB, ULed by dishon

The Fly (1986) [DVDS - NTSC] Collector's Edition 2 - Disc
ME &  Uploaded Y-day 07:15, Size 7.98 GiB, ULed by Big_dude

Kondaveeti Simham (1981) Telugu - MHCe DWVDS - NTR, Sridevi [DDR]

ME 2  Uploaded Y-day 05:14, Size 4.41 GiB, ULed by SaM
Grindhouse {2007)Collectors Edition Disk 3 Kurt Russell
o Uploaded ¥-day 00:56, Size 3.63 GiB, ULed by grumpymans?

Grindhouse (2007)Collectors Edition Disk 2 Kurt Russell
& Uploaded Y-day 00:53, Size 2.98 GiB, ULed by grumpymans?

Grindhouse (2007)Collectors Edition Disk 1 Kurt Russell
.. Uploaded Y-day 00:50, Size 7.33 GiB, ULed by grumpymans?

RoboCop {1987) (Criterion #23)Peter Weller, Nancy Allen, Dan O'H
o Uploaded Y-day 00:45, Size 7.23 GiB, ULed by grumpymans7

Down the Road Again {2011) Doug McGrath, Kathleen Robertson
.. Uploaded Y-day 00:42, Size 7.66 GiB, ULed by grumpymans7

Goin' Down the Road {1970) Doug McGrath, Paul Bradley, Jayne Eas
& Uploaded Y-day 00:40, Size 6.3 GiB, ULed by grumpymans?

Wal Kilmer_The Saint{1997)[DVDRip]
o Uploaded Y-day 00:28, Size 1.14 GiB, ULed by flush10toace

Chrystal (2004) Lisa Blount, Billy Bob Thornton, Kamron Ross Sta
[ Uploaded Y-day 00:20, Size 5.74 GiB, ULed by grumpymans?

The Joy Luck Club {1993) Tamlyn Tomita, Rosalind Chao, Kieu Chin
2 Uploaded Y-day 00:17, Size 5.67 GiB, ULed by grumpymans?

Hamlet {1948)(Criterion #82) Laurence Olivier Jean Simmons
o E Uploaded Y-day 00:14, Size 7.68 GiB, ULed by grumpymans?

The Skin I Live In (2011) Antonio Banderas, Elena Anaya, Jan Cor
o Uploaded ¥-day 00:08, Size 5.66 GiB, ULed by grumpymans?

View: Single / Double SE

13

14

20

10

37

24

27

30

13

19

25



Disney Animation Collection Pt.7 (2005-2008) 11 Movies! [ XViD]

Download | Disney Animation 2005-2008 [XViD].torrent

info hash | ffdb79cb538363b8faalea81d0b87672b84376f9

Description

(2005) Pooh's Heffalump Movie
(2005) Tarzan 1II

(2006) Bambi II

(2006) Brother Bear 2
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IGROUP|IB

FroZzy DDOS Ycnyru/Ddos service/ddos attack

- - DDOS Ycnyrn/Ddos cepenc / Ddos service/ddos attack
coBweHmii:

Mpucoeaununca: DDOS CEPBIC

02.11.2010

3akazate JA0C ataky. OTKNOUMTE CAlT KOHKYpPeHTa Ha nioboe spems.
Hagoen calT KoHKypeHTa ? KTo-To obugen ?

3aKaMWTe AA0C aTaKy M OTKMKUMTE YYXKOA CaiT.

MewaioT paboTaTh?

XoTWM NpeanoxuTe BaM Haw DDoOS cepeuc.

PaboTaem 24/7

Mpeanaraem xopowwi [10oc cepeuc .

NoAfepMEaEMbIE THUMbl 3TaK:

AHOHWMHOCTb rapaHTUpoBaHal \.-—

LleHa MHAMBWAYANbHa 33BUCHT 0T CNOXHOCTY, MPeanonaraeMoro CpoKa aTaku W KONMYeCcTEa aTaKyeMblX NpoeKTos.

LleHsbi: ' y
1uyac - 5%

CyTku - 50%

Criocobbl onnats: —

NPUHWMEEM TOMBKO
WebMoney
WM-KapTol

yandex geHbrvt

Aobporo BpeMeHn cyTOK YBaXKaeMble xuTenu DL
K BaleMy BHMHMAHWKD KadecTseHHsIM DDos cepemc
Nydlles COOTHOLIEHWE LIEHb! M KauecTsal

ious omang momascen Bar wafmrca o mamot kameyperronl E NpoeKThl HE33BMCMMO OT TEMaTHUKW MULLEHW!
; e 33KaIYMKIM MHAMBMOYANEHEIE YCNoBKA!

RN e pat s OHEM LieHEl Ha cepemc 0T 503 B CyTKM

CWT OT CNOMXHOCTK 3TaKyeMoro caita

Exceil NpuHMMalaTeA Yepes cucTeMy WebMoney

Ml NDEARBraEs YCIYTY N0 YCTDAMENIO CATOB W (BODYHOB B3LIMX KOHKYDENTOS NDH NOMOLL

WAk 3T, 3 MerHO:
A\ npodeccuouantusii DDOS Servise u e ronbKo ...

Npodeccronanshbii DDOS w ne TonbKo,

® E-Mail dm
: Bokwposanie paoTe ABHOI 3N1EKTPOHHOM NosTS!

« GSM dnya
nsTaT: BAOKUpOEaHME pora, =

EeTH MPaKTUUEeckH KpyrnocyTodHo!
e o oy ‘ « KoMaHgs! :

» Paccuinka cnama no Gase abysepos [+] kK Hauany http aTtaku xocta
[+] K Hauany icmp aTakW xocTa
e e vanpaEneHL Ha MoApLIEaHUE PabT . [+] K HAUany aTakW Ha nopTt

= Momoraen 8 Pemennnrnarmnx npobnen
= HaWKW KOHTaKTHI
nouTa] : SMileFrince@yandex.ru

[icq]: 966-999(Smile)

Lenu yrounniire s ICQ T.k. yena nanpas BRCHT OT CnoMHOCTA Bawero

GROUP-IB GLOBAL CYBER SECURITY COMPANY



IGRouP|iB|

Most powerful DdoS attack in history

— Attack on Spamhouse
— DNS Amplification (~300Gb/s)
— 4 Internet Exchange (IX) points affected

& Servers & Attack El DNS List El SYN List o3 Settings [Z Notes B Logs

Domain for scan forums Syscil file

DNS response min (use for scan) SYN source ips

: : : Abuse list
Domain for DNS amplification

DNS Request type: Country CsV Data ()

Response size:

Domain for DNS amplification

DNS Request type: A TXT e

Response size: 4313 (perfect)

Save Refresh domains response

Panel version: 1.02-b

Bot version:1.08

GROUP-IB GLOBAL CYBER SECURITY COMPANY

& Users




GROUPR|IB

Spy botnets

Intercept all sms messages
— Record phone call
Intercept messenger files images, contacts and etc.

My projects | Phonelist | SMSlist = AlSMSlist = Al Calllist = Sounds @ Contact list eport Dec 06, 2013 22:24:45 | User: fugmiieip]
Project: SR | Phone: TGO RIeseSs |
Refresh
Last
Islaphone ICCID Model (o} IMEI command =i Eonirol Phone status Commands
number command number
send
250991607165631 8970199130435336310 |Samsung | Android | 352912053262929 | 08-11-2013 none ( +44T781481797 @ | select command ]
GTI8160  |236 16:56:20 SAcK copvaend B8
Select command
204080651016107 8931082705118009573 | Samsung | Android | 357853043636456 | 12-11-2013 contact +447781481797) | sms | cail | Rec | Admin| Rec z;s;t:n’fss —
0o GT-9001 1236 16:05:29 list (pending...) OFF | OFF | OFF | ON |callON || start cal
stop call
204163551948256 | 8931162112005649491 | Samsung | Android | 356297050992017 | 04-12-2013 sms +79067075145%) | sms | cai | Rec | Ad R start rec
001 GT-9305 412 10:10:58 stop (send) o cer]| oer | on lemon |[stopies send
start call to =
+380661557771 8938001750405577711 | Samsun Android | 352931051713089 | 04-12-2013 none (send +380985612954751 | oy - get sms
06 oTSsa30 236 20:44-07 ) et || Bec | Soawfi” Hec ]| get cab Send
ca contact list
send sms
222995306280036 | 8939993280077270468 | Samsung | Android | 359235044499951 | 06-12-2013 sms +380985612954% | sms | call | Rec | Admin | Rec || check url =
001t GT-S5670 1234 22:24:44 stop (send) OFF | OFF | OFF | OFF | callON || get images
get place
222019803741176 | 89390100001705067003 Samsung | Android | 357800051224386 | 06-12-2013 sms +3809856129541) | as | cail | Rec | Ad a get apps
004 GT9505 422 21:16:08 stop (send) et o loeelon Ilea atl] start record call Send
stop record call
222019701314250 | 89390100000533917017 | Samsung | Android | 358488046924333 | 06-12-2013 none (send) | +380985612954)1 | g | call | Rec | Admin| Rec || Select command —
OO0+ GT49100P  14.1.2 15:21:10 OFF | OFF | OFF | ON | call ON =
222887855125929 | 8939880485100008092 ' Samsung | Android | 353975056737139 | 06-12-2013 none (send) | +380985612954%1 | g | cail | Rec | Admin| Rec || Select command [vll [Send
00+ GT-19300 412 20:19:00 OFF | OFF | OFF [ ON | call ON

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, GROUP-IB GLOBAL CYBER SECURITY COMPANY



o~
\'Bj BOT-TREK

f Dashboard

Compromised Data

Accounts

| iavascriot:void(0)

Accounts

# Home

» Compromised Data

GROUPR|IB

' Accounts

9,668 records filtered out of 9,668 @ Export

Ref

665917

665899

665870

665754

665653

665597

665579

665545

665445

665430

Date Detected

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

2014-05-12 16:25:00

Domain

accounts.google.com
accounts.google.com
accounts.google.com

accounts.google.com

accounts.google.com
accounts.google.com
accounts.google.com
accounts.google.com
accounts.google.com

accounts.google.com

v Click to choose

Username

Hypranves
fatcore@mail.ru
TShadrina@sfu-kras.ru

000 "Cumson
ACKYQ"

cpega.com@gmail.com
marksaratov
adpbuh@gmail.com
smaxyk@gmail.com
purgina@foto4u.su

alikalik72@gmail.com

Password

QiQ1MeXy
hardcore23
ShadTata

n7SeT4ol

1241122001elis
QiQ1MeXy
14052010
pfkegfriyz
foto123456

tI3frrEJCAIP

GROUP-IB GLOBAL CYBER SECURITY COMPANY

Q Filter

Incident

s.name=[SPYEYE] 46.165.243.168
s.name=[SPYEYE] 46.165.243.168
s.name=[SPYEYE] 46.165.243.168

s.name=[SPYEYE] 46.165.243.168

s.name=[SPYEYE] 46.165.243.168
s.name=[SPYEYE] 46.165.243.168
s.name=[SPYEYE] 46.165.243.168

name=[SPYEYE] 46.165.243.168
s.name=[SPYEYE] 46.165.243.168

s.name=[SPYEYE] 46.165.243.168

3

Googl

4 5 Next Last

96
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\'B) BOT-TREK

& Dashboard

Compromised Data

httne: [ /ht arnnn-ih rom /#main

IMEI

# Home
2

Search

Ref
1048005
1048004
1048003
1048002
1048001
1048000

1047999

> Compromised Data » IMEI

text

451,728 records filtered out of 451,728

Date Detected

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-28 13:19:00

2014-04-20 22:51:36

2014-04-25 19:04:58

2014-04-25 19:04:58

2014-04-25 19:04:58

2014-04-18 00:01:24

2014-04-25 19:04:58

IGROUR|B|

s.name=MOBILE OPFAKE [mboxid.ru]

mei=99000090994500
s.name=MOBILE OPFAKE [mboxid.ru]

mei=911339800161622
s.name=MOBILE OPFAKE [mboxid.ru]

mei=911339800082695
s.name=MOBILE OPFAKE [mboxid.ru]

mei=911339800060626
s.name=MOBILE OPFAKE [mboxid.ru]

mei=911328301041151
s.name=MOBILE OPFAKE [mboxid.ru]

mei=911310101244052
s.name=MOBILE OPFAKE [mboxid.ru]

GROUP-IB GLOBAL CYBER SECURITY COMPANY

ck to choose date range Q Filter

© Export

Date Compromise Incident
2014-04-17 23:05:55 ei=A00000215B0A78 @ date create=2014-04-28 13:21:02

date_create=2014-04-28 13:21:02

date_create=2014-04-28 13:21:02

date create=2014-04-28 13:21:02

date_create=2014-04-28 13:21:02

date_create=2014-04-28 13:21:02

date_create=2014-04-28 13:21:02

number=7148735360

number=9104343834

operator=MegaFon

operator=Beeline

operator=Beeline

operator=uninor

operator=Beeline

Google

4 5 Next Last

operator=Verizon

i.operator=Home Zone
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POS-terminal attacks

— Attack on Target Stores — more than 40 millions cards compromised
— Thousands of POS-terminal are vulnerable
— Trojans: Dexter, vSkimmer, Dump Memory Grabber

BlackPos Client a.. «
Admin Panel

[ Files (684) 1 [ Action ]
Dslete

DUMP GRABEER
Admin Panel

[ Files (2) ]

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Attacks on online trading and stock brokerage

— 2013: QUIK and FOCUS IV Online are targets
— 2013: 2 botnets were identified(Ranbyus trojan)
— 2014: New Trojan found (Corkow trojan)

— 2014: Network of 2 brokerage compromised

| Quik

1 Katerina27 6763a55a 1f02c3d9

2 ARM73 afb1 157204

XTREME-
RSMHHK8M f03cca33 8b0812f6

4 ElovowxYs eSbeleda 99(c62b

5 microsof-581a% fd44ad6c €35316c4

6  user-5626defdea 1c2254b5 32eb5490

7 040ded60dabd468 8bba797d 20ebl7da

8 hays 92046963 20d899a2

GROUP-IB GLOBAL CYBER SECURITY COMPANY

07:33 17.01.2013

07:09 25.12.2012

09:54 18.12.2012

20:16 17.12.2012

19:14 14.12.2012

17:17 07.12.2012

13:58 05.12.2012

21:1503.12.2012
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C | [3 trust-aviacom/order

pay8id=Y2NSFK

R

s

e

KpyrocyTouHas TexH1eckas NoALepxKa 3,

8-(800)-5553566

380HOK GecnnarHbiil

I~

C [} alfaelectronicru dR - ) Q fig
S & naskan Onnara [locraska Axuwn ik cxunie  Kopawna Ocpopurnenne 3axasa
PACMPORAXA 3AKAHUUBAETCR YEPE3

03/(07]/42|[32

AwaCrectronie -

/\. Kopauxa nokynok
47 (495) 8810970 B rosspos:2ur.- 41005, v

4 bunerti oMo : Owac | KowrakTol

€« C | ) trust-aviacom/order php?payment type=cciid=Y2NSFK
Lok onnars Bawero sakaza;

1) Nepedigue no Counee

2) B OTKDHIELRICR DKHE B NONE CYMHE 12025003 EiwATe CytHy Bawero 3aaza 7196.7 RUB  HaxviTe 1

Tenedoxs! MMnaswers Hoyrbykwu Ooroannaparu Obwexmues! Bupeoxameps

lepeBoa no HoMepy NnaTexHoM Kap
Hanpannenme: ® nepeson oy Pocouu nepesog 38
e 50000

(/

A/ 7 osvaxownes i comacen
o el

c yene
340 «Bark Pycoait Craxaaprs

iPad mini
iPad 4 or 1890 pysnen [
ot 13990 pysnen

3) B OTKDSIBUENCSH OKHE YKEXHTE DEXBICHTY CB08 KapTHl (HOMEP, AaT2 OKONakHF, CV

lepeBoa no HoMepy nNnaTexHoN Ké

BBOJ} PEKBU3UTOB

KAPTA KNHEHTA

Baniora;
Cymma:

518189 Pekomerayemble ToBapb!

W PCRTROCNANOTO APARTAHOCTS TRAANA ANOAK
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[ IPOBEPKA ABTO
HA HAJIMYUE LITPAGOB

1 mecauy, - ane
Ppasmepe, Ho He

[ocTyn K pesynbTatam noucka
NPeAOCTaBNAETCS CTPOro NepCOHaMNbHO!

BBeawre cBoit Homep Tenedoxa i HaxmuTe “[lanee”. Ha Hero npuaet
NepCoHanbHbI Napont K CaifTy. 370 UCKMIOYHT MONLITKY
HECaHKLMOHIPOBAHHOrO A0CTYNA K MH(OPMALLHN.

Beepaure Baw Homep TenedioHa:

Mpumep: +79161234567

Ecnu y Bac eCTb KO A0CTYNa, HaXMITE 306Ch

Ecnu Bawwa ctpaa He Poccia HaxmiTe 1aveHnTs

2% 0 caitre

Cepauc "Mposepka LLUTpachos" co3aax AnA Toro, Y100kl
Bbl MOTMW Y3HaTb O CBOMX LWTpachax, BbIMMCAHHbIX
nHcnexTopoM MBI unu NonyyeHHbIX aBTOMaTHYECKH,
nony4arb Pacchbiky 0 HOBbIX.

’ Yemrposut
»* HeonnayeHHbll wrpad?

+ Bac He BbINYCTAT 32 rpaHmLly
+ MoryT HanoXuTb WTpaQ) Ha IYHOE UMYLLECTBO
+ MoryT 3aBECTH Ha Bac aIMMHVCTPATUEHOE N0

¥ Kakysuatb
= »™ 0HOBbIX WTpadax?

C noMOLLbl0 3TO0 Caiffa MOXHO BCerda nonyyarb
aKyTanbHylo WHQOpMaMio O wWTpadax, a TaKke

L

Cf® Dnudebts‘ru‘

MPOBEPKA 3AJ10MKEHHOCTH

EAVHBIA OTUET NO 3AN0MKEHHOCTA

INA TPAXIAH POCCH
BKNHOYAET B CEBA

VIHhopmaLiuo o Texyueit
HAOTOBO 3300MAEHHOCTH

VEGIOpMALIMO O TexyLelt
330MKERHOCTH Nepep T[]

VHQOPMALMIO N0 HAMHYMID
OIPAHHYEHNA Ha BbIE3/, 33 NPENENt]
Poccuiickoit Gepepaun

VHIOPMALIIO O TekyLLel
330MKEHHOCTH N0 yNnaTe
aNUMEHTOR

WHAOPMELINMIO O MPOCPOYEHHOI
33[J0MKEHHOCTH NEPEA KDEAMTHBIMK
OpraHU3ALHAMA

MrHOBEHHaA NeYath KBIWTHNHL[MIM‘! Aana
noraLleHns 00pa3oBaBLIedcs
33/I0MKEHHOCTH

KOHTKTHbIE AaHHEIE
OTBETCTBEHHBIX AONAHOCTHBIX HL| K
DEXOMERAALIMH CriELMaNHCTOR
noprana

HAYHWTE MPOBEPKY CEMYAC

Pnocmorpers npumepsl oryeTos »

w O oa @ QS
BCEPOCCUINCKAS NPOrPAMMA i _
KOHTPOIS! 3AOMKEHHOCTE @ EH(?SEL -{93 767 1?
ANA TPAXAAH W IOPUINYECKIAX MWL Orokanan enedol

YCTYTU W CEPBMCHI  MOME3HLIE CBELEHMA  MOMOWb  FAQ.  MMYHBIA KABMHET

MOMHGIA KOHTPONb HAJ 3ANOMKEHHOCTAMM Tekywwii pervo:
NEPE FOCYAAPCTBEHHbBIMA U OUHAHCOBBLIMU Mockea
OPTAHW3ALMAMA B OHO HAXATUE

B CepeNc Noprana «Mposepka 3aN0MKEHHOCTI: NO3BONAET BaM 0HAM
HaKaTWEM KHOMKM MPOBEDATE TEKYWYK 33TONXEHHOCTE OMHOBPEMEHHOD
MEPEn PA3NUUHBIMU GIOPJRETHBIMI 1 DUHAHCOBIMH CTPYRTYpaMK;

B HOPMALMA MO 3AMOMKEHHOCTH NePen BCEMH  MDOBEPASMEIMM
CTPYKTYPaMN NPEROCTAENAETCA JeTankHO B EQnHOM OTuéTe;

u onyjuekie EfiHOr0 OTUETa OCYWSCTENAETCA ABTOMATHYSCKN, nocne
0fpafoTkn 3aNpoca W NDOBEPKM HANMUMA 33MOMKEHHOCTH no fazam
[aHHBIX It HE TREBYET HaNN4IA INEKTDOHHOMD afpeca;

B YoGHelil cNocoD OnNaTel 0TETa: He TRRBYETCA HanuuMe 3NeKTDOHOM
KOWENKA UM [3HHel G3HKOBCKOW Kaprel Bam noTpedyerch Tomeko
MOGUNEHLI Tenediok;

u Equebit OTYET 0 Bawmx Tekyux 3afomweHHocTAx oToGpawaeTca Ha
3kpare Balwero KomnkioTepa, 8 paagene InyHbI kabuker,

MPOBEPHTb HAMMYHE SATOMKEHHOCTEN CEIYAC »

MrHOBEHHLIE YBEAOMNEHNA
NPW BO3HWKHOBEHW HOBOW 3ANONMKEHHOC TN

B Ha ykadaHHelil MpW DEMHCTDAUMM HOMEp MOGMMEHOM Tenediowa,
HANAENAETCH  yBEMOMMeHe 0  NOCTYNEHW!  Whdiopmamt  of
06pa30sasWIRicA J3N0MKEHHOCTH,

u MonHeil or4ér 00 00pas0EaBWERcA 3300NXEHHOCTH Dbl CMOere
MONYYMTL B TMYHOM KaGUHETE OIHIMM HEXETHEM KHONKIY

HYXHA JONONHUTENBHAA MOMOLLB? &
SAIIAWITE BOMPOC OMEPATOPY CIIYXEBb! MOLLEPKKM NOPTANA
ONLINE»

GROUP-IB GLOBAL CYBER SECURITY COMPANY

j . HOBOCTA U COBLITH:

14.40.2013
Nexnapauwn 3-HO®N 3a 2013 rop:
e CROK CIAHH

14.10.2013
B Kybanu nanorouie noctynnenna B Kp
NOELICHINCE Ha 9%

14102013 14.40.2013
cxema 3 B ynnate QN ecero Ha
O0HH NeHb CTOHT arenTy
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5> @ ff [ enterwebs.ru/elit/ w a8 O m]

[0 PABOTA cimse

L)

W itpy /o pomeru/

€ - C O hhultravacansiaru

NOUCK VIP OKNYBE KOHTAKTHI

.MOﬂ paGOTa Cramicuea Kny6a: | Vuacrnkos: 45 226 | Baxancwn: 242523 | VIP Baxacuu: 15 518

Nyylwme aKTyanbHbie BaKaHMK

BXO[ ANA Y4aCTHHKOB hh.ru | AeTopusaums

BHuMaHMe, B CBA3N C YuacTvBILAMACS CTy
NONE30BATENAM HE0OXOIMMO JETOPH30BA
npoueypa Becnnatka 1 NPoBOMTCA oK
afMMHHCTpaLMA hh.ru

—— JlonxHocTb Fopoa

Q Haitv paboty Q HaiTh coTpyaHuKa 0 PazmecTuTb pesiome 0 s paGoTopatenei

Perctpauna -

Bauw Howep Tenedhona: | 7

KpacHopap

Hwxyiy Hod
songy @R OBAGupC)

IEHTP. F okpyr

Capatos

KpacheApci Kazane

gy JENAOMHCI

COWUCKATENN

Karanor B AKOD ‘ Z7\MHKOM  EBPOCETb **
paboTopateneii Kyxun M —— f

Or3bIBLI Y4ACTHHKOE KNy0a

14.10.2013 JInA BbINONHEHHA JAHHOTO AEHCTBHA HeobXoAHMO NPOATH NpoCTYI0 (Awtvcnam )
Anexcargp M, 25 ner.
Bnarogaph Bac $a 70T CaiiT,
€ imﬂﬂhﬂﬂﬂ:b W Xopowii fna Toro 4To Bbl NPoiTH 3BTOPHZLMIO (AHTUCNEM NPOBEPKY), YKAXHTE CBOA HOMED TenedoHa B GopHe HItKe u HaxmuTe "fanee”
Bbifiop BafaHGIL Bugimo 2 Beeaure Baw Homep Tenedona
HalWEN EiCTBITENbKO CROD >
+

" pafoty, koTopan AocToiiha

MEHA 1t KOTOROI AOCTOEH A Mpunep: 479161234567

fanee
B 13102013
Wpuna K., 27 net. Ects napons? Kuure coga.
Tocne gonnix nouckoBs nonana
@ 3T cairT. Hawna saect Ecnu Bawa cTpana He Poccus naxmure

WHTEPECYIOUYH MEHA
BaKaHCHID, CEA3ANACE ©
pabioTogaTeneM n BOT yHE Kak

2 Heaenn pafioTar B NPECTIKHON KOMNAHIN,

OT3biBbl 0 "Mos pabota”

13.10.2013
Hukonaii ., 24 roga.

[lonro wckan, npoxogin 3BMECTITENb HAY2MbHIKA KDIINYECKDrD 0THeNa 55000 Cnacubo eceit komanae caiira «3utPaboras. Mocne ROATUX NOHCKOB NONaAN3 Ha STOT CailT. HRonro uckan, npoxoann cobecenosanus,
cobecenoaati £, nocne HeyaauNeIx noucKos pabor, Hawen Hawna snecs MMTEPECYIOLLYIO MEHS BAKBHCHIO, Tecposamus u sce Ges pesynsrara. A Hawen
' " TYT NOAXOARLLYIO MHE BaKAHCHI. I & nonan ¢8r3anacy ¢ pabotonaTenen n BOT yXe Kak 2 pabory WienHo 3aece, ceiuac 3akaHuMBaETCA
1 e il porp M A
TECTUPOBAAIA I BCE = HauansHinK 0111618 NOME0KIH GOHYCHOH NDOTDAMNA 0770000 MMEHHO NO aapecy. A Tenep DBEOYBDO TeN, Henenw paboraio 8 NPECTXHOM KOMN3HWK, MUCNBITATENLHbIN CPOK, MEHA BCE YCTPAUBaeT.
Kkem neutan Gbin ¢ camoro aetcraa. A paotar Cnacubo.

NEPEBOANHKOM, B KOMNAHUM «N»,
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London court awards Russia's Otkritie
$150 million in fraud case

0 COMMENTS | 30 Tweet < 2 i Linkthis Share this [ Digg Email & Print
RELATED TOPICS (Reuters) - A British subsidiary of Otkritie, one of Russia's largest
UK » financial groups, was awarded provisional damages of over $150

million on Monday, after a London court ruled it was the victim

of "a cunning and well-orchestrated fraud" by former employees.

Justice Bernard Eder ruled that Otkritie Securities Limited, part of Russia's Otkritie
Financial Corporation &, had been defrauded through two schemes spearheaded by trader
George Urumov.

In the first, Russian-born Urumov, a former executive at Knight Capital's emerging markets
fixed income desk, was found liable for $23 million for failing to split a "sign-on fee" evenly

between himself and four bond traders when he was recruited by the firm in 2010.

Instead he kept $20 million of it for himself and used it to pay more than $12 million in
bribes to two Otkritie employees, Ruslan Pinaev and Sergey Kondratyuk, who had 103
supported his recruitment, Otkritie argued.
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Unbsa
CaukoB

+7 (495) 984-33-64 11006.100
sachkov@group-ib.ru

facebook.com/ilya.sachkov
linkedin.com/in/ilyasachkov
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