INEKTPOHHbIE roCc3aKyMnKH:
aKTyaAbHble NpobAeMmbl

[ToHomapeB U.B.

[Mpegcenartenb nogkomMuTeTa
N0 TEXHOSIOrMYECKOMY Pa3BUTULO
[locoyma PO

2 nekabps 2009 r.



icTopusa Bonpoca

3akoH Ne94-03 «O pasmelleHnn 3aka3oB Ha
NOCTaBKM TOBAPOB, BbINOMHEHME paboT,
oKasaHue ycrnyr anga rocyaapCTBEHHbIX U
MYHULUNANbHLIX HY>XA» ObIN IPUHAT 8 1ons
2005 ropa

+ [naBHaga 3agaya — bopbba ¢ koppynumen npm
pacxogoBaHUM rocydapCTBEHHbIX CPeaCcTB

+ OT110 go 20% oT ob6bemMa 3aka3oB AOIMKHO
3aKynaTbCs Yy ManbIx npeanpuaTum
[lepBble nonpaskn 31.12.2005 roga

3HauuTesnbHble npaskm B 2007 n 2009 roagy

+ [lpaBka 2009 roga (3akoH N293-d3) meHdaeT
BCIO CUCTEMY 3JIEKTPOHHbIX rOC3aKynokK

B 2008 roay dppakuusa «Cnpasegnmeas
Poccusi» Ha BCTpeye ¢ NpeMbeP-MUHUCTPOM
[TyTUHBLIM NocTaBua BOMpPoc 0O BHECEHUN
n3meHeHum B 94-03

+ [lonpaBkn caenaHbl, 0QHAKO OHM KacarTcH
TONBbKO 3aKa30B B 0651acTu KynbTypbl

JNleto 2009 ropga — rpoMKu ckaHgarn ¢

cuctemon buonacnopToB, NOTpebdboBaBLLMN
BMelLaTenbcTBa [lpe3ngeHTa



Y3Kne MecTta 3akoHogaTenbCcTBa

x HeBO3MOXHO peann3oBbIiBaTb KPYMHbIE
MHOrOfeTHNEe NPOEKThI

» [Mpwn okasaHum ycnyr Yacto TpebyeTcs
NPeeMCcTBEHHOCTb, Hanpumep, Npn okasaHun ycnyr
CBSA3N

x HeBO3MOXHO OroBOPUTbL 3aKyMNKy KOHKPETHOro
peLLeHns

x  [1eMnuHr co CTOPOHbI HEA0OPOCOBECTHbIX
MOCTaBLLIMKOB

x HeBo3MOXHO co3aaTh NpedepeHumanbHble
YCIOBUS AJ1S1 OTAENbHbIX KaTEropuin NOCTaBLLMKOB
(HanpuMep, OTEYECTBEHHbLIX KOMMAHUIA, UMK
npeanpuaTUiA manoro busHeca)

+ OTCyTCTBYET MEXAHU3M KOHTPOns 3a cobnioaeHnem
HOPMbI O Noaaepkke manoro busHeca

»x Cucrtema ynonHOMOYEHHbIX NIOLWaaokK
Henpo3payHa

x Wcnonb3oBaHne SUI npakTnyeckn HEBO3MOXHO,
T.K. MPaBUTENLCTBOM COpPBaHO CO3aHue ceTn
YOOCTOBEPSAOLLNX LIEHTPOB

x YacTo manoe npeanpustue He B COCTOSIHUN
BbINOMNHUTb YCIOBUS NnoTa LIENUKoMm, a
CYOKOHTpPaKT He NpeyCMOTPEeH 3aKOHOM




[lpeanaraemblie pelleHusd

x BBepgeHune noHaTus OOJITOCPOYHbIX KOHTPAKTOB

x Wcnonb3oBaHne HapaboTaHHOro onbiTa Be4eHUS
3aKyrnoK B 3JIEKTPOHHOW (popme, B T.4. B OTHOLLEHMN
ncnons3oBaHmnsa LI

»x OTMEHa MHCTUTYTa YNONTHOMOYEHHbIX NoLWaaokK
Moo co3gaHve eauMHON rocnoLwanku

x OTmeHa BepxHero npegena B 20% Ana manbix
npeanpuaTum

% WCKMNOYEeHNe n3 CT. 15 CCbINikM Ha NepeYveHb
TOBapOB, paboT 1 ycnyr, noanexalinx 3akynkam y
CyObEKTOB Manoro n cpegHero
npeanpuHUMaTenbcTBa

x BBegeHune cybKOHTPaKTOB AN MarnblX NpeanpuaTum

x BBeneHue B cocTaB MHGPACTPYKTYPHbIX OOBHLEKTOB,
OCYLLECTBAILLNX NOAOEPXKKY pasBUTUS Marioro un
cpeaHero npeagnpuHuMaTenscTBa cornacHo 204-03,
9IIEKTPOHHLIX CPEACTB A1 BEAEHUSI FOC3aKyMnoK

x BBecTn MOHUTOPUHI ncnonHenma 94-d3 B 4acTu
pasMeLLeHns 3aka3oB y Maroro busHeca

x BoBneyb rockomnaHun B cdepy perynmpoBaHums
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A'L'RUD

LAW FIRM SINCE 1991 E-Commerce in RUSSia

= E-commerce in 2008 makes RUR 128 bln:
-RUR 110 bln — consumer sales (+60% by 2007)
-RUR 14 bln — state contracts

-RUR 4 bln — B2B

(Report of National Association of Members of E-Commerce (NAUET)

Round Table “Problems of developing E-marketplace in Russia”



A'L'R'UD E-commerece.

B Market Segments and Players

= On-line stores
- Traditional stores (B2C)
- Retalil stores
- Digital content

= Payment systems/E-money systems

= E-advertising

= Online public auctions, including placing of state orders

Round Table “Problems of developing E-marketplace in Russia”



A'L'R'UD |
Electronic Trade Platforms (ETP)

= Appeared in the first half of the 90ies: Russian Trade System (RTS), Moscow
Interbank Monetary Exchange (MMVB), Russian Open Joint Stock Company for
Energy and Electrification (ROJSC E&E), others

= Federal program “E-Russia” 2002-2010. Stage III: “mass circulation of

information technologies in real economy sector”
= Federal Law “On Electronic Digital Signature”, 2002:
- definition of electronic digital signature (EDS)

- fundmentals of electronic documents flow

Round Table “Problems of developing E-marketplace in Russia” 8



ALRUD Electronic Trade Platforms (ETP)
B (continued)

= Federal Law “On Placing Orders for Goods Delivery, Execution of Works,

Rendering Services for State and Municipal Needs™:
- definition of public auction in electronic format:
= the auction is conducted at an electronic trade platform
= auction announcement is placed at the official website

" no negotiations between the auction participants, operator and/or the

customer

Round Table “Problems of developing E-marketplace in Russia” 9



A'L'R'UD _
What is ETP?

= Internet area/site where competitive sellers meet

competitive buyers

* Organization/Management of ETP — independent Sellers

operator or group of sellers and buyers

= ETP participants — sellers and buyers of goods and

services, investors, logistic companies

= Distinctive features of ETP:
Investors Buyers

- electronic document management and use of EDS;
- participation through joining the EDS rules and
regulations;

- submitting documents/data on the participant when
logging in EDS system;

- possibility to use e- money

Round Table “Problems of developing E-marketplace in Russia” 10



A'L'R"UD .
ETP Operations

= B2B, G2B, B2G:

- auctions

- request of quotation

- request of commercial offers
- placing state/municipal orders
- on-line sales

- exchange (barter) transactions

= Specialized ETP:

- vertical ETP (offers of all goods and services of a particular field)

- horizontal ETP (offers of certain kinds of goods or services)

Round Table “Problems of developing E-marketplace in Russia”

11



A'LRUD |
Operating ETP

Advantages:
= Costs and span time economy
= Overcoming administrative barriers
= Transparency of operations:
- ETP operation terms are presented in details, with access to the public
- Equal access for all the participants

= Statistics researches by ETP operator, assignment of ratings - additional tool of

market research

= ETP - supplementary tool of market promotion

Round Table “Problems of developing E-marketplace in Russia” 12
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LAW FIRM SINCE 1991

Fields of concern:
= Low rate of Internet use in the regions
= Electronic payments underdeveloped
= Lack in legislative regulation of ETP
= Technical aspects:

- Compatibility of ETP software

and participants software

- Law level of information/data
security protection, DLP-systems

underused

Operating ETP

= Access to commercial information of
participants and their activities, use of
this information

= Use of EDS of other certification
centers

= Marketing policy and reputation of

ETP operator — influence on the
participants
= ETP operator and information

provided by the participants — who 1is
responsible for verification?

= Fair competition on ETP — who is
responsible?

Round Table “Problems of developing E-marketplace in Russia” 13
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Thank you for your attention!

ALRUD Law Firm

Irina Anyukhina, Partner, 1anyukhina@alrud.ru
17 Skakovaya Street, 125 040 Moscow Russia

tel.: + 7495 234 96 92, fax.: +7 495 956 37 18

www.alrud.ru
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OTKPbITbIE AYKLIMOHbI B 9NIEKTPOHHOW ®OPME
HA EAMHOW SNEKTPOHHOW TOPrOBOW MIOLWAOKE

[OPOAOA MOCKBbI
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SNNEKTPOHHbBIE AYRUMOHbI B MOCKBE

LVHAMMKA YACTHA AYKLIIOHOB B SNEKTPOHHOW ®OPME

BI. MOCKBA, EL.
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2006 2007
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2006 2007 2008 2009
CHWUMEHMUE LEHbI, % 6,9 7,5 8,2 21,4
CPEAHEE YNC/O YYACTHUKOB,% 2,63 3,18 3,84 4,17
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AOCTYIN K MUHGOPMAULNKN O MPOBOANMDbIX 3AKYTIKAX

KONMWUUECTEO NOMb3OBATENEAMHTEPHET B PO, MITH. YEN.
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3NNEKTPOHHbIE AYKLIMOHbI ®EAEPA/IbHbIA SKCNEPUMEHT
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OBLUECTBEHHbIN HABMOOATESbHbIM COBET

OBLLECTBEHHbIA HABNIIOOATE/IbHbIA COBET
KONNETMA/IbHbIA OPTAH FTOCYAAPCTBEHHOIO U OBLLECTBEHHOIO KOHTPO/IA

XOOA ®EAEPAZIbHOIO 3KCNEPUMEHTA U PABOTbl HALMOHA/IbHbIX ONMEPATOPOB
3/TEKTPOHHbIX AYKLMOHOB

1. || KOHTPOJ/1b XO4A 3KCNEPUMEHTA

2. || OUEHKA PE3Y/IbTATOB 3KCINEPUMEHTA

3. || CTPATErMAa PAGOTbl HALUMOHAJIbHbIX ONEPATOPOB
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Concluding an Agreement in Cyberspace

Ekaterina Karlova-Ignatyeva

Lawyer, L.L.M.
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General Provisions on Transactions

= Form of the

transaction — > Essential conditions
Cont £th Form of the
on ent§ ofthe transaction
transaction —
written verbal
simple notarized :

BEITEN BURKHARDT



Written Form of a Transaction

I]Dl::> between legal entities;

|]|]|::> between legal entities and citizens;

>

ﬂl]l::> between citizens for the amount exceeding the minimum monthly
wage stipulated by the laws by at least ten times.

Consequences of nonobservance: in the event of a dispute parties forfeit their
right to refer to witness testimony in order to confirm a transaction and its terms
and conditions, but they can refer to written and other evidence.

Consequences of nonobservance of the form in certain cases: invalidity of
the transaction

For example, for foreign trade transactions

BEITEN BURKHARDT



Written Form of a Transaction

Written form of a transaction is deemed observed if a contract is executed by:

= one document signed by the parties;

= document interchange using mail, telegraph, teletype, telephone, electronic
or other means of communication that allow to establish reliably that the
document comes from a contracting party: offer and acceptance;

= the person’s (receiving a written offer) performance of the actions on
performance of contract conditions specified therein (shipment of goods,
provision of services, performance of work, payment of the respective
amount).

An offer shall be addressed to specific persons and contain essential
conditions of the contract.

An acceptance shall contain a reply on its accepting by the person to
which the offer is addressed.

BEITEN BURKHARDT



Problems Related to an “Electronic
Transaction”
Main issues: l

A

Observance of the written form l

A

from which the document comes?

Is it possible to establish the personl

BEITEN BURKHARDT



"Electronic Transaction”

Concluded by
email

Py

= An offer is sent by email;

= An acceptance is sent by
email;

The question is whether the

contract is deemed
executed.

BEITEN BURKHARDT

Concluded using a
webpage

Placement of the information
on the goods (invitation to
make offers or a public
offer);

Placement of a proposal to
buy the goods (offer or
acceptance);

Sending the acceptance,
performance of the actions
on performing conditions of
the contract;

The question is whether the

contract is deemed
executed.




Electronic Digital Signature

Main functions:

= Protects a document against forgery;

= Enables to identify the owner of a signing key certificate (i.e. establishes the
person from which the document comes);

__~ = Enables to establish absence of distortion of the information contained in

an electronic document.

In order to execute civil law contracts or formalize other legal relations in which
persons exchanging electronic messages participate, exchange of messages each of
which is signed by an electronic digital signature or other equivalent of own signature

of the sender of such message, in accordance with the procedure specified by

federal laws, other regulatory legal acts or agreement of the parties,
shall be deemed as document interchange.

BEITEN BURKHARDT




Electronic Digital Signature (EDS)

Difficulties in using EDS
Technical:

Difficulties in using EDS
Legal:

= Receiving procedure;
* Financial expenses;

= |mpossibility to use one EDS
on all e-commerce sites;

= One owner of EDS;

Period of validity of an EDS
certificate;

Delegation of EDS;

Necessity to have the
procedure for dispute
settlement;

Use of EDS during
transactions is permitted in
the cases and in accordance
with the procedure
established by agreement of
the parties;

BEITEN BURKHARDT



Other Means of Identification of the Sender

Registration procedure on an e-commerce site which does not
allow registration on behalf of a third party:

= Provision of certified copies of constitutional documents
of a company;

= Provision of a certified copy of the certificate of state
registration of the legal entity;

= Provision of a certified copy of the tax registration
certificate of the legal entity.

] This does not guarantee that in the event of a dispute it
will be acknowledged that the person from which the
document came can be reliably established

BEITEN BURKHARDT



Other Means of Identification of the Sender

= Sending documents from an email address registered in the
name of a specific person;

= Sending together with a document copies of the charter and
certificates of registration of the legal entity from an email
address registered in the name of a specific person;

This does not guarantee that in the event of a dispute it
will be acknowledged that the person from which the
document came can be reliably established

D)

BEITEN BURKHARDT



Risk Minimization

= Using EDS when concluding transactions and in
the Internet;

= Using EDS in accordance with the procedure
specified by the laws;

BEITEN BURKHARDT



Contact

Ekaterina Karlova-lgnatyeva

BEITEN BURKHARDT Rechtsanwaltsgesellschaft mbH
Turchaninov per., 6/2

119034 Moscow

Tel.: +7 495 2329635
Fax: +7 495 2329633

E-Mail: Ekaterina.Karlova@bblaw.com
www.beitenburkhardt.com
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Thank you very much for your attention.
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Kniouesble ¢paKTbl Ycnyru OTtpacnesas cneuymanmsaums
* lop ocHoBaHuA: 2000 Ycnyru no paspabotke " duUHaHCbl, BaHKOBCKUIA U
* LUTtab-kBapTnpa: MockBa 3akasHoro PO CTPaxoBOM CEKTOP
* Bxogwut B cocTaB IBS Group = [IpoeKTupoBaHue n " DNEeKTPOHHasA KoMMepLUs
* ExerofHblit poct — 60% c 2003 paspabotka 3akasHoro 0O = TenekommyHuKauum
* Bbipyyka B FY 2008: $128M " Mwrpauua u peuHXUHNUPUHT = TAxenaa NpoOMbILLIEHHOCTb U
* [epcoHan: 6onee 3 Thic. " lMopnepxka u cepsucHoe MallMHOCTpOEHWE
« MpegcTaBuTenscTsa 8 obcnyxusaHmne = Pa3paboTKa BCTPOEHHbIX
CesepHoii Amepuke, EBpone ¢ * HesaBMcMMOE TecTMpoBaHMe cuctem n UT npoaykTos
Or0-BOCTOYHOM A3nK * Pa3paboTKa BCTPOEHHbIX = ABTOMOOM/bHAA
* CepTuduMKaTbl KauecTsa: EAlGUTERY MPOMBILINEHHOCTD
e SEICMMI v1.2 Level 5 Ycnyru no IT- KOHCANTUHTY " Megua
¢ 1SO 9001:2008 = ApPXUTEKTYPHbIN KOHCAaNTUHT " ABuvauMA
« 1SO 27001:2005 * [osblweHNe 3pGEKTUHOCTM 1 " JHeprenTka
COBEpPLUEHCTBOBAHME

npoueccos pa3pabotku MO

= KOHcantuHr B obnactum IT-

MHPPACTPYKTYPbI
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MNMytewecrsua Putenn ®dunHaHcoBble ycnyru Meauna
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PeweHMA Ha4aNbHOMo YPOBHA

MNpegHasHayeHbl gna Manoro n CpeagHero busHeca SMBs
> Manbih nnn CpegHuit busHec
>  Manbih 6roaKeT Ha IT U MapKeTUHT

> 06opoT < S3M
YaHOO!  amazoncom. ProStores)? &oscommerce

= PR Sl Sl
an d},{mmpam,r

MpodeccruoHanbHble cepBUCHI

KomnaHuu, npegocrasadrowme cneumnaan3npoBaHHblie CEPBUCHI MO 3aMYyCKY e-commerce
peweHnAa

@

. . . ¥ gsicommerce* nova %"
eFashionSolutions [f§ VEoMmmercer i 9 __
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http://www.efashionsolutions.com/index.php

Saa$ (MO Kak cepsuc)

Kommepueckoe e-comm pellueHne gnsa npoaBUHYTOrO MHTEPHET MarasmHa ¢ BO3MOXHOCTbIO
n06aBNATb HOBbIN PYHKLUMOHAN

. 0
@ marketlive  GaHda Q rrurtion  (hdemandware

CneumnanusmposaHHble e-Comm nnatdopmbl

TeXHONOrMYECKN C/IOXKHbIE pelleHns, MO3BONAIOLWIME CTPOUTb BbICOKOMPOU3BOAUTE IbHbIE
e-comm peLeHns U MHTErpmMpoBaTb UX € IT MHPPACTPYKTYpPO KOMNaHUK

44 B elasticpath @
atg?  momsor Soin P
( sterling  1C-BUTPUKC

BroadVision iCongo EscAL@ ) commerce

e-business for everyone RET AL An AT&T Company
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http://www.icongo.com/eng/index.cfm
http://www.venda.com/page/simplicity
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Mobile .
Customers &

T

Moaobile gateway

~Back Office

Customers

High Availability @ @

E-Commerce Call Center, CRM /
Solution(s):

Web Servers;
Merchandisers, A Core OLAP,
Managers, i ) Commerce Decision Support
Site Administrators, s ¥ 2 Servers. System,
Accountants i Reporting,
Application Database Analysis
N 4 Servers Server

ﬁ-——

NI

ERP. Credit Cards,
E-ltems, CRM, PayPal,
Tickets, MRP, Webmoney
Goods, CMS, Google Checkout,
Gift Certificates Invoicing M-Payment
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B2B B2C

HapeXHOCTb /

Yno6¢cTBO Ncnonb3oBaHUA

[Mpon3BoANTENbHOCTb

MpuBnekaTenbHOCTb (KpacoTa)

Be3onacHoCTb / /

JlononHuTenbHble cepBUCHI

Pa3BuTHe pelieHua/peknama

ENAEANA NN

CKopocTb / TPYA0EMKOCTb
pa3paboTKM 1 BHeaApEeHUA

Hannumne kBan. cneumannuctos &
CTOMMOCTb PECypCoB
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KenatenbHo co3gasaTb S1IEKTPOHHYIO TOProByro naoWwaaky Kak npoaosKeHne CyecTtByroulero 6u3Heca

CocraBneHue nNsaHa co3aaHuA, pa3BepTbiBaHUA U Pa3BUTUA e-COmMMm peLueHnA

>

>

>

Cpoku

broaxer

KomaHpga

TexHonormnyeckas nnatdopma
Bbibop nogpaaumka

[JeTanbHoe NpoaymbiBaHUe Bcex BU3HeC — AeTanel (40CTaBKa, cepTudMKauma, npuem naaTexen, BoO3BpaT TOBapa,
B3aMMOZENCTBME C NAapTHEPAMM 1 NPOM.)

Co3paHue 1 3anycK pelueHua

>

>

>

Pa3paboTka
BHeppeHue

Ycnnma no noggepxaHunw U NPpoaBUKEHUIO

[DopaboTka u passuTue peLieHus

>

>

>

[dopaboTka, fobaBneHne HOBbIX MPOAYKTOB U YCAYr
PaclumpeHune aygutopum

AHanns busHec-nokasaTtenemn
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