TEACHING PEOPLE THINGS
THEY DON’T WANT TO LEARN

Tennosa Orbea,
Security Awareness Programs Manager
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Top risk Cyber incidents
4. Macroeconomic developments
A Brexit

“Inflexibility in the face of change is the biggest risk to our
customers and us. Technological change is impacting our
dients’ business models, from where and how they eam
revenue. to the blurring of old business segment definitions.”
Brian Kirwan, CEO, AGCS UK

e——

Allianz Risk Barometer

Top Business Risks 2017

& Germany
Top risk Cyber incidents |

a Political risks (war, terrorism)

a New technologies

Increasing interconnectivity in an industry 4.0 environment and
sophistication of cyber- attacks pose a huge risk for German corporates. |
We see increased activities of lawmakers and higher management
awareness with comprehensive cyber risk strategies emerging.”
Andreas Berger, CEO, AGCS Central and Eastern Europe



MHO®PPMALIMOHHAA BE3OINAHOCTb — 3TO J1KOOU

80% BCEX MHUMOEHTOB HAa4YMHAaKTCA C OLLMOKMU
OObLIYHOro COTPYAHMKA

CoTpygHuKu camu

* IrHopupytoT onacHocCTH

* YcTaHaBnMBalT BUPYChHI

 Bblgatot kKoHQmaeHUmanobHble JaHHbIEe
« Hapywatot npasuna b

Haunbonee ysa3sumble mecTa: HR, PR, cekpeTapuart, nocTaBLLUKK



BJIMHUE KUBEP-UHUMOEHTOB

= KOTMPOBKM N KanuTanmsaums
= KOHKYPEHTOCMOCOOHOCTb

= AKTuUBbI

PerynupoBaHue v wtpadobl

Kapbepa meHeoxepos

A,EI,MI/IHI/ICTpaTVIBHaﬂ N YyronnoBHasd OTBETCTBEHHOCTb



NMOYEMY BO3HUKAET HEOOBOJIbCTBO OBYYEHUEM

AnA COTPYAHUKA

=  TpebyeT MHOro BpemMeHu

=  MewwaeT NCNONHEHNIO MOUX 06A3aHHOCTEN
= 310 oTBETCTBEHHOCTb VT noapasgeneHuni
=  # He ABASOCH LIENb MOLLIEHHMKOB

= b He okasblBaeT Noaaepkkm

= ATakum npoucxogar peako

= OTO CIULLKOM CMOXHO

= OTO UCKNIOYNUTENBHO TEXHUYECKMNE 3HAHUI U HABbIKK
=  CnoXHo 1 abcTpakTHO

*  BbicTpo 3abygeTcs

=  He HyxHo ansa 6usHeca

* 4 HM4ero He Mory caenaTb C Xxakepamu

» CKy4HO!

anAa oOPrAHU3ALUN

=  CnoxHo ynpasensaTb

=  HeBO3MOXHO Hay4uTb KaXaoro

=  He sBNnseTCA NpyoOpUTETHLIM

* He nopaepxumBaeTcsa pykoBoaUTeENsamMm

=  He nsamepnmo

=  ®opmanuam npu obyyeHun

=  PesynbTaTbl CNOXHO NpOaHann3MpoBaTb
=  [oporo

- He Hapo TpaTUTb BpeMA Ha TO, YTO HE BIIUAET Ha
npon3BoaAnNTENIbHOCTb

- He nmeet oTHOLWEHMUSA K peanbHOCTU

=  OpHopasoBbi adhdekT

» He adodpekTmnBHO!



AEMOTUBUPYIOLWLWUE YCTAHOBKW

‘A He
npeacrasnsto
NHTepeca ans

Knoep-
NPEeCTYNHUKOB”

“YMHbIEe
Xakepbl

“Y MeHsa HeT

BPEMEHU Ha

cliomMmaroT MOU .
Oe3onacHOCTb

KoMmnbloTep”




CMEHA YOEXOEHUN

“YMHble Xakepbl criomatoT
MOW KOMMbIOTEP”

OnacaunTtecb nogen, a He
CITOMaHHbIX KOMMbIOTEPOB

ogymauTe, KTO MOXET J1erko

BOCMNOJ1Ib30BaATbCA TEM, YTO
Bbl AEJ1AaETE

“A He
npeacTaBnso
NHTEepeca ans

Knbep-

NPecTyNHUKOB”

“Y MeHs HeT
BPEMEHN Ha
©e3onacHocTb”

KASPERYKY3



CMEHA YBEXOEHUW

“HA He npencTaBnsto
MHTEpeca ansa Knoep-

“YMHblEe Xakepbl ”
cnomatoT Mom “Y MeHs HeT
KomnbtoTep” BPEMEHMU Ha
B6esonacHoCTb”

A CTpagatoT He KpyrHble, a

niogen, a He

CHOMaHHbIX AOCTYMNHbIE MUNLLIEHU

KOMIMbKOTEPOB

ogymaunTe, KTo

MOXET 1erko CTaHbTEe MEHee YA3BUMbIM,

BOCIOJ1b30BaTbCA

TEM, YTO Bbl qu ﬂ'pyrme

KASPERYKY3



CMEHA YBEXOEHUA

‘Y MeHs HET BpeMEHU Ha
“YMHbIE Xakepbl npeacTasnsto T
CNomaroT MO NHTEpeca ans 6e3OI'IaCHOCTb

KomMmnbtoTep”

Onacaiitecs Crpanator He BesonacHocTb HeobXxoamnma

nogen, a He KpYnHble, a

CrIoMaHHbIX AoCTyTHbe ansa agpdekTneHoOW paboThl

KOMIMbKOTEPOB MULLEeHN

ogymaunTe, KTo

MOXET rnerko CTaHbTe MeHee COpr,D,H Mqal‘/'l-l-e a He

BOCIOJ1b30BaTbCA YA3BUMbIM, YEM

TeM, 410 2 Apyrue Topryurtecsb, ¢ otaenom Vb




REACH THE GOAL THE SAFEST WAY

Steps to results

Steps to safety

Steps to prevent

. . Correct wa
a dangerous situation y

Wrong way

>

Yes

— Signs

Hazard prevention

The goal isn't reached
But the catastrophe has been
prevented

€

The goal is reached



NMPOrPAMMA PA3BUTUA KYIIbTYPbl KUBEPBE3OINACHOCTU
NABOPATOPUU KACIEPCKOIO

[ToHMMaHWe n nopgaepxka

Pykosoautenu ctpaterun b

busHec-peleHuns,
COOTBETCTBYIOLME
cTtpaterun Vb

CyberSafety

Menenxepsl
FHRER Management Games

HaBbikn 6e30nacHoro
MCNONb30OBaHUSA
KOMMbOTEPA N MHTEPHETA

OHnanH-nnaTtpopma

Bce coTtpyaHunkm
o6y4yeHuns HaBbikam

LononHuTenbHble
WNHCTPYMEHTbI yrpaBaeHus
Otnen Nbn UT TpeHUHr No B3aumMoaencTBuio NHPOPMALIMOHHOWN

C COTPYAHMKaMMU 6€30MacHOCTbIO

OueHKa KynbTypbl Knbep6esonacHocT1

CrpykTypa TpeHuHros «JlabopaTopun Kacnepckoro» no noBbILLEHWUIO OCBEAOMNEHHOCTH B 061aCTN Knbepbe3onacHOCTU



KIPS (CTPATEIUSA)

Kaspersky
Interactive Protection Simulation

KASPERJKYS =

Llenn n 3aga4un 6usHec-cumynaumm

1. TloHMMaHue cTeneHn BNUAHUSA

NHOPMaLNOHHOM 1 KnbepbesonacHOCTU Ha

YCTONYMBOE Pa3BUTME KOMMaHUM

2. W3yyeHne coBpeMEHHbLIX Yrpo3 1 TUMOBbIX
OLIMOOK, cCoBepLUaeMbIX NPU MOCTPOEHUN

nonutukn b

3. OtpaboTka B3anmMogencTesus Mexay

nogpasgeneHnamm n otgenom Nb ans
obecnevyeHnss yCTOMYMBOCTU K Knbepyrposam

dopmaTt

NHTepakTuBHasa oHnanH 6usHec-cumynaums,
rpynnbl oT 10 go 500 4enoBek, 2 Yyaca
BoamoxHO npoBegeHmne Kak B OHNamnH-
dopmaTte, Tak 1 B hopmate O4YHOro TPEHUHrA.

Ona Ton-meHeaxepoB
M pyKkoBoauTernemn
otaenoB IT n Ub

Kopnopauus

OMEeKTPOHHOoEe
npaBUTENbCTBO

SﬂeKTpOCTaHLl,VIFI

Bo3moXHble Bapuauum cueHapus

3almTa TOproBbIX U NPOMBbILLIIEHHBIX
KOMMaHui OT ransomware, LernesblX aTak
N NPOYNX YA3BUMOCTEN

3awmTta C*)I/IHaHCOBbIX MHCTUTYTOB OT
BHOBb BO3HMKaAKWLLKX LENeBbIX Km6epaTa|<
BbICOKOIo YpOBHA

3awmTa NnyoennYHbIX 3NEKTPOHHbIX
CEPBUCOB OT aTak U IKCMIIONTOB

3awwmTa NPOMBbILLNEHHBIX KOMMAHWI U
006BHEKTOB MHPPACTPYKTYpbI (Ha Npumepe
ra3oTypbUHHOM aNeKTpocTaHLmnn)



MEHEKEPCKUE HABbIKU CYBERSAFETY MANAGEMENT G/ Mos
(YNIPABJEHME) s

=
o s i Lenu n 3agaum 6M3HeC-CVIMynF|U,V|V| Ona NnUHenHbIX
— pykoBoauTenen u
1. lNoHnmaHue n aHanns Ub puckos pyKkoBoauTenei
I'IO/J,pa3JJ,eJ'IeHVIF| cpeaHero 3BeHa

2. dopmuMpoBaHMe HaBblka aHanM3a u
KOHTpons cobntogeHus npasun Vb
NOAYMHEHHbBIMU

3. ®dopmupoBaHMe MOTUBALUN U YMEHUSA
NPUHUMATb BU3HEC-PELLEHNS C YHETOM
npuHumnos Nb

dopmaTt

NHTepakTnBHasa OH-nanH 6usHec-cMmMynsaums,
rpynnel oT 10 go 50 4Yenosek, 4 yaca



NMEPCOHAJIbHbIE HABbBIKU (OBYYEHUE HABbIKAM)

Ob6yvatowme moaynu
+

CumMynmpoBaHHble
domLLINHr-aTaku

OueHka 3HaHun

AHanuTukKa u

OTYHETHOCTb

O6nayHas nnatdopma ¢ 6onbLWKM
BbIOOPOM aAMUHUCTPATUBHBIX pOnen

Lenun v 3apgaum

o Ons Bcex
[MonyyeHne 3HaHUM 1 oTpaboTka COTPYAHMKOB

nepcoHarnbHbIX HABbLIKOB, HEOBX0AMMbIX ANs
cobntogenus b B exxegHeBHOM paboTe

dopmar

Habop agnctaHumoHHbIX moayrnen, 10
moayrnen, 1 mogyns — 20 MUHYT

E: bBesonacHoCcTb MOBUMbHBIX YCTPOWCTB
YPok 1 - UILHECKUE U MEXHINECKUE MEDSI IS 4t L K n.coly

A
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SECURITY AWARENESS PROGRAMS
CAN TURN CYBER SECURITY
INTO
A POSITIVE MODEL

KASPERYKY3



SECURITY AWARENESS = FACE AND VOICE OF SECURITY DEPT.

A Word to CISOs Seeking to Purchase Security Awareness CBTs

CISOs and other purchasers of security awareness CBT products should resist basing their vendor
evaluations solely on technical/functional requirements. Deployment of security awareness materials
— in many ways — becomes the overt face and voice of the security department to the rest of the
organization. As such, ensuring that the tone, production value, and overall look and feel of the
solution are a good match for your specific organization is fundamental to success.

Magic Quadrant for Security Awareness
Computer-Based Training

Published: 25 October 2016 ID: GD0293102
Analyst(s): Perry Carpenter | Joanna G. Huisman



TRAININGS WITH ORGANIZATIONAL EFFICIENCY

BUILD BEHAVIOR, MANAGE PAINLESSLY,

NOT JUST GIVE KNOWLEDGE MEASURE REAL TIME
A learning approach should involve gamification, learning-by-doing, Computer-based training programs ensure consistence in training quality
group dynamics, simulated attacks, learning paths, etc. It results in as well as flexibility, real-time skills assessment and efficient
strong behavioral patterns and produces a long-lasting cybersecurity reinforcement. Automated training assignments, repeated attacks, auto-
effect. enrollment in training modules build a long-term efficiency.

And don't let your training be boring. Easily managed by Security team or HR/ T&D.

MEET BUSINESS NEEDS AND FORMAT PREFE- BASE EVERY TRAINING ON A STRONG

RENCES OF EVERY ORGANIZATIONAL LEVEL CYBERSECURITY GROUNDS
Having different training for different organizational levels and functions Don't think that ‘non-IT’ training does not need a deep cybersecurity
creates a collaborative CyberSafety culture, shared by everyone and expertise. Every training should be based on a strong security model —
driven from the top. and be up-to-date towards most recent threats.
Senior managers, line managers and regular employees need different That's how we add to building a safe cyber environment — which is strong,

skills. shared and self-sustained.



EXAMPLES
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KASPERSKY SECURITY AWARENESS INITIATIVES WORLDWIDE

nnnnnnnnnnn

59 countries f

as of May 2017 {
73



PROGRAM OUTCOME

up to not less than up to

90% 50% 93%

A decrease in a A decreasein a Probability of using
total number of monetary volume of the knowledge in
incidents incidents the daily work
RIGHT GOALS,

GAMIFICATION AND
TAILORED SET OF TRAININGS

more than

30x

ROI from spending
to the security
awareness products

amazing

86%

Willingness to
recommend the
program



_ B ol |

- Mm S =
WE PROTECT WHAT MATTERS MOST
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