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Yto Takoe GDPR?

452016 Official Journal of the Furopean Union L1181
I
(Legic
REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016
on the protectio f n lp:ﬁolw th regard to the of pi ld r d n the free
movement f such dat:

and repea |gn.ﬁr 954»6PIL|(' ol Bata Pro egul on)
(Text with EEA relevance)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the Furopean Union, and in particular Article 16 thereof,
Having regard to the proposal from the Furopean Commission,
After transmission of the draft legislative act to the national parliament
Having regard to the opinion of the Furopean Economic and Social Committee
Having regard to the apinion of the Committee of the Regions (7.
Acting in accordance with the ordinary legislative procedure [}

< in the of p \d:u fu 1
ndame a]Rgh e fu e
aropaan Uston (TTEU) provide that evyons

5/46[FC of the Furopean Parliament nd of the Council (‘) seeks to harmonise the protection of
hes an: ral viticz nsure v

General Data Protection Regulation (GDPR) —

3TO HOBbIN pernameHT EC o0 3awuTe nepCcoHaNbHbIX
AaHHbIX, popmupyoWMN obA3aTeNbHble K COBNOAEHUIO
eauHble NPUHUMNBI M NoAXOAbl Kak ANA rocyaapcrs-
yneHoBs EC, Tak un pna wuHbIX rocygapcts. 19.04.2018
npoBeAeHa  FapMOHM3aUMA  MNPOYTEHMA  HEKOTOpPbIX
nonoxkeHnn GDPR Ha pa3Hbix A3blKkax EC.

HekoTtopble daKThbl:

e gcTynun B cuny 25.05.2018

e 3ameHAeT coboi Anpextusy 95/46/EC ot 24.10.1995

® rAPMOHU3MPYET NPaBOTBOPYECTBO U NPABONPUMEHEHME
® JIOKa/IbHbIN HaA30p OCYLLECTBASAETCA HALMOHANbHbIMU
opraHamm cTpaH-y4acTHUL, EBpocoto3a no 3awmTe AaHHbIX
(Data Protection Authorities)

e 0OWMNIA Haa3op ocylecTBadeTca EBponeiickum coBeTom
no 3awmuTte AaHHbiXx (European Data Protection Board)
® HeNoCcpeACTBEHHO MPUMEHAETCA HaLUMOHa/IbHbIMU
cyaamu rocypapcte-yneHos EC n Cyaom cnpaseasiMBoCcTu
EBpocoto3a (European Court of Justice)



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://data.consilium.europa.eu/doc/document/ST-8088-2018-INIT/en/pdf
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Digital Single Market: ceo6oaHoe nepemelwyeHune B EC aaHHbIX,

He ABNAIOLWUNXCA NepPpCOHA/IbHbIMU

m EUROPEAN
COMMISSION

Brussels, 1392017
COM(2017) 495 final

2017/0228 (COD)

Proposal fora
REGULATION OF THE EUROPEAN PARLTAMENT AND OF THE COUNCIL
on a framework for the free flow of non-personal data in the European Union

{SWD(2017) 304 final}
{SWD(2017) 305 final}

Proposal 2017/0228 (COD) for a Regulation on a
framework for the free flow of non-personal data in

the European Union

MNpoeKkT PernameHTa 0 cBO6OAHOM NepemMeLLeHUN HENNYHbIX
AaHHbIx B EC. Mo pacyetam EBponenckon Kommccum
NoTeHUWaNnbHbIN 3PPEKT OT CHATUA BHYTPEHHMX Bbapbepos EC
Ana csobogHoro nepemelteHna MHGOPMALMKU COCTaBUT A0
€739 mnpa. K 2020 roay, yasous aoto otpacan ao 4% BBIM EC.

MonesHblie cCbiNKu:

* Framework for the free flow of non-personal data in the EU

* EU negotiators reach a political agreement on free flow of
non-personal data

MNpumepbl TpeboBaHMM 0 IOKaAM3aLUMKN AaHHbIX B EC:

* [OaHHble O TPAH3aKUMAX NPU OKa3aHUM GUHAHCOBLIX YCAYT;

* cBeAeHus, cocTaBasawwme npodeccmoHanbHble TaliHbl
(Hanpumep, BpayebHas TanHa);

* MHpopmauma, obpasywowanaca B npouecce paboTbl
rocyAapCTBEHHbIX OpPraHoOB, BHE 3aBUCMMOCTM OT ee
KPUTUYHOCTW.
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PyKoBOACTBO NO €eBPONENCKOMY 3aKOHOAATe/IbCTBY O 3alymuTe
AaHHbIX oT FRA

HANDBOOK

Handbook on European

data protection law

2018 edition

B mae 2018 roma AreHTCcTBO EBpOnenckoro coksa no
dyHOAamMeHTanbHbIM npaBam 4enoseka (European Union
Agency for Fundamental Rights) n Coset EBponbi (Council
of Europe) onybankosanu obHoBneHHoe PyKoBoACTBO NO
€BpPOoNneiMMCKOMY 3aKOHO[ATENbCTBY O 3aliuUTe AAHHDbIX.
MonoxeHna PyKOBOACTBA OXBaTblBAlOT HE  TOJIbKO
OCHOBHble onpegeneHusa, nNpUHUMNbI W TpeboBaHUA
GDPR, HO u paccmaTpuBaloT NPUMEHMMYKO CcyaebHyto
NpakTUKy EBponenckoro cyaa no npaBam YesioBeKa
(European Court of Human Rights) n EBponeickoro cyaa
(European Court of Justice).

EUROPEAN UNION AGENCY
FOR FUNDAMENTAL RIGHTS

w* SR - COUNCIL OF ELURQPE
* T 3 i "
* [ L ! | n
i 1 0 e
ol

fra.europa.eu



http://fra.europa.eu/sites/default/files/fra_uploads/fra-coe-edps-2018-handbook-data-protection_en.pdf

v

Pykosoacteo ana SME no 3awmrte nepcoHasibHbIX AAHHbIX OT

ENISA

Guidelines for SMEs on the
security of personal data
processing

DECEMBER 2016

WWW.enisa.europa.eu

Define the
context of
personal data

Implement &
mentain

measures .
processing

Identify
relevant
security
threats

Select
appropriate
measures

Calculate risk
(likelihood,

impact to
individuals)

Security risk management for personal data

WWW.enisa.europa.eu



http://www.enisa.europa.eu/

8 Cdepa peiicteua GDPR no Bepcuu ISACA

Figure 44—Determining if GDPR Applies to an Enterprise

GDPR applies [

Does the data
subject reside or
stay in EU?

Does the
ocessing relate
monitening the
behavior in EU?

GDPR does not apply [

Source: Varankevich, Surhet; “Territonal scope of the GDPR (Flowchart),” Linkedin, 17 February 2017,
www.linkedin.compulsererritorial-scope-gdpr-flowchart-siarhei-varunkevich, adapted per creative commons license at
https: /ereativecommons.org/licenses/by-sa/d. ()
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Coepa peiictBua GDPR no sepcumn PockomHag3sopa

Tpe6oBaHuUsA PernameHTa EBponeiickoro cow3a no 3awumre
NepCoHanbHbIX AaHHbIX He BYAYT PACNPOCTRPAHATLCA Ha POCCUIACKNX
OnepaTopoB, paboTatoLmx B Poccun - A, XXapoB

9 HoABpA 2017 roga

rkn.gov.ru/news/rsoc/news53394.htm

TpeboEaHWA BC
EBponeickoro
ByayT pacnpocT|
OCYLLECTENAKDLLY
HWX pacnpocTp
chepe. 06 3TOM
AnekcaHap Xap
VIl MexayHapo
AaHHEBIX®,

Mo ero cnoeam,
YUACTHULER M
YCTAH3BNMEAKLMX NopAg0oK 0BpaboTKY NeproHansHeIX A3HHBIX

«PernaMeHT, No HalWemMy MHEHWIO, JONKEeH YUUTRIBATLCA TONLKO

EBPONeNACKNX Tpax4aH POCCMACKMMI ONEepaToOpPamMK Ha TEPPUTOPI
OTMETWE, UTO TaKaR NOZMLMA COOTESTCTEYET OOLUENPUHATEIM MEX
NepcoHaneHeElX AaHHBX. «CUWTAK, YTO K BONPOCY O NPUMEHMMOC
ByAeT BEPHYTECA TONBKO NOCIE 8ro BCTYNNEHWA B 2aKOHHYH Cln

npaecnpuMeHerna. M koraa sto ByaeTt 3adbWMKCMpPOEaHD B ME)KA}I’)»I
nogyepkHyn A. XKapos.

KoHbepeHUWA «3a11Ta NePCOHANEHBIX A3HHBIX» NPOBOAWTCA NO.
- YNOAHOMOYEHHOID OPraqa No 2alyuTe Npae cybLekTos NepcoH.

. |
rkn.gov.ru/news/rsoc/news51780.htm

CocTosanock 3aBepllatolee B 2017 roay 3acesaHve KOHCYNbTaTUBHOMO
coBeTa NMpu YNoNHOMOYEHHOM OpraHe rno 3aliuTe Npae Cy6bekToB
NepcoHanbHbIX AaHHbIX

20 pekabpa 2017 roga

KOHCYNLETAaTUEHLIA COBET NPM ¥NONHOMOYEHHOM OPraHe no
I3WNTE NpaE CyOLeKTOE NePCoOHaNnEHBIX AaHHEIX B 2018 rogy
NNaHWpyeT NPeACTaBnTEL NPeANoXeHWA No NPaBoBoMy CTaTyCy
«0Be3NMUYEHHBIX? JaHHLIX, 3 TAKKE N0 BOIMOXHONA
KOPPEKTUPOBKE 3aK0OHOA3TENLCTES O NePCOHANEHLIX JaHHEIX B
KOHTEKCTE peannzalnm nporpaMmel «LlndgpoBan 3KoHoMNKa».

COOTEETCTEYHILME peLUeHA NPUHATEI COBETOM Ha NoCnegHem
3acenaHvw B 2017 rogy, cocToABweMcA B PoCKoMHaa30pe.

B Xofe 23CeAaHNA UNeHel KOHCYNETATUEHOMD CoEETa 0BCyanan
HOBele TpeboeaHWA EBpoONeAcKoro Comsza, 3aKkpenieHHble
O6LWMM DErNaMEHTOM MO 33LWTE AaHHLIX (General Data

Protection Regulation, GDPR), YCTaH3ENMEAKLWMM NoPALOK 06paBoTKW NepCoHankEHEIX A3HHLIX. B HoRBpe Ha VIII
MexayHapodHoW koHbepeHUMK «3alKUTa MEPCOHANEHBIX JaHHEIX» PYKOBOAWTEN: POCKOMHAA30PE ANSKCaHAD
apoe oTMeTyA, uTo TpefosaHuA PernamMeHTa EBPONefckore COMEZa No 33LWTE NEPLOHANBHEIX AaHHEIX He ByayT
P3cNpOCTPaHATECA H3 POCCUMIACKMY ONEpPaTopPOE, OCYLLECTENAKLLMX ASATENEHOCTA Ha3 TEPPMTOPWUK PoCccun,
nockensky Poccuickan ®elepaliA He ABNAETCA YYSCTHWMLER MeXAyHapoAHEIX A0roBopos ¢ EC. Ha HMX
pPacNpoCTPaHASTCA ABHCTENE TONLKO POCCUIACKIX 33KOHOE B 3TOR Chepe B COOTESTCTEMW C OBLLENDPUHATEIMK
MENAYHAPOAHEIMW MPUHLKMNAMM 08pafoTkK NepCoHANEHEIX A3HHLIX.

B paMkax nogeefeHA MTOTOE rofa Ha 3acejaHuin BLINO OTMEUEHOD yyacTie KoHCYNeTaTMBHOIO COBETa B
NoAroToOEKE MeToAnYecknx peKoMeHaa L|,I.'1I7I no F}EIEF}EIﬁDTKE OTPaCnNeBoro KofdeKca NosedeH A B obnacti 3alVTEI
npag C)'ﬁ'bEKTOEl NEepLoHANbHEIX A8HHBIX, a Takxe pEKOMEH,{I,aLI,I."Iﬁ no CoCTasneHW JOKYMEHTa, ONpedsnAWEero
NONUTHUKY ONepaTopa B OTHOLWEHWA oﬁpaﬁomm nepcoHanbHblX JaHHBIX.



https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
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Business World :
| Europe, not the U.S., is now the most

US companies block 500 million| powerful regulator of Silicon Valley

https://www.washingtonpost.com

L]
EurOp eanS I'ather than deal Wlth Europe implemented a sweeping overhaul of digital-privacy laws on Friday that has reshaped how technology

GD P R companies handle customer data, creating a de-facto global standard that gives Americans new protections

and the nation’s technology companies new headaches.

These major changes underscored the extent to which the European Union has emerged as the most powerful

Tom Maguire . : :
May 27 2[:%3 6-00 PM https./ / WWW.I ndependent'le regulator of Silicon Valley, stepping in where Washington has failed — or simply been unwilling — to limit

some of the United States’ most lucrative and politically influential companies.
F or some of America's biggest newspapers and online services, it's easier

billion people from acecessing your product than comply with Europe’s ney  The suite of new laws, collectively known as GDPR, for General Data Protection Regulation, gives users the
Data Protection Regulation (GDPR). right to demand the deletion of data and object to new forms of data collection while requiring that companies

get explicit consent for how they collect, process and use data — practices that had been all but unfettered in

The Los Angeles Tlmes the Chlcagn Tribune, and The New York Daily Ne
— .,1 the United States. Potential violators could face fines of up to 4 percent of global profits.

The = ‘*
Gllal'dlaﬂ Facebook, Google face

al development Football Tech Business Environment Obituaries

https://www.theguardian.com Complaints worth $8 billion
Facebook moves 1.5bn users out of reach | 5y/ar alleged breach of new EU

of new European privacy law
Facebook has moved more than 1.5 billion users out of reach of European d a ta | a w

privaq‘r la"‘f: despite a promise from Mark Zuckerberg to apply the “spirit” of * Max Schrems’ non-profit organization NOYB filed complaints against Google,
the legislation globally. Facebook and Facebook-owned services WhatsApp and Instagram.

e Schrems alleged that the companies "forced consent” from users to obtain the
right to use their data and comply with the EU's GDPR.

https://www.chbc.com

In a tweak to its terms and conditions, Facebook is shifting the responsibility
for all users outside the US, Canada and the EU from its international HQ in
Ireland to its main offices in California. It means that those users will now be
on a site governed by US law rather than Irish law.

e Schrems accused Facebook and Google of not giving users a "free choice” to
agree to the tech firms using their data.



https://www.theguardian.com/technology/2018/apr/19/facebook-moves-15bn-users-out-of-reach-of-new-european-privacy-law
https://www.cnbc.com/2018/05/25/facebook-google-face-complaints-worth-8-billion-over-gdpr.html
https://www.independent.ie/business/world/us-companies-block-500-million-europeans-rather-than-deal-with-gdpr-36950038.html
https://www.washingtonpost.com/business/technology/europe-not-the-us-is-now-the-most-powerful-regulator-of-silicon-valley/2018/05/25/f7dfb600-604f-11e8-8c93-8cf33c21da8d_story.html?noredirect=on&utm_term=.7642791c9034
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IDNews - HosocTn Software . lllyTep . Cepeepsl Super Monday Might Combat oTkniom...

Hoeoctu Software

Cepeepsbl Super Monday Night Combat oTknrouaT U3-3a HOBbIX 3aKoHOB EC o
KoHHASHUNANBHOCTH

30.04.2018 [14:51], Anexceii auez  NEtPS://3dnews.ru

YcnoeHo-becnnatHas MOBA Super Monday Might Combat npexpaTuT cBOE CywecTBOBAHME B CNEYHILLEM MECALE M3-3@ HOBLIX 33KOHOE O
KoHbuaeHUManeHocT EC. Wrpa yxe ncuezna uz MarazvHa Steam, a y obnagakowmx ek NoNL20BaTENE OHa NePeCTAHET 3anyckaTecA 24 Man.

OBLUHIA pernameHT no 3almMTe AaHHbx (GDPR) HanpaeneH Ha To, uTobbl rapaHTMPOBaETE GEe30NacHoCTL NONb30BATENER W 3aCTABHTE KOMNAHWM
cobniogatb TpeboBaHua no o6paboTke M ¥PAHEHUID AAHHLIX. TEX, KTO K 25 Maa He W3MEeHWT MHQPACTPYKTYPY B COOTBETCTEMM C 3AKOHOM, XOYT
OrpOMHEIE WTpadel.

Kak coobwwnu B Gecege c Polygon pazpabotuvkw w3z Uber Entertainment, B HbHEWHEM BWAe MyNLTUNNEEpHEA COCTABNAKILEA He
COOTBETCTEYET TpeboBaHuAmM GDPR. A Ha e& nepedentiBaHKe YHOET 3HaUUTENsHO Donblwe AeHer, yer OLINO NOTPAYEHO HA CO3AAHWE NPOEKTE.

HoBbin pernameHT EC no 3awure NeEPCOHAJIbHbIX AdHHbLIX BbIHY>XKAAET

KOMIdHWWN OTKA3blBAdTbCA OT EBDOHEHCKOFO Tpacljma

https://servernews.ru 28.05.2018 [09:59], AHnpeli Kpynus

PewnamHo-TexHonorwueckana rpynna «0TM= nNpWHANE pelleHWe O MNepeBofde CEepPEepHbIX MOLWHOCTEA C eBponefdcku® Ha eBpOCOI03
poccHicKMe nnowagk. Takuv oDpazoMm KOMNEHWA HaMmepeHa MWHWMWIWPOBATb PUCKW, CBA2A@HHBIE C BCTYNNEHWEM B CWNy B
Eepocorze «00WLero pernaMeHTa No 3allWTe OaHHeld» (aHrn. General Data Protection Regulation, GDPR), y#eCTOUGHLLETD
npaeuna paboTel C NepPCOHANBHEIMKH AGHHBIMW WHTEPHET-NONB30BaTENel. [0 CUX Nop KOMNaHWA apeHaoBana bonee 30 cepeepos MHbOpMALMOHHaR Be30NacHoCTE
B HECKONbKMX AaTa-UeHTpax [epMaHud W OpaHuud. MNepesod NpUESAET K 3aMETHOMY POCTY CTOWMOCTH CEPBEpHbIX MOLLHOCTE

ana «0TM»: exeMecAUHble apeHiHbIe NNaTexKH BeIpacTyT Ha 20%.

3alMTa AaHHbIX

CETH

PernameHt GDPR Bbln NpWHAT B anpene 2016 roga v BCTYNKMA B CWAY 25 M@A NoCie ABYXNETHErD NepexodHoro Nepuoaa. ABTOPEl AOKYMEHTE YTEEPHAAHT, UTO OH
NpMzBaH AaTk rpaxaaHaM EC KOHTpPOAb Hah CEOMMM MNEpPCOHENEHEIMK AAHHEIMW, YHWEWUWPOBETE 2ALUMTY 3THX AAHHERX M WX 3KCNOpPT W2 EBpocowza.
HecoBniopgeHue TpeBoBaHWI 3aKOHA rPO3MT HAPYWMWTENAM, B TOM UACIE M3 CTPEH, He BXOAALLMX B EBPOCOKIZ, KPYNHBIMW WTPadaMu: MakcMansHo Ao 20 MiH
eBpo WM 4o 4% oT CyMMapHoro rogoBoro o6opoTa KOMNAHHH.


https://3dnews.ru/969119/
https://servernews.ru/970334
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ABTOpPbI MOLUEHHUYECKOMU
@HGCKR@Qd cxembl ransomhack
ucnonb3sytotr GDPR

ANA WaHTaXa KOMnaHui
M nNnosyd4eHnA BblKyna.

Hacking News v+ Tech v CyberCrime v HowTo CyberEvents v Secunty v Surveillance + Explore ~

You are here: Home » Cyber Crime » Ranso

Ransomhack a new attack blackmalhng

business owners using GDPR Bsnomas  cepsepbl  O4epesHON
KepTBbl U NOXNTUB NEPCOHA/IbHYIO
By Wagason June 23,2015 @ Email ¥ @hackread ® MHpopmaLmio, MPECTYNHUKN

He  nNAaHupylT eé  Kak-nmbo
MCNONb30BaTb, a JIMWb YrpoXatoT
nybankaumen. B cooTBeTCTBMMU
¢ GDPR KOMNaHUIO *KAET KPYMNHbIN
WwTpad B CAyyae yTEYKM, MOITOMY,
yTobbl HE nonacTb MNoA4 CaHKLWUK
Esponenckoro Coto3a, opraHmMsauunm
npeanovunTatoT BbINO/MIHUTb
TpeboBaHMA 3N10YMbILLNEHHUKOB.

hackread.com

Hackers Are Threatening Companies To Leak Stolen User Data Online To
Hurt Them Through GDPR Regulations - In Return They Are Demanding
Ransom Money.


https://www.hackread.com/ransomhack-gdpr-attack-blackmailing-business-owners/
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Court of Justice of the European Union
PRESS RELEASE No 81/18

Court of Justice of the European Union
PRESS RELEASE No 81/18 Luxembourg, 5June 2018

Luxembourg, 5 June 2018

CVRIA
Judgment in Case C-210/16 .
Unabhangiges Landeszentrum fir Datenschutz Schleswig-Holstein v - /
Press and Information Wirtschaftsakademie Schleswig-Holstein GmbH ‘I u dg me nt In Ca se C 2 10 1 6

Unabhangiges Landeszentrum fir Datenschutz
The administrator of a fan page on Facebook is jointly responsible with Facebook
for the processing of data of visitors to the page SChIeSWig'HOIStei nv

The data protection authority of the Member State in which the administrator has its seat may,

under Directive 95/46," act both against the administrator and against the Facebaok subsidiary W| I’tS C h d ft Sa ka d em | e SC h I esw | g' H (0] I Stel n G m b H

eslablished in that Member Stafe

The German company Wirtschaftsakademie Schleswig-Holstein operates in the field of education.
It offers educational services inter alia by means of a fan page” hosted on Facebook at the address

www_facebook com/wirtschaftsakademie. AAM M H M CTp aTO p rpyrl n bl B Fa ce boo k

Administrators of fan pages, such as Wirtschaftsakademie, can obtain anonymous statistical data o v
on visitors to the fan pages via a function called ‘Facebook Insights” which Facebook makes
available to them free c?f fharge under non-negotiable conditions ofguse. The data is collected by CO B M e CT H o C Ca M o M CO LI|M a n b H O M CeTb I.O
means of evidence files (‘cookies’), each containing a unique user code, which are active for two

ears and are stored by Facebook on the hard disk of the computer or on another device of visitors
ro the fan page. The uger code, which can be matched with thepconnectlon data of users registered ﬂ Bﬂ ﬂ eTCﬂ KO HTp 0f|f| e p O M O 6 p a 6 aTbI B a eM bIX
on Facebook, is collected and processed when the fan pages are opened.

By decision of 3 November 2011, the Unabhangiges Landeszentrum fur Datenschutz Schleswig- Aa H H bIX n OceTMTen e VI CTpa H M Lllbl M H eceT

Holstein (Independent Data Protection Centre for the Land of Schleswig-Holstein, Germany), as

supervisory authority within the meaning of Directive 95/46 on data protection, with the task of

supervising the application in the Land of Schleswig-Holstein of the provisions adopted by OTBETCTBEH HOCTb 3a nNX O6pa 6OTKy
Germany pursuant to that directive, ordered Wirtschaftsakademie to deactivate its fan page. *
According to the Unabhangiges Landeszentrum, neither Wirtschaftsakademie nor Facebook

informed visitors to the fan page that Facebook, by means of cookies, collected personal data

concerning them and then processed the data.

Wirtschaftsakademie brought an action against that decision before the German administrative

courts, arguing that the processing of personal data by Facebook could not be attributed to it, and C u rl a = e u ro pa = e u
that it had not commissioned Facebook to process data that it controlled or was able to influence.
Wirtschaftsakademie concluded that the Unabhangiges Landeszentrum should have acted directly
against Facebook instead of against it.

It is in that context that the Bundesverwaltungsgericht (Federal Administrative Court, Germany)
asks the Court of Justice to interpret Directive 95/46 on data protection.

' Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (CJ 1995 L 251, p. 31). This
directive was repealed with effect from 25 May 2018 by Regulation (EU) 2016/67% of the European Parfiament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation, OJ 2016 L 119,

* Fan pages are user accounts that can be set up on Facebook by individuale or businesses. To do o, the author of the
fan page, after registering with Facebook, can use the platform designed by Facebook to infroduce himself to the users
of that social network and to persons visiting the fan page. and to post any kind of communication in the media and
opinion market.

WWW.CUNa.europa.eu


https://curia.europa.eu/jcms/upload/docs/application/pdf/2018-06/cp180081en.pdf
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Cornawenme
0 3AWMTE NEPCOHANEHBIX ABHHBIX
oT __ mana 2018 roga
lopog Mockea

« », COINEHHOE M [EHCTEVIOILEE B
COOTBETCTBMM C 38KOHOAATEALCTEOM Pocckiickol depepaumm,
B AMLE AENCTBYIOLWErD Ha OCHOBAHW K YCTaBa, ©
OQHOW CTOPOHDI, W

« %, COIAEHHOE W [AEWCTEYHILEE B
COOTBETCTEBMM C 3aKOHOOAATENLCTBOM mE,D'EpETHEHOﬁ
Pecnybankmn MepmabnA, B AKLe LENCTBYIOLWETD
HE OCHOBaHWM YCTaBa, ¢ APYrod CTopoH.I,

B AaAbHEAWEM MMEHYEMBIE COBMECTHO «CTOPOHbI®, 8
no  OTAEAbkocTM  —  «CTopoHE®,  AOrOBOPMAMCE O
HMHECNE YL EM:

1. CTopoHbl B COOTBETCTBMM C TREGOBEHMAMM MPHMEHMMOTQ
HaLMOHANLHOTO 3aKOHOLATENLCTE] Pocouiickoi
degepaumi M NPMMEHMMOTD  33KOHOAATEALCTBEA
EBponerckore cow3a obAsyoTCA obecne4neaTe
NPEBOMEPHYID NEPEAaYY NEPCOHANbHBIX  ABHHBIC  APYT
Apyry B COCTABE W COMETAHMM, Heofxogumom ana
AOCTHHEHKA CAHOH, HECKONbKMX nan BOEX
HUAENEPEY MTIEHHBIX wenei, BKTYR/bHbIX Ana
B38MMOOTHOWEHWI Memay CTopoHamu:

(1) OCYWECTBAEHWA NpaB M WCNOAHEHWA OB6A33HHOCTEN,

TPEAYCMOT PEHHbIX TIPMMEHK MbIM
33KOHOAATENLCTEOM B OTHOWEHWM AEATENLHOCTH
CropoH;

(2) BbinonkenwAa CropoHamw cBoMx ODAIETEALCTE no
33 K/ADYEHHLIM MK 3KA04AEMbIM Mesay CTopoHamK
ACroBopam ¥ COrMalWeEHUAM;

(3) BepeHWA AenoBbIX NEPErOBOPOB Memay CropoHamu;

(4) KoWTponA cooTBETCTBMA BW3nec-npoueccos CTopod
NPHMMEHMMbIM HODMAM K TDEﬁDEBHHHM;

(5) npepocTeEpawesne W yperyaumpoeanne CropoHamu
KOHPAMKTE MHTEPECOS;

(E) npoRBneHMA CropoHamm LONHHOM
OCMOTPHTENLHOCTH.

2. Hasnas w3 CTopoH  ABAAETCA  CAMOCTOATENBHO
LERCTBYIOWMM ONEPaTOPOM B OTHOLEHWMMW NEPELEBAEMbIX
ApYr ApYry NMepcoHanbHblX AaHebix. Maoe ponsHo Obith
NPAMO YKE38HO B COMNALIEHMK O NOpydeHWK obpaboTku
NEPCOHANbHLIX AaHHbIX, €CNM TaKOe CornaweHwe EV,D,ET
JaKNYEHD MeXOY CTODOHEMH B OTHOWEHWMK COTAEAbHbIX
CMy4aeB 00palboThK NEPCoHANbHbIX AaHHbIX.

3. Mepepawwan CTopoHa, Ha OCHOBAEHMM COOTBETCTBYIOLLETD
sanpoca, NOCTYNMBWETS OT  MoAyYaowed  CTopoHsl,
NPEACCTABARET MOMMAWER CTOPOHE NOATBEPHAEHME
nubBo  dawTa  nonydeHwA  cornacMA oyObeKTOB  Ha
OCYWECTBNSHME MEPEAaYl WX MEepCoHaNbHbIX  ABHHbIX,
nubo  MOATEEPHAEHWME  HAAMMWMA  MHbIX  MPABOBbIX
OCHOBEHWH ANA OCYWECTENEHUA MEPEAAYM NEPLOHANEHBIX
AEHHBIX cybbexToB 4] NoOATBEpHAEHNE bakTa
HaANEHALErD YEEAOMIEHMA CyOLEKTOB © NEPEAEvE WX
NepCoHabHbIX AaHHbIX.

4. Croporbl o8A3yioTeR obecneymBaTh KORDWASHULWANBHOCTE
v DE30NECHOCTE NEPEAABAEMbIX APYT ARYTY MEPCOHANLHbIX

Agreement
on the protection of personal data
dated May __, 2018
City of Moscow

established and operating in
accordance with the legislation of the Russian Federation,
represented by acting on the basis of the
Charter, on the one hand, and
established and operating in
accordance with the legislation of Germany, represented by
acting on the basis of the Charter,
on the other hand, hereinafter jointly referred to as
the “Parties”, and separately — as the "Party”, have agreed
as follows:

1. The Parties in accordance with reguirements of the
applicable naticnal legislation of the Russian Federation
and the applicable legislation of the European Union
shall ensure lawful transfer of personal data to each
other in the composition and combination as may be
reguired to achieve one, several or all of the following
purposes, that are relevant to the relationship between
the Parties:

(1) the exercise of rights and the performance of
obligations under the applicable law in respect of
the activities of the Parties;

(2) the fulfilment of their obligations under
agreements that have been concluded or will be
concluded between the Parties;

(3) the business negotiations between the Parties;

(4) the compliance monitoring of business processes
of the Parties with appropriate standards and
reguirements;

(5) the prevention and the settlement of conflict of
interests by the Parties;

(&) the exercise of due diligence by the Parties.

2. Each of the Parties is independently acting data
controller with respect to personal data transferred to
each other. The other should be directly specified in the
agreement on the assignment of personal data
processing {Controller-to-Processor agreement), if such
agreement is concluded between the Parties in respect
of certain cases of personal data processing.

3. The transferring Party, on the basis of the respective
inguiry received from the receiving Party, shall confirm
to the receiving Party that it has obtained consents of
personal data subjects for transfer of their personal
data, or that the transferring Party has other legal
grounds for the personal data transfer and it has duly
notified the subjects about transfer of their personal
data.

4. The Parties shall maintain confidentiality and secrecy of
the transferred to each other personal data during their

There is a strict local Data Protection regulation
in Russia, which could prevent the Russian legal
entity from straight following global and
regional requirements with respect to signing
the Controller-to-Processor Agreement (CPA).
In that case it is proposed to conclude a
Personal Data Protection Agreement (PDPA)
between the Russian legal entity and the
European one instead of CPA, which:

v' establishes the principle of equality parties, does
not give any advantages to either party and does
not infringe the interests of both parties;

v establishes a legal framework and regulates all
contractual relations between parties regarding
processing and protection of personal data;

v'  protects the rights and legitimate interests of
personal data subjects;

v" reduces the risk of claims from relevant Data
Protection Authorities;

v' allows both parties to engage (assign) third
parties to the processing of personal data.
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Anekcen MyHTAH

JKCNEepPT NO 3aWmTe NEPCOHANbHbIX AaHHbIX U
IT-6e3onacHocTH

+7 (903) 762-64-15
muntyan.alexey@gmail.com
www.facebook.com/alexey.muntyan

bnaropgapto 3a
BHUMAHMUe
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