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Data loss dynamics

Data loss incident number, 
2006-2011,
InfoWatch Global Data Leakage Report

Average data loss incident 
cost (million $), 2006-2011
Ponemon Institute

560

½ 2011





Ineffective enforcement of company policies

Ambiguous rules for 
social networking

Passwords kept in 
clear text

Transport of critical 
data on USB drives

Emails with confidential 
information sent to the 

wrong recipient



EU Data Protection
Directive

+

Basel II
Data Loss 
Prevention

(DLP)
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InfoWatchTraffic Monitor InfoWatchTraffic Monitor 

Encrypts data on Local PCs 
and in data rooms

Monitors situation outside of 
bank

Provides full reports about the
Company information

Analyses of all bank workflow

InfoWatch CryptoStorageInfoWatch CryptoStorage

InfoWatch KribrumInfoWatch Kribrum

InfoWatch Forensic
Storage
InfoWatch Forensic
Storage

external world

DLP

Manager gets complete information
+  data protection
+ partial compliance
with all data protection legislation



Context analysis

•formal attributes

•Linguistics,

• digital 
fingerprints, 

•templates

• Allow

• Block 

• Further 
processing

• In a file 
system

• In a database 
(including full-
text search)

• Software agents 
at employees’
workstations 

• Traffic 
interceptors

• Server-side 
plug-ins

Interception Analysis Decision 
making Storage 













Solutions vs. InfoWatch
products

InfoWatch
Traffic

Monitor
Enterprise

InfoWatch
Forensic 
Storage

InfoWatch
Crypto
Storage

Enterprise

InfoWatch
KRIBRUM

Data Loss Prevention & 
Protection + +

Investigation of internal 
incidents + +

Support of compliance 
regulations in banking 
sector

+ + +

Customer Experience 
and Reputation 
Management

+
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