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CTPAXOBAHME
KMEEP-PMCI{OB

Allianz @)



CTATUCTUKA MNPOBOIO @
PbIHKA

O6bem MMPOBOIo pbiHKa KNbep pnckos

@ 2 Mnppa gonnapos
90% npuxoautcs Ha CLUA

OcHoOBHBbIe CerMeHTbl, noaBepxXeHHble aTaKaM.

\ S iy
14% 12% 9%
PuHaHcoBbIE MpombiwnenHocTe  Cdpepa yenyr TenekoMMyHUKaLmMm Pureiin
WHCTUTYThI
MpuynHbI aTaku:
48% 27% 25%\

YMbiLneHHasa aTaka C6oii cuctembl  Yenoeyeckasi oLIMbOKa

CpepHuin pasmep yObiTKa B OTHOLUEHMU NEepPCOHaNbHbIX JaHHbIX:

h 8

; MiH gonnapoB B CLUA 4 MIH eBpo B EBpone
UemouHuk: Ponemon 2016 Cost of Data Breach Study: Global Analysis



NOCNEAHVE TEHOEHLUUW

23 NYCRR 500

. [ToKkpbiTHE
Obsa3aTenbHbIN C bgl‘ ns Cybersecurity
BUAO D,py¥I/IX BLII'/I,EI,OB Requirements for
TDAXOBAHNS? Financial Services
CTpaxosa CTpaxoBaHWNA Companies

* LB obsikeT GaHKM NO-HOBOMY OLIEHMBATL OMNEpPaLNOHHbIE PUCKM M NOACYUTLIBATL YyLepb B criyvae
nx peanusaumn. Peub naeT o NoTepsix oT caMblX pasHbIX COObITUN — OT Kpax, kKnbepatak 40 UCKOB

0 XapaccMeHTe.

» [upektop ®CHB Poccun AnekcaHgp BOpTHMKOB pacnopsguncd cosgaTb rocyaapCTBEHHbIM OpraH
no bopbbe ¢ knbeparakamu.




KUBEPUHUMOEHTDI
B POCCUN

Q Cenrnbpe 2018 — c6oit padotst «MKB Oxnaiiky 70 MnH. Knbeparak B
2016 roay

O ABrycTt 2018 — HegocTynHoCTb cepsuca ['ocycnyru
Q ABryct 2018— BuHogenbl coobwmnm o cboe B EFTANC

O Anpenb 2018- bnokuposka PocTternekomom cepsepoB Amazon n

Google

MobunbHoe NPUNoXeHue OaHka
«ABaHrapg», WHTepHeT-6aHk ©n caut
KPeOUTHOW opraHM3aumMm He paboTatoT
n3-3a  MOBPEXOEHUS  OCHOBHOMO U
pe3epBHOro kabenen BO3fne Bxoga B
CEpPBEPHbIN  LEHTP, obecneynBatoLLnii

CBA3b aBTOMaTI/I3I/IpOBaHHOl7I ©aHKOBCKOWN
CncremMmbl C UHTEPHETOM U O(bl/lcaMl/I.




3AMPOCHI KNTUEHTOB o

a. Commercial General Liability: Such insurance shall be on an occurrence basis providing single limit coverage in an amount of not less than XXXX per occurrence and

shall include coverage for, but not limited to premises/operations, products/completed operations, contractual, independent contractors, broad form property damage, personal
injury, advertising injury and fire legal liability. The policy shall not contain any intra-insured exclusion as between insured persons or organizations but shall include coverage for
liability assumed under this agreement as an “insured contract.” “ZZZZ, its parents, subsidiaries, affiliates, agents, trustees, directors, officers and employees” shall be added as

an Additional Insured and coverage shall be primary to and not contributory with any similar insurance carried by ZZZ7.

b. Worker’'s Compensation: Worker's Compensation and Employers Liability with a limit of liability for Coverage B of at least XXXX each occurrence, covering all personnel

employed either directly or by way of contract from any payroll service provider utilized. All statutory limits must be provided. Such policy of insurance shall contain a waiver of

subrogation in favor of ZZZZ, its parents, subsidiaries, affiliates, agents, trustees, directors, officers and employees.

C. Errors & Omissions Liability: Limits of liability of at least XXXX per occurrence and XXXX annual aggregate for a period of three years with a deductible not to exceed

XXXX or such reasonable and customary deductible amounts to be approved. Such insurance policy shall add “ZZZZ, its parents, subsidiaries, affiliates, agents, trustees,

directors, officers and employees” as an Additional Insured.

d. Cyber Liability: Provider shall procure and maintain Cyber-Risk (Network Security) and Privacy Liability coverage

including data damage/destruction/corruption, failure to protect privacy, unauthorized access, unauthorized use, virus
transmission and denial of service from network security failures in accordance with Visa’s requirements, which currently
require a comprehensive program of risk retention which may include reasonable deductibles and/or a self-insured
insurance retention with a minimum limit of XXXX each claim and annual aggregate or an equivalent amount in local

currency and provide worldwide coverage.



3AMNPOCHI KITMEHTOB

d. Cyber Liability: Provider shall procure and maintain Cyber-Risk (Network Security) and Privacy

Liability coverage including data damage/destruction/corruption, failure to protect privacy, unauthorized
access, unauthorized use, virus transmission and denial of service from network security failures in
accordance with Visa’'s requirements, which currently require a comprehensive program of risk retention
which may include reasonable deductibles and/or a self-insured insurance retention with a minimum limit of
XXXX each claim and annual aggregate or an equivalent amount in local currency and provide worldwide

coverage.

= First party loss ==
= Third party loss

= Forensics




SJIEMEHTbI NOKPbITUA

YIWEPB TPETbEMY
numuy

COBCTBEHHbIN

YBbITOK

PEIMNYNnATUBHDbIE
PACXOAbI

* OTBeTCTBEHHOCTb 3a KoMnpomeTauuro

OaHHbIX

* Pacxopgbl Ha yBeaomMneHue

nocTpagaBLUNX

+ OTBeTCTBEHHOCTL 3a 6e30MacHOCTbL ceTu
+ OTBeTCTBEHHOCTL B o6bnacTu meava — B

OTHOLUEHUMU INEKTPOHHbIX NyOnuKauum

* lepepbliB B AeATENILHOCTHU
 Pacxoabl Ha BoccTaHOBNEeHue

AaHHbLIX N NporpamMmm

+ KubepnpecrtynneHus
+ KnbepBbimMoratenbcTBo

KpM3MCHaH KOMMYHUKaL A

+ PaccnegoBaHue co CTOPOHbLI

perynsTopa —topuanyeckoe
conpoBoOXAaeHue

* LWrpadbl, HanoxeHHbIe Perynatopom

(B EC 2-4% oT ronoBou BbIpY4KHM)
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COBCTBEHHbIU YBEbITOK ®




NMEPEPBIB B NPON3BOLAOCTBE

[onrocpoyHbIN NepepbiB B paboTe CETU, HA3KMIA YPOBEHb 403BOHA W, KaK pesynbraT, HegononyyeHHas Bbipy4dka. 1o nHgopmaumm B

npecce cbon npounsoLlen ns-3a NnporpaMmMmHoro obecneyeHns n obopygoBaHus:

1. CtpaxoBwuk Bo3meltaer CtpaxoBaTento Y6bITOK OT nepepbiBOB B MPOU3BOACTBE, BO3HMKLINA B TeveHue lNepunoga BO3MELLEHUS, KOTOPLIN SBUIICS
NPsiMbIM CNeaCcTBMEM NMOSTHOW UMK YacTUYHOM HepocTynHocTu KoMmnblotepHon cuctembl KomnaHum.

2. OnpepeneHve CobbiTus, noBrnekwero 3a cobon nepepbIiB B NPOM3BOACTBE pacLUMpsieTcsl, 4Tobbl ABHO BKOUYUTL B cebs ntobble HKenepeyncneHHble
cobbITUS, KOTOpPble BO3HUKNN B KOMMbIOTEPHOW CUCTEME, HAaXOAALLENCa Nog NPsiMbIM OnepaLMoOHHbIM KOHTPOremM 3acTpaxoBaHHOrO:

(a) HenpegHamepeHHoe AencTeue, owmnbka nnu ynyuweHne 3acTpaxoBaHHOMO fvua npu akcnnyatauum unum obenyxmsaHmm KoMnblOTEPHON CUCTEMBI
Komnanuu;

(6) HeoXmMAaaHHbLIN WM HenpeaABUAEHHbLIN TeXHUYeCKUNn cb6on B pabote KomnbroTepHoM cuctembl KomnaHum, KOTOpbLIN He sBnsieTcs
HenpeaHaMepeHHbIM AENCTBUEM, OLLUMOKOM NNK ynyLieHneMm, ykadaHHbiM B M. (a) Bbiwe unm Knbep atakomn.

3. TexHun4yeckun co6om BKIOYaET B ceb4:

(i) nepebon B anNeKTPUYECKOM MUTAHUN, HO TOMIbKO B TOM Crlyvae, eCcrniv 3feKTpuyYeckoe NUTaHne HaxoamTcsa nog nNpambiM OnepaumoHHbIM KOHTPONneM
3acTpaxoBaHHOrO;

(ii) M3ObITOMHOE NN HEAQOCTATOYHOE HaNpPsKeHUe;

(iif) HakonneHne aNeKkTPoCTaTUKMN U CTaTUYEeCKoe ANEeKTPUYECTBO;

(iv) neperpes;

(v) HeygayHoe OBHOBEHME CUCTEMDI;

(vi) coon B nporpaMmmMHOM obecne4vyeHuu;

(vii) BHYTpeHHMI cbon B paboTe ceTu; 1

(viii) cbon B pabote obopyaoBaHus.



YTO CNMPOCUTDB?

KoHuenuua BHyTpeHHeNn MHOpMaLMOHHON 6e30nMacHOCTH

CyLiecTByeT N aHTUKPU3UCHbIN NnaH (DRP, Mmepbl N0 pearnpoBaHUio Ha MHUMOEHT)?
Kak ocylwiecTBnsieTcsa pesepBmpoBaHue?

Kakve CcyllecTBYOT KpUTUYECKME CUCTEMbI, KOTOPblE BNUSOT Ha reHepauuto PUHAHCOBLIX MOTOKOB (M3-3a KOTOPbIX MOXET NPOU30NTU
nepepbIB B eATENbHOCTU U HEQOMOMy4YeHNE BbIPYYKM)?

[MpoBoamna nn kKoMnaHus CBOK COBCTBEHHYIO OLEHKY nepepbiBa B NPOM3BOACTBE?

Kakue cywecTByOoT BHYTPEHHUE perfnamMeHTbl No npoueaypam npeaotepalleHnsa/obHapyXeHns HUMOEHTOB?

Kakue ctaHgapTbl 6e3onacHoctu(Hanpumep Microsoft, Cisco) n cueHapum yunTbiBanmncb Npy COCTaBneHUM KoHUenummn 6e3onacHocTn?
[MnaHbl N0 COBEPLLUEHCTBOBAHUIO CUCTEMbI 6e30nacHOCTN?

Bbin nu puck aygutel unu IT ctopsen?

YctaHoeneHHoe MO (aHTmBMpychl, antiDDoS, antibot)?

NMepcoHanbHbIE AaHHbIE

Kakne Buabl nepcoHarbHbIX AOaHHbIX XpPaHATCA B CUCTEMe (KOHTaKTbI, nacnopTHble OaHHblEe, OaHKoBCKME KaprI). N ckonbko eguHuL
nepcoHalsibHbIX AaHHbIX?

Ybun 3TO nepcoHanbHble AaHHble (MHocTpaHubl? EC? CLUA?)
EcTb i1 komnnekc mep Ha cootBeTcTBMe GDPR (Mnn npouenypbl, aHanornyHble TpebosaHnam GDPR)?
Kak xpaHsTca/obpabatbiBatoTca/yaansatoTcs nepcoHanbHble gaHHble? LndposaHne?

O6wme pernamMmeHTbl paboTbl KOMNaHUN?
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KOMAHOA ALLIANZ
NS BAC

Masen PromuH

OupeKkTop no KoprnopaTuBHOMY
CTpaxoBaHWIO

Ten.: +7.812.718 40 44 (006.5627)

Email: Pavel.Ryumin@allianz.ru
www.allianz.ru

AO CK «AnbsiHC».
115184, Poccus, r. Mocksa, O3epkoBckasi Hab., A. 30. Ten.: +7 495 232 3333, info@allianz.ru
Jnuensum LIB P®: CJT Ne 0290, OC Ne 0290-04, OC Ne 0290-05, MC Ne 0290, CXK Ne 0290, CM Ne 0290.

Allianz @)


http://www.allianz.ru
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