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Macro data surprised on the downside at the end of 2017,
however, it may yet be revised upward

Key economic indicators turned south in Q4 2017
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Preliminary GDP figures usually underestimate actual

growth
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We still expect economy to accelerate in 2018 despite negative

surprises of the end of 2017

2017 2018 2019

GDP growth (real) 1,5 1,8 2,2
Export growth (vol) 5,4 3 2,5
Import growth (vol) 17 8 6

Retail sales 1,2 3 2,5
Government consumption growth -0,9 0,6 0,5
Private fixed investment growth 3,6 2 3,5
Credit growth households 13,2 15 16
Credit growth enterprises 3,7 8,1 9,1
Unemployment (annual rate) 51 5 5

Wage growth 3,4 2,5 2

Source: Nordea Bank
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Improving consumer confidence promises a strong start for retail
this year

Consumer confidence indicators climb above pre- Tight correlation between retail sales and real wages
crisis highs comes back
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40.0

Leading indicators signal potential for further pick up in
Investment and industrial production

PMI remains above 50 for quite a while

=Services PMI
Composite PMI
= Manufacturing PMI
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Source: Nordea Markets and Macrobond

Business confidence recovering back to pre-crisis

levels
154 —Business confidence in manufacturing
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Key rate to decline further this year supporting recovery

The key rate is heading towards the medium term
target of 6-7%

17.5
= Inflation target
=== Real rate estimated
15.0 === Key rate and Nordea forecast
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Source: Central Bank of Russia, Bloomberg

Still high inflation expectations limit the pace of
monetary easing
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Oil price = still an important indicator for growth outlook

GDP growth forecasts for 2015 dropped sharply in
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2014 following oil price dynamics
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2018 growth outlook also mimics oil price dynamics
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Higher resilience to external shocks




Budget policy to remain very conservative aiming at long term

sustainability

Free floating RUB cushions oil price shocks for

the budget

4500
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Source: Nordea Markets and Macrobond

Russia is among countries that managed to adjust
rapidly to the oil price shock

USD/bbl
To be reduced to 40-45

& USD/bbl by 2019

I

Saudi Bahrain Iraq Russia Iran Oman UAE
Arabia
m break-even oil price for the budget in 2014

break-even oil price for the budget in 2017

Source: IMF
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Government aims to reduce budget dependency on oil and to
restart fuds replenishment

The budget is already less dependent on oil and Minfin started replenishing sovereign funds in
further improvement is planned for 2018-2019 accordance with the new budget rule
bn USD % of
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External account are getting more sustainable

External trade became more balanced on a non-oil External debt service is getting easier
basis
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Markets are aware of Russia’s improved macroeconomic
fundamentals

Russian CDS vs the difference between breakeven CDS sensitivity to oil prices assuming breakeven
and actual oil price oil price of 45 USD/bbl
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While rating agencies are lagging behind

GDP growth
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RUB drifting away from being an oil-
driven currency




RUB forecast: short-term blurry,

long-term glory
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Spot 3 Mid-18 End-18 End-19
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RUB is more and more a follower of general EM trends

RUB correlation with oil decreasing in line with other
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While general EM currencies trends represent the most

important factor behind RUB dynamics
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MSCI EM Currency Index likely to give away some of the recent

gains
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Thank you!

Nordea Markets is the name of the Markets departments of Nordea Bank AB (publ), including its head office in Sweden, the branches in Denmark,
Norway, Finland and Nordea Bank JSC (Russia).

The information provided herein is intended for background information only and for the sole use of the intended recipient. The views and other
information provided herein are the current views of Nordea Markets as of the date of this document and are subject to change without notice. This
notice is not an exhaustive description of the described product or the risks related to it, and it should not be relied on as such, nor is it a substitute for
the judgement of the recipient.

The information provided herein is not intended to constitute and does not constitute investment advice nor is the information intended as an offer or
solicitation for the purchase or sale of any financial instrument. The information contained herein has no regard to the specific investment objectives, the
financial situation or particular needs of any particular recipient. Relevant and specific professional advice should always be obtained before making any
investment or credit decision. It is important to note that past performance is not indicative of future results.

Before making any investment or credit decisions in all cases it is recommended to obtain professional advice. This presentation is not such advice. Any
results and indicators of previous years are not guarantees of similar results and performance in future. Transactions in financial instruments may
involve significant loss risks. Nordea Markets is not responsible for any losses.

Nordea Markets is not and does not purport to be an adviser as to legal, taxation, accounting or regulatory matters in any jurisdiction. Relevant
professional advice should always be obtained before making any investment or credit decision.

This document may not be reproduced, distributed or published for any purpose without the prior written consent from Nordea Markets.
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AKTyaanble yl'p03bl MH(POPMALIMOHHC
6e30MacHOCTK nnaTe>K|-|b\q.:MCTeM 6aHKa

AO «KommepubaHka (EBpasus)» | IT department Moscow | AkumeHko BaH | CaHKT- I'IeTep6ypr 2018



COMMERZBANK

Kubepartaku Ha pa3nuyHblie oTpacnu B PP

MpoekTupoBaHne

N CTPOUTENLCTEO
TexHonoriu

PozHnunan Toproena el

Cekrop
1 NPON2BOACTRO
WHaH IX r
NOTPEBUTEALCKIX (puHakHcoBbIX YNy
TORapoO.
CTtpaxoBanue
AeToMobUnbHaA
oTpacnb
T3K

W ropHogobeiBaloWas

dapmaueBTHYSCKan NPOMBIWNEHHOCTD

1 MeguKo-
Guonornyeckan
oTpacnb
[pyroe lMpombiineHHoe
Nnpou3BoACTBO
«BONbWMHCTBO POCCUMCKUX KOMMAHUMA HEe MOryT YCMeLwHOo _._
NPOTUBOCTOATbL KubepaTtakam, roBopuTCsi B UcCcregoBaHUMU
P < P vp A pwc |  PwC Poccnsa
MeXAyHapoaHOM KOHCanTUHroBOWM KOMMaHuun PwC,

BbiNyweHHOM B Hosi6pe 2017 roga»

Mo paHHbIM rnobanbHoro uccnegosaxHusa PwC Poccus

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | CaHkt-MNeTtepbypr 2018 28
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KonuyecTtBO MHUMAEHTOB MH(hoOpMaLMOHHON 6Ge30MacHOCTU NO OTPaCNAM

0% 10% 20% 30% 40% 50% 60% 70% 80% 50% 100%
B [OCYAQPCTBEHHAS cdoepa B [ToOMbILLAEHHAS cdhepa NHAOOPMALLMOHHBIE TEXHOAOTMM
B PLHAHCOBLIM CEKTOP B Teaekom

«B 2016 rogy Positive Technologies oTmeTuna HOBbIA BCNIIECK KOMMbLIOTEPHbBIX aTak, HanpaBieHHbIX
Ha opraHu3aumm uHaHcoBOW cdhepbl. Takne WHUMOEHTbl 3aHanum 6bornee 26% ot obuwero yucna
WHUMOEHTOB, paccrnenoBaHHbix B 2016 roaoy. bonee Toro, B 2017 rogy nporHo3supyetcsa 30-
NMPOLEHTHbLIN POCT 4ncra coobuweHun o6 wnHumpgeHtax B 6aHKax, MPOLECCUHIOBLIX KOMMAHUSIX,
BpOKepCKMX KOMMaHUsIX, KOMMaHUSIX, 3aHUMaroLmecs JEHEXHbIMUN nepesogamu, "

omHTEXcTapTanax.»
*INo AaHHbIM paccrnefoBaHui U obpalleHui B koMmnanuo Positive Technologies

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018 29
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OdmumnanbHasn ctatuctuka LleHtpanbHoro baHka P® 3a 2015-2016

KonnuyectBO 1 061bemMm HecaHKLIMOHUPOBaHHbLIX onepauum
CO CYETOB HPUAUYECKUX Nuy

366
1732,

265

223
1036, 196 196

161 164

210

770,6

609,5

428,6
4154 3526 3425

| kB. 2015 lks. 2015 Il k. 2015 IV ke. 2015 |ks. 2016 Ilks. 2016 Il k8. 2016 IV kB. 2016

0 O6beM HecaHKUMOHUPOBAHHbIX onepauuii, MiH pyb.

® KonuyecTtBo HeCaHKUMOHWMPOBaHHbLIX onepauuﬁ, en.

baHk Poccum

Mo paHHbIM opmumanbHoro otyeta «OB30p HECAHKLMOHMPOBAHHbBIX MEPEBOAOB AEHEXHbIX
cpeactB 3a 2016 rog» LleHTpanbHoro baHka P® 2017

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018 30



COMMERZBANK ¢

OdmumnanbHan ctatuctuka LleHtpanbHoro baHka P® 3a 2015-2017

HonAa ocTaHOBNEHHbIX HECAaHKLMOHMPOBAaHHbIX onepauui
CO CYETOB OPUANYECKUX NULL

44,9% 45,3% 8,7%
57,3% .
68,2% 76,8% 72,9% 72.5%
| KB. Il kB. I k.. 1V kB. | KB. Il kB.
2015 2015 2015 2015 2016 2016

B Jona ocTaHOBMNEHHbLIX HECAHKUWMOHMPOBaHHLIX onepauui, %

m [lona HeoCTaHOBNEHHbLIX HECaHKLIMOHUMPOBAHHbLIX onepauui, %

Mo paHHbIM opmumanbHoro otyeta «OB30p HECAHKLMOHMPOBAHHbBIX MEPEBOAOB AEHEXHbIX
cpeactB 3a 2016 rog» LleHTpanbHoro baHka P® 2017

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018 31
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3akoHoaaTenbcTBO P® perynupylollee padboTy nnaTtéXHbin CUCTEM
GaHKOB U 00LWMe TpeboBaHUA K 3aWuTe NHPOPMALUOHHBLIX CUCTEM

»y ®3-161 «O HaumoHanbHoW NiaT€XHoOn cucteMey (3aKoH racuT, YTO eChn KIMEHT yBeaoMIisieT BaHkK O
HenpaBOMEPHOM UCMOMb30BaHMM CPEACTB ANEKTPOHHOIO nnartexa, 6aHk 06s13aH BO3MECTUTb EMY CYyMMY
onepauuu, coBepLUEHHOM 6e3 ero cornacus).

» lNonoxeHne baHka Poccum Ne 382-I1“O TpeboBaHusx kK obecrnedeHnto sawmTbl tHdopmaLmm npu
OCYLLECTBMEHNN NEePEBOAOB AEHEXHbIX CPEACTB U 0 nopsiake ocyuwecteneHns baHkom Poccun KoHTpons 3a
cobntogeHnem TpeboBaHM K 06ecneveHnto 3alnTbl UHGoOpPMaUUKM Npy OCYLLIECTBNEHMUM NEPEBOLOB
AEHEXHbIX CPeacTB

> @®enepanbHbiv 3akoH N 63-P3 "O6 anekTpOHHOW NoannCcK»

> ®epepanbHbint 3akoH N 149-03 "O6 nHdopmaumm, MHPOPMALMOHHBLIX TEXHONOIMSX 1 O 3auTe
MHGopmaLmnn”

AO «KOMMEPLIBAHK (EBPA3VSI)» | IT Department | Cankr-MeTep6ypr 2018 32
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Ha knneHToB BaHka

BHewHue BHyTpeHHuUe
(xakepbl, KOHKYPEHTHI, (nepcoHarn, nHcangepes,
3M10YMBbILLSIEHHMKN, obcnyxumBarowme
NpecTynHble rpynnbl) KOMMaHum u 1.4.)

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018 33



COMMERZBANK

AKTyanbHble yrpo3bl MHPOPMaLUMOHHON 6e30MNacCHOCTU AJ1A KITMEHTOB
nnaTtexHbIX cucteM 6aHka, cuctem [1bO

BpenoHocHoe O (TposiHbl, BUPYCHI,
Keusnorepbl, KNMMeHTbl 60T-ceTen U T.4.)

CoumanbHas uHXeHepus

BHyTpeHHMe aTaku MHCanaepos,
nepcoHana

Mcnonb3oBaHue aTtak Tuna Man-in-the-
Middle gna npoBeaeHUA NOANOXHbIX

TpaH3aKuun;

Ucnonb3oBaHue yasumocTten MNO

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

Hanbonee pacnpocTpaHEéHHbIN CNOocob aTaku,
3apaxeHnsa BUpycamm, TpossHaMmn NepCcoHanbHOro
KOMMblOTEPA KNIMEHTa ANS NofyvYeHuss MHopmaumn u
ynpaBneHus .

Habuvpatowmin nonynspHOCTb MeTo, NonyyYeHns
HeobxoanmMoro JocTyna K MHGopMaLmn, OCHOBaHHbIN
Ha 0COOEHHOCTSAX NMCMXONOrnu Naen n ¢
NPUMEHEeHneM TEXHNYECKUX CPEACTB.

CobCcTBEHHbIE HENOSASIbHBIE COTPYAHUKM OpraHu3aLmu,
NblTaloWmMecs Nony4nTb KOHMAEHLNANbHbIE CBEOEHUS
WUNW NIMYHYIO BbIFOAY, WaLLHTaX paboTagaTens,

B aTtaku, Korga 3J710yMblLUMEHHUK TanHo
peTpaHcrinpyeTt n, BO3MOXHO, USMEHAET CBA3b MexXay

ABYMSI CTOPOHaMU NpOoLUeALLnX ayTeHTUdmKaumo

Peanusauus 3aBeJOMO N3BECTBHbIX YSI3BUMOCTEN B
nporpaMMHOM Kofe AS1si MOoNy4YeHUs KOHTPONS U
NaHHbIX CUCTEMbI.

34
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OcHoBHbIe yrpo3bl MHPOPMaLMOHHON 6e30MacHOCTU AJIA KITMEHTOB
nnaTteXxHbIX cuctem 6aHka, cuctem 16O

BpenoHocHoe MO (TposiHbl, BUPYCbI, Keurnorepbl,
KNMeHTbl 60T-ceTen n T.4.)

Rootkits

Adware

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018

Kateropuu BaHKOBCKUX TPOSAHOB OTHOCHATCA
BPEAOHOCHbIE  MporpaMmmbl, npegHasHavyeHHble  AnA
NOXMLLEHUSA  KOHuMOeHuuanbHOM  MHQopmauunm u
obecneyeHNs  HECaHKUMOHMPOBAHHOrO  AocTyna K
cucTteMam AUCTaHUMOHHOro 6aHKOBCKOro obcnyxmBaHUsA
(ABO). MHorve GaHKOBCKMEe TpPOsiHbI codeTaloT B cebe
dyHKUMKM 63KO0pa M LUNUOHCKUX NPOrpaMm.

Hanbonee pacnpocTpaHeHHbIn MeTod MPOHUKHOBEHUS
0aHKOBCKMX TPOAHOB B  OMNEPAUMOHHYID  CUCTEMY,
aBnAeTcaA  UX  3arpy3ka  gpyrummM  BpeAOHOCHbIMU
nporpamMmMamum -  TposiHAMU-3arpysdmkamun.  Takke
OOnblUytd  ONAacHOCTb  MPeACcTaBrsieT  BO3MOXHOCTb
3apaxeHuss npuv MNpocMoTpe MHMUUMPOBAHHbLIX Beb6-
CTpaHUL, — C UCMOMb30BaHMEM PAa3fINYHbIX YSA3BUMOCTEN
npuknagHoro MO. lNomumo 3Ttoro, 6aHKOBCKME TPOSHbI
MOryT MPOHMKHYTb Ha KOMMbIOTEP XEpTBbl B BUAe
BMOXEHUA B COOBLEHMs, MacCOBO paccbifnaemble Mo
KaHanam 9neKTPOHHOW MoYTbl, Ha WHMUUMPOBAHHbLIX
CbEMHbIX HOCUTENsAX, C WUCMNONb30BaHMEM METOAOB
coumnanbHON NHXeHepun.13
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OcHoBHbIe yrpo3bl MHPOPMaLMOHHON 6e30MacHOCTU AJIA KITMEHTOB
nnaTteXxHbIX cuctem 6aHka, cuctem 16O

CoumnanbHas nHxeHepus

Keu
npo KBo MpeTeKCTUHN

\% ?
K @
LlopoxHoe i\ é - OULNHT
abnoko b ‘
e
/ / \.\
ObpatHas
counanbHas TpoaHCKUA
UHXeHepua KOHb

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

CoumnanbHasa NHXeHepusl - COBOKYNHOCTb NMPUEMOB,
MEeToaAo0B n TEXHONOrmn co34aHunA Takoro
NPOCTPaHCTBA, YCNOBUA U OBCTOATENLCTB, KOTOPLIE
MakcumarbHO 3PdEKTMBHO NPUBOAAT K KOHKPETHOMY
HeobxoauMoMy  pesynbraTy, C WCMNOSib30BaHMEM
couymonormm un  nemxorormn.  OOBbLEKTOM  aTaku
SBMSIETCA YeroBeK M HarnpaefneHo Ha nonyyeHue
KOHMAEHUMArbHbLIX AaHHbIX (B cnyyYyae nnaTtéxHbIX
CUCTEM — aBTOPM3ALNOHHbIX AaHHbIX)

MeToab!:

- MpeTeKkcTUHr

- @ULLNHT.

- TPOSAHCKUM KOHb

- KBup npo kBo (ycnyra 3a ycnyry)

- DopoxHoe aA6noko

- ObpaTtHasa coumanbHasa MHXeHepus
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OcHoBHbIe yrpo3bl MHPOPMaLMOHHON 6e30MacHOCTU AJIA KITMEHTOB
nnaTteXxHbIX cuctem 6aHka, cuctem 16O

BHyTpeHHMe aTaku MHcangepoB, NepcoHana

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

Kak npaBuno HenosnbHble COTPYOHUKM SABMASAOTCS
AOCTaTOYHO PacnpOCTPAHEHHOW Yrpo30M NIIATEXHbIM
cuctemam 6aHka. HebrnoroHagéxHble poaCTBEHHbIE
cBA3n, obuaga Ha HavanbCTBO, HEOLIEHEHHOCTb,
KOPbICTHbIE Lenw, CIOXHbl€e KU3HEHHbIe
obcToaTenbCTBA — OCHOBHbIE MPUYMHA, KOTOpbIe
nobyxgaroT nepcoHan opraHM3aumm KrnmeHTa AT Ha
MOLLEHHNYECTBO CBsA3aHHOEe C nnaTreXxHbiMu
cuctemamu. Camoe onacHoe M nerko peanusyemas
yrpo3a — korga nepcoHan MMeEET HenocpeacTtBeHHO
aBTOPM3aLUNOHHbIE AaHHbIE WU KMO4YEBble HOCUTENU
ansa paboTbl C NNaTEXHOM CUCTEMON.
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COMMERZBANK

OcHoBHbIe yrpo3bl MHPOPMaLMOHHON 6e30MacHOCTU AJIA KITMEHTOB
nnaTteXxHbIX cuctem 6aHka, cuctem 16O

Ucnonb3oBaHue atak Tuna Man-in-the-Middle ansa
npoBeaAeHUA NOAJSIOXKHbIX TPaH3aKUUn;

AR
Web Application

New Connection

@ -

Man in the Middle

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

B pamkax arak Ha nnarexHble CUCTEMbl OCHOBHOW
MeToL SABNSETCH BHEOAPEHME Koga Afis 3axBarta yxe
aBTOPU30BAHHOW CECCUWN, BbIMNONMHEHUSI COOCTBEHHbIX
KOMaHO Ha cepBepe M OTNpaBKU JIOXKHbIX OTBETOB
KNUEHTY.

MeToa nNo3BondeT 3M0yMbILLIIEHHNKY BCTaBNATbL CBOW
KOO B 9NEKTPOHHble nucbMa, SQL-BbipaxeHusi n Beb-
CTpaHuubl (TO ecTb NO3BOMSET ocywecTBnAaTb SQL-
nHbekumn, HTML/script-uHbekunmn nnn XSS-araku), u
gaxe MoamndpuumpoBaTtb 3arpyxaemble
nonb3oBarenem OWHapHble hannbl Ana Toro, YToobl
NOSMy4YNTb LOCTYN K YyYeTHOW 3anucu norb3oBaTens
NN U3MEHUTb NOBEeLEHNE NporpamMmmbl, 3arpy>XeHHoW
nonb3oBaTenemM W3 MHTeEpPHeTa. KnneHT Ha 3KpaHe
MOXET BUOETb NErmTUMHbIE NNAaTEX, Koraa Ha cepBep
BaHKka yxoauT NnaTéx ¢ UIBMEHEHHLIMW PEKBU3UTAMU
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COMMERZBANK

OcHoBHbIe yrpo3bl MHPOPMaLMOHHON 6e30MacHOCTU AJIA KITMEHTOB
nnaTteXxHbIX cuctem 6aHka, cuctem 16O

Ucnonb3oBaHue yasBumocTten MNO

ViU lU J10U101010]

10101010010101010101010101¢

010010101010101010101010
01010101010101010101010103

101010101 HACKED 10101010

010101010101'01010110101‘-'.ff
1010101010101110101010 f
0101010110101010101001u. A

.

10100101010104%3
1011010101 S

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

[MnaTexHble CcUCTEMbl NpPeacTaBnsAlT MO CyTw
NPUNOXEHNA, COCTOALLME W3 NPOrpamMMHOro Koaa,
OS5 HAX XapaKTEpPHbl BCE YS3BMMOCTWU, U3BECTHLIE B
chepe 6e30nacHOCTU NPUNOXEHUIN, a TakkKe yrposbl,
CBsA3aHHble CO cneundukon 6OaHKOBCKOW cdepbl:
XULeHne AEHEXHbIX cpeacrTs,
HEeCaHKUMOHNPOBAaHHbIA OOCTYN K [AaHHbIM, , K
OaHKOBCKOM TaWHe, oTKa3 B 0BCny>XMBaHUU N gpyrue
yrposbl, peanusauusi KOTOPbIX MOXET MNpUBECTU K
CYyWECTBEHHbIM (OMHAHCOBbIM U  penyTauMOHHbIM
NOTEPAM.

Hanbonee  yacto BCTpevalTca  yA3BUMOCTH,
no3BonswLwne nonyyYnTb  HeCaHKUMOHUPOBAHHbLIN
AOCTYN K JaHHbIM nonb3oBatenen. K aton kareropumn
B OCHOBHOM OTHOCATCA HeOoCTaTKun aBTopu3auuun.
Takke — ysa3BMMOCTU CBA3aHHble ¢ «HepocTtatoyHad
3awmra ceccum» (HEKOPPEKTHOE 3aBepLleHne ceccum
nosib3oBaTeneu, HEeKoppeKTHas HacTpouKa
napamMeTpoB, BO3MOXHOCTb NapannensHon paboTbl C
HECKONbKUMU CeccuaMu Ona OOHOro nonb3oBartend,
OTCYTCTBUWE NPUBA3KN ceccun K IP-agpecy knveHTa ).
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COMMERZBANK

OcCHOBHbIE NPUYNHBbI BO3MOXHOCTU peanu3aunm yrpo3 Ha CTOpoHe
KNMMEeHTOB NiaTeXHbIX cuctem 6aHka, cuctem A1bO

» OTCyTCTBME NOMHOUEHHbIX cry6 «HpopmMaunoHHon besonacHocTu» 1 «OTAenoB MHGPOPMAaLMOHHBIX
cUcCTemM»

> He obecneyeHa gomkHbIM 06pa3om ceTeBas 3allumMTa B KOMMaHUKN, HEe HACTPOEHbI MEXCETEBbIE SKPaHbI
» OTcyTCTBME pasrpaHnyeHne npaB Nnonb3oBartene Ha UCnofnb3yeMoM NepcoHanbHOM KOMMboTEpe

» OtcyTcTBUe NPOTMBOBMPYCHBLIX NPOrpamMMHbIX CPeacTB

> He npoBogsATcsa cBoeBpeMeHHbIe 0OHOBNEHUS OnepaLnoHHOM CUCTEMbI M NMPOrPaMMHbIX MPOAYKTOB

> BeCKOHTPOSIbHLIVM AOCTYN K NEPCOHANIbHOMY HOCUTENO KIto4eBOW MHGOpMaLUK, HapyLLEeHUS npasus
XpaHeHus

> Mcnonb3oBaHMsA NepcoHanbHOro KOMMNbTepa AN 6eCKOHTPONBHOIO «CepduHra» B CETU UHTEPHET
» O4eHb crnabas ocBeOMNEHHOCTL NepcoHana B Bonpocax MHPOpMaLMoOHHON 6e30nacHOCTH

» MNepenaya ayTeHTMdUKALMOHHON MHOPMAaLIMM U KNKOYEBLIX HOCUTENEN TPETLUM NLLaM

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018
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Mpumepbl peanu3auunm yrpos u aTak

PacnpocTpaHéHHbIVW BUA CMeLlaHHbIX aTakK

Tews FW:HMHONEHD CPOUHOIVREVIAMIERINNE Cxema ataku
| Coobuerme | M]3anpoc NOHC Ne AC-4-31339.doc (25 KaiiT) 1. B xoge uenesou aTaku C
o & NCMNoJ1b30BaHNEM coumarnbHou
(be,llepa.ﬂbHaH HaJIoroeas CJysKoa -

NHXXEHEPUN U YA3BUMOCTU B Nporpamme
Microsoft Word komnbioTep Oyxrantepa

ITncemo .
6bin 3apaxeH Backdoor.Win32.RMS.
IIpocuy Bac npegocTaEHTs BCe HEOOXOAHMEIE JOKYVMEHTEL B KPaTIaHIINe CPOKH. 2. C nomMoLwbro 9TOIo 63|<,u,opa
3TOYMbILLNEHHUKM 3arpysunu Ha
________ - A 3apakeHHYHo MallMHy — ewe  OBe
BPEOOHOCHbIE  MpPOrpamMMmbl:  Kewnnorrep
Tara: [N : _
Or: I - R o - o > (Trojan-Spy.Win32.Delf) - u — 6okaop
Koxry: [ < C fns nalos ru> (Backdoor.Win32.Agent),

npegocrasnawowmnn  yaaneHHoin  VNC
AOCTYM K KOMIMbIOTEPY XXEePTBbI.
= 3. Kewnnorrep nepexsatun naponb And

/] poctyna k cucteme AB0.

Tex: +7 (495) [I: ©2xc:+7 @95 N
KASPERSKY3S

Hagameuux HHCIICKITHH

Mo paHHBIM paccneaoBaHUii pearnbHbIX CryYaeB XvLLEeHU cpeacTs oT «JlaGopaTtopun
Kacnepckoro»

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018 41



Mpumepbl peanusaunm yrpos u atak

COMMERZBANK ¢

PacnpocTpaHéHHbIW BUA CMeLlaHHbIX aTakK

ITopceTs
3JIOYMBILIJIEH-
HUKOB

KoMOploTep >XepTBhL

|

BroxxeHue

3amnpoc danna
— BpeoHOCHEBIM JOKYMEHT
j— Exploit. MSWord.CVE-2012-0158

=  Backdoor.Win32.RMS -~

YoaneHHoe
yIIpaBJIeHUE

Backdoor.Win32. Agent s

ITepexBadYeHHAas1 |
uHbDOpMaNUsS

Trojan-Spy.Win32.Delf v

1
VNC gocTtyn

ITnaTexx
3JIOYMBIUIJIEHHUKOB

TTaponsb oT 6aHKoOBCKOro I'1O

PopMMUpOBaHMeE IJIATEXXHOIO NOPYYeHMUsT

S 3arpy3ka damnna

AO «KOMMEPLIBAHK (EBPA3WA)» | IT Department | Cankt-MNeTtepbypr 2018

4. loka Byxrantepa He OblNo Ha pabodem

MecCTe, 3SIOYMbILNEHHUKM C  MOMOLLbBIO
Backdoor.Win32.Agent, ncnonb3ya VNC
OOCTYN K KOMMbKOTEpPY, 3anyctunu ot
nmeHun byxrantepa 6aHkosckoe [10.
Mcnonb3osas nepexsayeHHbIN
Kennorrepom naporsib, KubepnpecTynHUKn
cchbopmupoBann 1 otnpasunm B BaHK
nnaTexHoe MnopyyYeHne Ha CyMMy OKOMo
300 ThbIC. pyo.
UyTb no3xe 6biNno cHopMMpoOBaHO U
oTnpasneHo B BaHK elle OAHO NnaTexHoe
nopyyeHne — npubnmnanTenbHo Ha 3 MIIH.

pyo.

KASPERSKY3S
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Cnacunbo 3a BHMMaHue

YTouHsaowmne BOMPOCHLI Bbl MOXETE 3a4aTb MO PEKBU3NTAM HUNXKE

fAkumeHko MBaH AnekcaHapoBUY

MaBHbIV cneunanuct Otaena NHdopmaumoHHbIX Cuctem

Phone: +7 495 797 48 26
E-mail: Ilvan.yakimenko@commerzbank.com

AO «KOMMEPLBAHK (EBPA3UA)» | IT Department | Caxkt-INeTepbypr 2018

Anpec:

MockBa, KagalwueBckasa Hab., 14/2

Phone: +7 495 797 48 00
E-mail: itmoscow@commerzbank.com



COMMERZBANK

Disclaimer

IT Department

This presentation has been prepared and issued by Commerzbank AG. This publication is intended for professional and
institutional customers.

Any information in this presentation is based on data obtained from sources considered to be reliable, but no representations or
guarantees are made by the Commerzbank Group with regard to the accuracy of the data. The opinions and estimates contained
herein constitute our best judgement at this date and time, and are subject to change without notice. This presentation is for
information purposes, it is not intended to be and should not be construed as an offer or solicitation to acquire, or dispose of any
of the securities or issues mentioned in this presentation.

Commerzbank AG and/or its subsidiaries and/or affiliates (herein described as the Commerzbank Group) may use the information
in this presentation prior to its publication to its customers. The Commerzbank Group or its employees may also own or build
positions or trade in any such securities, issues, and derivatives thereon and may also sell them whenever considered
appropriate. The Commerzbank Group may also provide banking or other advisory services to interested parties.

The Commerzbank Group accepts no responsibility or liability whatsoever for any expense, loss or damages arising out of, or in
any way connected with, the use of all or any part of this presentation.
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Munan MioHxeH
DpankdypT BepnuH
TMiokcembypr Mpara
AmcTepnam Bpamcnasa
Bpioccens Bapuwagsa
AbepnvH C 1
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Mexuko Buccay 1 3p-Pusg, Xaiikoy Gywoy
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Can-Xoce Can-Tome Kamnana XyaHium
Manama Iyarna Kuranm Fyatxoy, Wiyxai, +—Tlopr-Mopc6u
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* 2017 The American Lawyer — PeimuHa 100 mexdyHapodHbIx topududecKkux ¢hupM ro konudecmsy ropucmos (Global 100).
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KOHTaKTbI

AHTOH MNoaayOHbLIN

CoBeTHUK, KopnopaTtmBHas npaktuka n M&A
T +7 812 325 84 44

M +7 921 960 83 36

anton.poddubny@dentons.com

Dentons — kpynHenwas B MUpe opuandeckas dvpma*, npegocTaensaowas nonHbIA CNekTp opugudecknx ycnyr. Dentons BxoouT B
YMCMO NNOEPOB PENTUHra BeAyLIUX HPUANYECKMX OpeHOOoB MMpa, COCTaBlEHHbIN Acritas, nonyuuna Harpagy BTI Client Service 30
Award, a Takke — BbICOKYI0 OLEHKY AENOBbIX U HPUAMYECKMX M3OaHUIM 3@ UHHOBauuK, BKNodas cosgaHue Nextlaw Labs un Nextlaw
Global Referral NetworkDentons npegocTaBnsieT HpUANYECKUE YCIYTM POCCUNCKUM M MHOCTPaHHbLIM KOMMAHWAM, GaHkaM n Opyrum

PUHAHCOBLIM MHCTUTYTaM, OHAaM MNPAMbIX WMHBECTUUWNA, roCyoapCTBEHHbIM MPeanpuATUSM U HEKOMMEPYECKMM OpraHusaunsam.
www.dentons.com

* 2017 The American Lawyer — PetimuHa 100 mex0yHapOoOHbIX ropududeckux ¢hupm no konudecmasy ropucmos (Global 100).
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