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Protection of intellectual property in times of increased
competition — information security is more than just IT.
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Q. Is commercial espionage really a problem in today’s world?

— Who are the biggest ‘players’? —
— Who and what are they targeting? 5
— What are their motives?

— What is their ‘Modus Operandi’ —
how is the information lost/gained?

— What can be done to protect yourselves?




Commercial espionage ... it's nothing new.

6t Century AD - Justinian | sends
Monks to China to obtain the secrets
of the silk trade.

|||||

Justinian |

m“ ]
Textile Mill
Boston, Massachusetts

1811, American Francis Cabot Lowell travels to England to
steal plans for Cartwright power loom.

Francis Cabot Lowell



http://upload.wikimedia.org/wikipedia/commons/a/ad/Meister_von_San_Vitale_in_Ravenna_004.jpg
http://upload.wikimedia.org/wikipedia/commons/3/35/Boston_Manufacturing_Company.jpg

Control [IERE]

Prominent examples of the 20" century ...

Aerospatiale BAC - Concorde @



http://maoist.wikia.com/wiki/Image:600px-Flag_of_the_Soviet_Union.svg.png

Spot the difference??

LEECHA

US ‘Shuttle’ (1981) Bl soviet ‘Buran’ (1988)



http://upload.wikimedia.org/wikipedia/en/3/32/Buran.jpg
http://maoist.wikia.com/wiki/Image:600px-Flag_of_the_Soviet_Union.svg.png
http://www.flags.net/UNST.htm

State sponsored commercial espionage: most likely players?

= Israel
i1 France

¢ Japan
== USA
= North Korea

. South Korea



http://www.flags.net/UNST.htm

| Russia & the FSB

CtaTtbs 12. OBsA3aHHOCTN OpraHoB
denepanbHOn Cry>0Obl
©esonacHocTn

OpraHbl ®egepansHoun cryxobl
B6esonacHocTn 06a3aHbI:

[...]

B) AOoObIBaTb pa3BeabiBaTesibHYIO
WHcpopMaLuIo B MHTepecax
obecnevyeHns 6e3onacHoOCTHU
Poccunckon Pepepauum,
NOBbILWEHUSA ee 3KOHOMUYECKOro,
Hay4YHO-TEXHUYECKOoro n
06OpPOHHOro NoTeHunana;

[...]
DELEPATIbHBIV 3SAKOH

"O5 OPIAHAX ®ELEPATIbHOU CI1Y)KEbI BE3OMACHOCTU
B POCCUNCKOW ®EAEPALIMN"

03.04.95 Ne40-®3 (C3 Ne15-95 2. cm.1269)

Article 12. Duties of the Organs of the Federal
Security Service

The organs of the Federal Security Service are
obliged to:

=]

c) Collect information in order to guarantee the
safety of the Russian Federation, to increase
its economic, scientific and military
potential

[.]

Federal Law

LAbout the organs of the Federal Security Service
In the Russian Federation”

03.04.95 Ne40-®3 (C3 Ne15-95 2. cm.1269)
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—= < Secret Intelligence Service — MI6

‘SIS is directed to obtain-and ...i0 the interests of

provide information ... the economic well-
SRR being of the UK.
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http://upload.wikimedia.org/wikipedia/commons/3/37/Secret_Intelligence_Service_building_-_Vauxhall_Cross_-_Vauxhall_-_London_-_24042004.jpg
http://www.flags.net/UNKG.htm

Who and what is targeted?

Natural resources (oil, gas, mining) - TNK/BP
Defence technology — France v US
Pharmaceutical products — P&G v Unilever
Tobacco & Alcohol
Technology and Communications

o0 Mobile phones — 02

o Computing

o Emerging technologies
Financials (banking, insurance etc.)
Automotive / Fuels - McClaren
Fashions / Brands

VV VYV V VY

YV V V



http://upload.wikimedia.org/wikipedia/commons/f/f7/KUKA_robots_in_car_production.jpg

What is targeted?

Target Information

— High Value Bids & tenders (particularly for extraction
licenses)

— Mergers and Acquisitions

— Product designs

— Manufacturing processes

— Research and development ($$$)

Supporting services (used in facilitation of business)
— Legal services (particularly)

— Audit services

— Banking services

— IT services



http://upload.wikimedia.org/wikipedia/en/3/30/G839.jpg

! China - what are the motives?

 Massive economic development

« Demand for global resources

« Culture
— Copying
— Pirating
— Reverse Engineering

« Disregard for legal protection (not enforced)

« Recourse through the legal system is difficult with low probability win




Modus Operandi — how is it done?

 People

¢ Infiltration / Coercion (ex. NASA)
* Human error (UK Minister)

*¢* Disclosure
% Theft

 Technical /| Cyber-espionage

*» Use of Crafted Trojans (2 x UK examples)
*» Eavesdropping (legal/illegal)
* Social engineering (Facebook etc)



http://upload.wikimedia.org/wikipedia/en/5/5c/USB_Flash_Drive.png

What can be done to protect yourself?

Need to take a HOLISTIC / ALL ENCOMPASSING approach!

How is information CREATED, USED, HANDLED, DISTRIBUTED, STORED, PROTECTED
& DESTROYED?

Organisational:
O ID of what is the business sensitive/critical information
0 Establishment of information security policies & procedures
O Strengthen physical security

Personnel:
O Awareness and staff training
U Pre-employment screening

Technical:
O Latest software protection & regular technical inspections
O Technical sweeps of sensitive areas



http://upload.wikimedia.org/wikipedia/commons/6/63/Master_Padlock.jpg

SUMMARY

» There is a real threat in today’s competitive economic world.

» Greater threat posed in certain geographical areas of the world.

» Methods of obtaining this information are becoming ever more ingenious.
» Humans represent the weakest link.

» Develop a policy using Best Practice controls to improve your companies
information security ...




Information Security : Self Assessment Tool

Control Risks developed a tool to assist in protection of information

« Performs an assessment of any organisation against the 133 best practice
controls specified in the Internationally recognised InfoSec code of practice
(1ISO27002:2005)

« Takes approximately 2 days to complete (assuming the correct people
participate)

* Provides overall score-value and breakdown of scores through score-cards
* Provides graphical reports
* Re-run to demonstrate improvements that have been made

« Offered free of charge to select clients

« Will operate for 3 months (fully functional)




Information Security: espionage

QUESTIONS?
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\r(Lr* "OUTSOURCIN
| mproving the efficiency of a
mpany § security system, and
Jﬁ llelng its management system. The

need for security outsourcing under the
=~ present conditions in Russia.

Mikhail Balev, Director for Strategic Development,
MIG Security Services
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among offices, shops,
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S| y L0 | ?, t down expenses at necessity (partly or
L ugh the absence of haltering contracts
I°C) Ternal service providers)

-i: ' manc1ally-c0ntractual charts on the principle of
= «general contractor — subcontractorsy» realtions.

* It is possible to concentrated on the core business,
and not being distracted on the non-profile kinds
of activity
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J lcal features (huge territory, wide
LjEF e of time zones, climatic distinctions )

J rr;iLF es of the territorial division of the Russian
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5‘%:'_"‘ -n_;formatmnal opacity of many Russian regions
% high level of corruption

* deficit of qualified managers and skilled security
officers
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EHS Health Check / Due Diligence
Practical Issues

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
To Whom?

Owners of business

Potential Investors
EHS Specialists

Consultants

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
When?

Acquisition of business Y | - . -. ¢
Sale of business

Financing / [PO
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EHS Health Check / Due Diligence
Why?

EHS is important

New state approach
Risk management
Liability

Cost saving

Long-term investments

Reputation

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Content

Water pollution

Air pollution

Waste disposal

Soil contamination

Sanitary Protection Zones
Dangerous Industrial Facilities

Solutions

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Step-by-step

Kick-off

Drafting checklist
Meeting with the target
Collection of information
Analysis

Drafting report

Bills ® and discounts ©

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Water pollution — Indicators

Where exists:

« Water-consuming production

 Absence of Vodokanal utilities

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Water pollution — Boring legal stuff

Federal Act No. 7-FZ dated 10 January 2002 “On environment protection”
Russian Water Code

Resolution of the RF Government No. 344 dated 12 June 2003

Resolution of the RF Government No. 545 dated 3 August 1992

Order of the Federal Service for Ecological. Technological and Atomic
Supervision No. 675 dated 10 July 2006

Order of the Federal Service for Ecological. Technological and Atomic
Supervision No. 87 dated 20 February 2007

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Water pollution — We are looking at

Permit for the use of a water object issued by regional or local authorities
Project standards of maximum permissible discharge

Discharge permit

Documents confirming discharge payments

Environmental statistics reports in the form 2-TP (‘vodhoz’)

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Air pollution — Indicators

Where exists:

* Boilers, melting stoves
 Painting workshops

e Dust-generating production
e Food industry

* efc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Air pollution — Boring legal stuff

Federal Act No. 7-FZ dated 10 January 2002 “On environment protection”
Federal Act No. 96-FZ dated 4 May 1999 “On protection of atmospheric

29

air
Resolution of the RF Government No. 344 dated 12 June 2003

Resolution of the RF Government No. 545 dated 3 August 1992
Resolution of the RF Government No. 183 dated 2 March 2000

Order of the Federal Service for Ecological. Technological and Atomic
Supervision No. 87 dated 20 February 2007

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Air pollution — We are looking at

Project standards of maximum permissible emissions
Emission permit

Documents confirming emission payments

Environmental statistics reports in the form 2-TP (‘vozdukh’)

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Waste disposal — Some facts

Non- waste activities do not exist
)

All types of waste are hazardous

There are 5 classes of waste

Waste collection, storage, use,
deactivation, transportation and
disposal are subject to licensing

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Waste disposal — Boring legal stuff

Federal Act No. 7-FZ dated 10 January 2002 “On environment protection”

Federal Act No. 89-FZ dated 24 June 1998 “On industrial and consumption
wastes”

Resolution of the RF Government No. 344 dated 12 June 2003
Resolution of the RF Government No. 545 dated 3 August 1992
Resolution of the RF Government No. 461 dated 16 June 2000

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Waste disposal — We are looking at

Passports of hazardous waste

Waste generation and disposal limits project

Waste disposal permit

License (if applicable)

Documents confirming waste disposal payments
Environmental statistics reports in the form 2-TP (‘otkhody’)

Waste transportation and disposal agreements with licensed service
providers

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Soil contamination — Indicators

Extensive production history
Discharge sources

Petroleum, o1l and lubricants
storages

Chemical production

Non-organized local waste
disposal sites

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Soil contamination — Boring legal stuff

e Federal Act No. 7-FZ dated 10 January 2002 “On environment protection”
* Russian Land Code

* ctc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Soil contamination — NB!

As a matter of Russian law, actual user of a land plot may be forced to
clean-up the contaminated land plot at its own costs even though it has
not caused such contamination (!)

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Sanitary protection zones — Some facts

Varies from 50 meters to 1000
meters

Aimed at reduction of negative
impact of production facilities

Location of residential buildings,
hospitals, schools and other
social facilities inside SPZ is
prohibited

Reduction of SPZ 1s possible but
complicated

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Sanitary protection zone — Boring legal stutt

Federal Act No. 52-FZ dated 30 March 1999 “On Sanitary-
Epidemiological Wellbeing of Human Population”

Resolution of the RF Government No. 554 dated 24 July 2000

Resolution of the Chief sanitary officer of the Russian Federation No. 74
dated 25 September 2007

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Sanitary protection zones — NB!

* Location of residential/social facilities inside SPZ may require (1)
reduction of SPZ, (ii) relocation of such facilities (remember South-
Butovo case), and (ii1) suspension of activities (!)

» Location of social facilities close to boarders of SPZ may hinder the
proposed extension of the production facilities

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Dangerous Industrial Facilities — Indicators

Working pressure of the
equipment exceeds 0.7 MPa

Equipment working temperature
exceeds 115°C

Heavy lifting equipment

Aggressive chemical substances

Inflammable and explosive
substances

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Dangerous Industrial Facilities — Boring legal stutt

Federal Act No. 116-FZ dated 21 July 1997 “On industrial safety of
dangerous industrial facilities”

Resolution of the RF Government No. 1371 dated 24 November 1998

Order of the Federal Service for Ecological, Technological and Atomic
Supervision No. 112 dated 29 February 2008

Order of the Federal Service for Ecological, Technological and Atomic
Supervision No. 37 dated 29 January 2007

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Dangerous Industrial Facilities — We are looking at

Registration of DIF

DIF operation permit

Reports of technical examinations

License (if applicable)

Declaration of industrial safety (if applicable)
Insurance policy

Attestation of employees operating DIF

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Risks & Liability

Administrative suspension of
activities

Administrative fines
Compensation of damages caused
Disciplinary liability

Criminal liability

Bad publicity

Failure of an investment project

etc.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Risks & Liability — NB!

« Damage caused to the environment shall be compensated 1n full ()
(Article 77 of Federal Act No. 7-FS dated 10 January 2002)

« Russian legislation provides that if operation of a production site
entails adverse ecological effect or may cause personal injury, a court
may force the owner of the industrial site to suspend its production
activities (!)

(Article 1065 of the Russian Civil Code)

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Solutions

e Early risks identification

 EHS Health Check / Due Diligence

« Technical environmental investigation (Phase I & Phase II reports)
e Initiated state audits

e (Contractual mechanisms

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Contractual mechanisms

Statements of facts
Representations & Warranties
Regression

Conditioned payments (e.g.,
bonuses conditioned by CP)

Security (e.g., parent company
guarantee)

Extended employment (!)
ete.

NI MANNHEIMER SWARTLING



EHS Health Check / Due Diligence
Contact details

Roman Volynsky
Head of Russian EHS
Phone: +7 (812) 335-23-00
Mobile: +7 (921) 961-15-42
Roman.Volynsky@msa.se

www.mannheimerswartling.com

NI MANNHEIMER SWARTLING
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CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Safety training for risk prevention,

raising employee awareness

and improving safety culture

Bob Salem

AEB Safety, Health, Environment and Security Committee
Open Event “Managing Risk in Russia”




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

WHO WE ARE AND WHAT WE DO

We specialize in HSE consulting and training.
We provide support to HSE management.

We bring to our clients international standards and courses,
iIncluding those from the USA and the UK, such as OSHA,
ISO, OHSAS, NEBOSH.




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

WHAT ELSE WE DO

Offer NEBOSH (National Examination Board in Occupational
Safety and Health) -- globally recognized and prestigious
certificate in Occupational Health and Safety.

Organize recognition and awareness events.
Produce training, instructional and “How to” videos.




CALIFORNIA HSE GROUP

Serving Excellence Seekers Aie]H
Russian

Arabic

Unsafe behavior is influenced by the perception of risk
and the level of training of an individual

Safety culture has a strong effect on the perception of
risk




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

What is safety culture ?

 Formal and informal safety rules

* Relationships
- Shared values, shared customs about safety, etc.
 Attitude of the organization towards employee safety

- Beliefs and procedures of how things should get
done




CALIFORNIA HSE GROUP

Serving Excellence Seekers Aie]H
Russian

Arabic

Case study

« Reactive approach doesn'’t anticipate incidents and accidents,
just reacts to them

* Proactive approach anticipates, identifies possible hazards,
assesses risks and acts before a problem occurs




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Case study

Background
« Skepticism of workplace safety

» Perception that safety is an HSE department
business

Lack of ownership for safety among employees
Poor understanding of hazards and risks
Stress at work

Poor communication skills among employees




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Case study

Solution
Design a safety campaign where all can participate in
Reintroduce the company’s safety rules and procedures
Deliver training in Hazard Identification to prevent risks
Improve interpersonal communication methods
Increase staff's ownership for safety
Empower the staff to make decisions about safety
Acknowledge safety heroes




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Case study

Step by step

 We agreed with the top management (the

president) on the need for change. (vision and
goal)

« We asked the president and all department
heads to lead the safety campaign.




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Case study

Step by step
 Each department made a safety pledge.

* Produced a safety video for BP Russia
starring BP employees.




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Case study
Step by step

 Each department made a safety poster.

YOU COULD FACE SAFETY HATARD ANYTIME IN YOUR LieE

WE TAKE SAFETY SERIOUSLY




CALIFORNIA HSE GI'™: UP

Serving Excellence Seekers Endlish
Russian

Arabic

Safety Day Question of the Day - 23

With regards to safety, the employee's responsibilities include:
a) Identify hazards before the start of a job

b) Respect all precautions - don't take chances

c) Ask your supervisor when in doubt

d) Know how and where to get help

e) Know in advance what could go wrong and what to do about it
f) All the above




CALIFORNIA HSE GROUP

bE Serving Excellence Seekers I'::sgs'::;

Arabic

Case study

Step by step

« All departments cooperated to produce a
safety newsletter.




i CALIFORNIA HSE GROUP

Serving Excellence Seekers Aie]H
Russian

Arabic

Case study

Step by step
* Held five Hazard ldentification training
courses during the safety campaign.




CALIFORNIA HSE GROUP

Serving Excellence Seekers Aie]H
Russian
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Case study
Step by step

Got the employees to discuss safety




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Why Organize a Safety Event?

Reinforce the safety message & raise employee awareness
Increase buy in from staff including top level management
Improve the status/profile of the safety team

Compliment existing health and safety processes and procedures

Enable employees to take more responsibility for their own health &
safety

Get employees talking to each other on issues of work and safety
Enable learning through fun
Most importantly -- reduce risk at the work place




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic

Conclusion

Safety culture and safety training
are the key

to successful risk reduction in the
workplace




CALIFORNIA HSE GROUP

Serving Excellence Seekers Endlish
Russian

Arabic
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Role of management systems
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WHEN YOU NEED TO BE SURE




SGS.

B Anekceu e PETOJTHYUNH, mexHuveckud

MeHeoxep dernapmameHma cepmugbukayuu cucmem u
ycnye

= Alexe! Peretolchin, rechnical Manager of

the Systems & Services Certification,
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BHyTpeHHUNe

BHelwHUue

TpebGoBaHUA U oXxXnaaHuAa notTpeduTtenen
TpeboBaHUA 3anHTEepeCcoOBaHHbIX CTOPOH

MexayHapogHble ctaHgaptbl ISO n OHSAS

84



ISO 14001 : ocHOBa ons
NOCTOSAHHOIO yNyudlleHus
DeATeNbHOCTU OpraH1u3auum B
obnacTtu oxpaHbl cpeabl

OHSAS 18001 : ISO 9001 : ocHOBa
ANA OOCTUXeHUNA

OCHoBa AnA
NOCTOAHHOroO Opranunsaums NOCTOAAHHOro
ynyJweHus n ee Ka4vyecTBa U

NOCTOAAHHOro
AeATEeNIbHOCTU B
o6nacTu AEATEJIbHOCTb ynyyweHnusa CMK

340pPOBbLA U
©6e3onacHoOCTU

NMocTosiHHOe Ka4yecTBO — YMeHbLUeHMe 3KOJIOrm4ecKoro BoO3aencrems -

Bbicokue CTaHAAapPTbl 3A0POBbA U Ge3onacHocTH

85



KineHTnl BaHKH I

AKIHOHEpHI CTP2X0BbIe¢ KOMIIAHHUN
CoTpyaHuku KoHTposupywouime opr
NpeanpuaTtue
Hanunonabubre peanp MecTHbIE CpeIcTBa
CpeaAcTBa MaccoBoii nH(opMan|
MacCCOBOM
uHpopManuu

MecTHBIE KUTEJIHN (COCEaHN)

KoMmmanusa-vu UT
3aK0HOIATEJALCTBO yIpEauTE.

AHbI

NN

1b
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YnydweHune, onTMmMm3saumsa B3aMMOCBA3EN BHYTPU KOMMAHUM
CuctemaTtmsaums Bcen OeaTenbHOCTU
YMeHbLlUeHne Konmyectsa, yBenndeHne % nepepaboTkm 0TXo40B

CHWXeHne 3Ha4YNMbIX BUOOB BpeaHOro BO3gencTBus Ha
OKpY)KaloLLyto cpeay

CoxpaHeHune 300poBbSA PpabOTHUKOB, CHMXKEHME TPpaBMaTM3Ma
CokpauwieHue wTtpadoB 1 cyaebHblx nsgepxek
[MO3UTUBHbIE UBMEHEHUSI B KOPNOPATUBHOW KyrnbType

YrnydlleHne NoHMMaHusa porv nepcoHarna npu BbIMOMHEHUN
TpeboBaHWI OXpaHbl OKpYyXatoLen cpeabl U 6e30nacHOCTU

Co3paHne eauHon AOKyMeHTaLmm

OKOHOMMUSI 3HEPINN N PeCcypCcoB, B TOM YuUChne 3aTparT, 3a cyeT
bornee adpdpeKkTUBHOrO ynpasneHns nMm

[MoCTOsIHHOE yny4lleHne BCex NpoLeccoB B KOMMaHUN
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[Mpu3HaHne Ha pbiHKe, YBENNYEHME OONN PbIHKA
[ToBbILLEHNE KOHKYPEHTOCMOCODHOCTH

YMeHbLLEeHMe Konnm4yecTBa NPoOBEPOK B 061acTy OXpaHbl
OKpY>KatoLLien cpeabl 1 6e30MacHOCTN CO CTOPOHbLI NoTpebuTenen u
3anHTEpPecoBaHHbIX CTOPOH

[eknapauyma o cCOoTBETCTBUM HaUUOHarbHbIM TpeboBaHmam OCT
OpueHTauus Ha nyyne MmMpoBble cTaHaapThl

YnydweHne nmmagxa KomnaHuy B 4acTu BbINOSTHEHNS
NpPUPOLOOOXPaHHbIX TpeboBaHu, TpeboBaHMN OXpaHbl Tpyaa,
be3onacHon akcnnyataunn obopynoBaHms

YBEpEeHHOCTb B YMEHbLUEHUN BpeaHOro BO34encTem4 Ha
OKpyXaloLLyto cpeny

YBEpeHHOCTb B COXpaHEeHUM 340p0BbA PpabOTHMKOB NpeanpuaTus
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SGS.

NMPUHLUUINBbI
CUCTEMbI

MEHEOXMEHTA
KAYECTBA

¥ [lpoueccHbI noaxond, Kak UHCTPYMEHT
® Hanmpasnewdocte  cO3NaHNA N COBEPLUEHCTBOBAHUSA

Ha noTpebuTtens

% Nugepcreo NHTErpMpPOBaHHbIX CUCTEM MEHeIKMeHTa
= BoBneueHue Ha ocHoBe NCO n OHSAS, obnapaert
nrogeun
N 5 y BbICOKUM OpraHnM3auymnoHHO-MeTOANHECKNM
poueccHbIN
noAaxoA NMNOoTEeHUNaJrioM. |_|OJ'IHOLI,eHHOG BHEONPEHUNE
" Lucremnell npoLeccHoro nogxoaa obecrnevnsaet
ynpagneHuto npeanpunAaATnio AONOJIHNTESIbHbIE
B [ocTosiHHOE
ynyulieHume BO3MOXHOCTWN U NMpenmMyLLEeCTBA.
B dakTnyeckumn
ggﬂ::.g“l:o ¥ yHuBepcarneH, T.e. C MOMOLLbIO JaHHOIo
pelueHnA noaxonaa MOXHO OTIaXmBaTb MEeHEO)KMEHT

= Bsaumosweropuel  He TONBLKO Ka4ecTBa, HO U Bu3Heca B

€ OTHOLUeHusA C

nocTaBLMKaMm LeJi1OM
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1) naeHTndmrkaumsa Tex obnacrtem Xo3ssiMCTBEHHOMN
OEeATENBbHOCTU OpraHm3aunmn, KoTopble ABNSAOTCA NPegMeToM
PacCMOTPEHNA BblbOpaHHbIX CTaHOApPTOB,

2) naeHTuurKauns aKonorn4ecknx acrekTon
3) naeHTudunkauma onacHOCTEN N PUCKOB
4) ngeHTUUKauns BO3MOXHbIX aBapUNHbIX CUTyaunn

5) CpaBHEHWE TEKYLLEN NPAKTUKM C BbIDPAHHBIMU
cTaHgapToMu,

6) pa3paboTka cTpaTermm BHeOpEHUS,
7) onpeaeneHne HeobXoANUMbIX PECYPCOB,

8) nogrotoBka AoKnaga BbiCLLEMY PYKOBOACTBY O
pesyrnbTaTax OUEHKN TEKYLLEro COCTOAHUS.
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:5!;;inpa3nemﬂe SHAYUMbIMUN ACNEeKTaMN U

PUCKaMM

Bce 3HauMmble acnekTbl 1 PUCKM yNpaBnsaloTCs Npu
MOMOLLIM XOTS Obl OAHOrO N3 CneayLWnX MeTO40B:

N

N

NMponsBoacTBEHHbLI
U KOHTPOJIb

Llenu n 3agaun

N
A

UccneaoBaHus

92



SGS.

¥ [pupooa pucka
B BepoAaTHOCTb BO3HUKHOBEHUS

¥ [locnengcTtBus BO3OENCTBUNA
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yAoBNeTBOPEHHOC
Tb 3aKa34uKa

BbINOJIHEHNE
TpeboBaHMMN
3aMHTEepPeCOBaHHbI
X CTOPOH,

COOTBETCTBME
3aKoHoAaTeNnbCTBY

CaMoOOLeHKa,

BHYTPEHHue
ayauThbl

¢pnHaHCcoOBbIe
oueHKam

YTOObI
M - yCTaHOBWUTb NPUOPUTETHI,

M - noaBepraTtb Nnpouecchbl aHanNn3y

KaK MHCTPYMEHT yly4dlleHnsd npoueccbl AOJKHbI:

F - nepnognyeckn aHarnm3npoBaTbCA

E - pe3ynbTaTtbl aHann3a A0BOAUTLCSA OO0
COTPYAHUKOB
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Llym un
BbloeneHuve
Fa32B BUGPaLA OTxoabl
TpaHcnopT
Cbipbe
,D,eFITeﬂbHOCTb-IpOD'gJ:TI;:AM”M

3Heprus ycny

PasnuBbl Xngkne YnakoBka

oTxoabl/CTOKMU
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['paHnLa BO3OenCTBUS

FpaH nua KOHTPOIJIA

Llym n
?al\;ggc“ﬂ BUbpauus OTxoabl
TpaHcnopT
Cbipbe
P [MpoayKThl
[leaTenbHOCTb
Unn ycnyru
AHeprus
PasnuBbl Xugkue YnakoBka

oTXoObl
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[locTosiHHOE ynydlleHne obecneYymBaeTCcs Ha OCHOBE!

BbINOSHEHUS MONTUTUKM
BbIMONHEHNS Lenen, 3agad, nporpamMmm
pe3ynbTaToB ayauTOB

aHanm3a AgaHHbIX

KOPPEKTUPYIOLLKNX N Npefynpexgarowmx 4encTesum

dHalJln3a CO CTOPOHbI PpyKOBOACTBA.
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C

OcBeoOMNEHHOCTb NepcoHana
Hannune gokymeHTaummn (MHCTPYKUUK, npouenypbl)

NHdopmauns o nosegeHnn npouecca n npoaykra
(cTaTuUCTMKa, NpoBeAEHME UCTbITAHUIN, MPOBEPKN)

Pa3paboTka 1 BHeapeHne nporpaMmm MOHUTOPUHIA U
M3MepPEHUIN NPOLIECCOB, NpoayKTa

Mcnonb3oBaHMe COOTBETCTBYHOLLEro 06opyaoBaHus

CooTBeTCTBYOLAsA UHPaCTPYKTypa U
NpOV3BOACTBEHHAs cpeaa

Iicnonb3oBaHue COOTBETCTBYHOLLNX MaTePUasioB
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lNMpednpusimue Kylibbiwee A3om 006unocb CHUXXeHUsI pacxo0HO020 KoaghghuyueHma no
6eH3011y, cnocobcmeyrowee CHUXXeHUro 8bI6pocos/cmokoe 8pedHbIX seuwjecms.

PHIIK. lNMpoeodsimcsi pabombl N0 NPOeKMuUPO8aHUI0 PeKyJibmueayuu y4acmkoe
npednpusimusi, Komopbie CHuXxarom eo3sdelicmeue npednpusimusi Ha OC. 3HayumenbHbIU
aKueHm npu niaHuUpoeaHUuU cmaeumcs Ha yny4ueHue coCmosiHUSI OKpYyXXarouw,el cpeosbil.
Macmep-nnaH pazeumus 2008-2017 codepxum npozpammbl OJisi TUKeudayuu
ucmopu4eckoz2o0 Hacnedusi, HSE cmpamezauro, Meponpussmusi rno ysy4yuweHuro o4Yucmku
CMOYHbIX 600.

OAOQO «lllékuHoazomy. [Ipou3ows1o CHUXeHuUe pPacxoO0HbIx HOpM Ha 30-40%. lNpoeedeHa
6os1bwWwasn paboma no nacnopmusayuu ecex omxodoe npednpusmusi. [pucoeduHeHue K
npozpamme «OmeemcmeeHHasi 3aboma» npoghcoro3a XumMmu4eckKol NPoMbIWIIeHHoOCMu
PuHNIsIHOUU.

OAO «THK - HuxxHesapmoeck». HanaxeHHast paboma no MOHUMOPUH2Y U U3MePEeHUsIM
KJIr04YeebIX XxapaKkmepucmuK OKa3biearow,ux 3Kosioecu4yeckoe goszdelicmaue Ha
okpyxarouwyro cpedy. Ucnonb3zoeaHue ACYITI, 6a3 OaHHbIX U creyuasibHO20
npozpaMMHO20 obecne4yeHusi O/151 OCyuw,ecmeJsieHuUss MOHUMOPUH2a U U3MepeHul u
pe3ynbmamueHOCMb NMPUMEHUMbIX Mep ynpaeJsieHusi onepayutl (ACYTII paspabomaHbi
ons kaxkAou nnowjadku omoesibHO, cucmemMa meJsieMexaHuKu Kycmoe ckeakuH AQKY —
2000+). Yemko nocmaesieHHasi paboma no MOHUMOpPUH2Y 8bINnosiIHeHuUsi mpeboeaHuli COM
noopsiOHbIMU Op2aHu3ayusimMu.

000 « HuxHeeapmoeckoe He¢hmenepepabambigarouiee o6 LeduHeHuey. [IpoeedeHue
nosedeH4Yeckux ayoumoe rno 6esonacHocmu, meponpusimut «CTOIN YAC» u cucmembi
npoeedeHus1 copesHo8aHUll «5 3ee30» 8 obnnacmu cobs1100eHuUst HOpPM U npaesusl
ob6nacmu oxpaHbl mpy0da N6 u OOC, kak 0onosIHUMesIbHbIX 3/IeMeHMoe8 KOHMpPOoJisi
mpeb6osaHul 6ezonacHocmu.
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100% npombiwreHHbIXx npednpusmull u punuanoe Renault, Haxodswuxcs e
passiudHbIX cmpaHax Mmupa, umerom cepmugpukamsi ISO 14 001.

3a nocrsiedHue decssmb Jiem ripuMeHeHuUe cucmeMbl 3KOJ102U4eCKO20
MeHeOXXMeHma Ha NnpoMbIWIIeHHbIX npednpusmusx Renault no3eonuno e
YyacmHoOCmu, COKpamums:

Ha 25% nompebJsieHue asiekmpo3Hepauu (kBm/aem),

Ha 61% nompebrneHue eo0dbi (M3/aem), ymo coomeemcmeyem 10 musisIUOHam
M3 800bI

Ha 64% o6beM omxodoe (k2/aem), — Ha 34% Kosiu4yecmeo siemy4ux
op2aHuU4YecKux sewecme (k2/asm),

Ha 47% ebI6bpochkl 8pPeOHbLIX seujecme 8 800HYI0 cpeday.

Cpedu nnaHoebIx 3Kosio2udeckux nokazamersneit OAO «Aemogpamoc» 6b1510
docmuz2Hymo cokpauweHue nompebsieHust 00bI ¢ 2006 no 2007 22. Ha 7%,
COKpauw,eHue nompebrieHusi anekmpoaHepauu ¢ 2006 no 2007 2e. Ha 17%, a ¢
2007 2. no maii 2008 2. Ha 6%. Takxe, Ha 4% cokpamusnucb 8bI6POCHI
op2aHu4eckux napoe ¢ 2007 2. no mau 2008 2., u Ha 60% ymeHbWUIIUCH
3a2psAI3HEeHUs1 CMOYHbIX 800 3a amom e nepuod. OOHO U3 8aXKHbIX
docmu)keHul - eHeOpeHue 8 2007 2. cucmemMbl COPMUPOBKU OMx00068 Ha
pabo4ux nocmax.
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