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Jingupyrolymne rniarexHble CUCTeMbl — PAa3BUTUE
UHAYCTPUN [TTIATEXHBIX KAPT U ACIEKThI
coorBercrus crarHgapty PCI DSS
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Mockea, Poccus, aekabpb 2009
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[1naH npes3eHTaLun

1.AKTyarnbHOe cocTosaHne e-payments B Poccuu,

2.[1pobnembl 1 NocneacTBns yTeukm gaHHbIX
nnaTeXHbIX KapT KIMNEHTOB;

3. TpeboBaHuA K NocTaBLUMKaM YCIyT,

4. Coctasnsawwme ctaHgapta n aygmta PCl DSS:
« AHanuns3 pacxoXxgeHum;
 [1naH paboTbl N0 NCrpaBfeHUIo;
* OdpmumanbHbIN ayauT.

5. OyHKunm n nomoub ayantopa PCIl DSS.

o
©2008 SYSXNET Ltd. All Rights Reserved. 3 :
December 17, 2009 i



[InHamMmunka pblHKA MOMEHTarlbHbIX NnaTeXxeun
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OueHka HOBbIX NepcnekTUBHbIX pbiHKOB Ana AlC

OTpacnb Obbem
(Mnpa ponn.)

BHeceHne HannyHbIX Ha KapToO4HbIE cyeTa (B T.4. "caadva Ha cyet")

[Mpuem genosnTos, a rnasHoe, mukpogenoantos (100-300 gonn.)

[Mpmem Hanoros

B nonb3y geTckux cagos W LLKOS

MukpokpeanTbl (10$-100$) n nx norawexHune

3apyobexHble nposangepsbl (ltunes, Skype)

Typuctnyeckne nyTeBku 3

N O N O

N N

NToro 31

o
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CTpyKTypa nnaTtexei no nnacTukoBbIM KapTam

CTpyKTypa pbiHKa No cnocoby I —
onnaTtbl TOBApa MEECNOKATHA -‘E"F?EYU';E'E
5% '
956% - HanuyHbIe cotT

5%
31% - 3lC

MY3LIKE, BHOED

11% - NNAacTUKOBbIE KapThl 5
Wbl AIHAKOMCTED TREHCMORT, TYRHIM
2% - SMS nnatexwu 5% 50%
OHTENN
8%

Mo nporHosam iKS-Consulting B 2009 rogy 6yaeTt npogaHo Yyepes MHTepHET YCMY A C2A3M
TPaHCMOPTHbIX BUNETOB Ha CyMMy 149

23 mnpa pyoneun ( 535 mmnnmMoHoB eBpO)

L
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E-payments Russia

B HeKoTOpbIX €BPONENCKMX CTpaHaxX KONIMYECTBO NOTpebuTenen ycnyru
9NEeKTPOHHbIX nNnaTtexen goxogut 0o 40%, B Poccum KonnyecTeo N4 eEN,

nonb3ytoweecs oH-nanH 6aHKOBCKMMU yCryramu eLle 3Ha4yuTenbHO HEBENUKO —
okosio 11%, HO NOCTOSAHHO pacTeT.

OcHoOBHbIE OrpaHU4YeHus:

* Tonbko 40 MnH. YenoBeK UMEIOT AO0CTYN K OH-NanH pecypcam, U3 Hux 30 % aetu
no 18 net, 40% mockBU4U;

* Huskasa nHdpopmMalMOHHasA KynbTypa U KOMMbIOTEPHAA rPaMOTHOCTb — TOSMBbKO
40% nonb3oBaTenen nnareXHbiX CACTEM YnTaloT MHPopmMmauuio o
HENPUKOCHOBEHHOCTU CBOUX AaHHbIX;

 HepoBepue HaceneHna K HaaeXXHOCTU
3aLUUTbl CBOMX NepCcoHarbHbIX AAHHbIX.

©2009 SYSXNET Ltd. All Rights Reserved. 7
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BeeaeHve B PCI DSS

» C 2006 roga PCI DSS Council yctaHOBreH eguHbin cTaHOapT 3alUUThI
XpaHeHus, nepegayvun, 1 oopaboTKM KapTOYHbIX AAHHbIX;

=0 |l| @ﬁﬁ VISA

WA, ATIETILA M IDTe s (O waw. direrdubs. Com WA Coverbl com VANV DU LD ramer hant com WIAAM. WA L DM

» CTaHgapT, KOTOPbI OCHOBLIBAETCA Ha cneyndunyecknx nporpamMmmax
3awmTbl gaHHbIX (Visa CISP, MasterCard SDP, etc.);

»EanHbIn cTaHgapT 6€30nacHOCTU AaHHbIX:
— OcHoBaHHbIW Ha nyywen npaktuke (ISO17799, ISO27001);

— [ogpepxnBaetcs BceMu KapTodHbIMK cuctemamm (VISA,
MasterCard, American Express, JCB, Diners club u Discover).

Sysiaet



VISA

B cnyyae B3anowma....

¢ 490/0 KITMEHTOB yBEpPEHbIl, HTO NMEHHO NMOCTAaBLUUK YCITYTN ABJIAETCAH
I'IpVI‘-II/IHOVI N UCTOYHUKOM YTEYKU OaHHbIX;

* 3 N3 4 knneHTOB yX0aAT OT CKOMMPOMETUPOBAHHOIO B3MIOMOM
NnocTaBLLUMKa YCNYru;

* 84% onpoLueHHbIX XOTAT BbITb KIMEHTaMV NMOCTABLUMKA,
NOATBEPAUBLLMX CBOU NUAUPYIOLLIME MO3ULIMN UCMONb30BaHUS
NMPOBEPEHHbIX CUCTEM BE30MacHOCTH;

* WuBectmnymn B PCI DSS gormkHbl ObITb YacTblo CTpaTErM4eckux nnaHos
KOMMaHUW1 No nNogaepKaHnio N pacLUMPEHNIO YMca KIUEHTOB.

Visa Europe | Setpember 2008

. o o
Visa Confidential 9 f‘
This information is not intended, and should not be construed, as an offer to sell or as f f

solicitation of an offer to purchase, any securities



B3nom cucrtembl 6€30nacHOCTHU

[Tpobnembl

e [loTeps noBepusi CO CTOPOHbI
KNWEHTOB;

e YpOH penyTtauun n 6penHay;

o YObITKY;

e CTOUMOCTb BbINycKa HOBbIX KapT;

e HeynobcTBO ANSA KNUEHTOB;

eOnacHoCTb BMeLLaTeNbCTBa CO CTOPOHbI rocygapcrtBa.

SYSNET 2008. All Rights Reserved. Confidential. Not For Distribution.
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YpOBHM NOCTaBLMKOB YCNyr U TpeboBaHMS K HUM

YpoBeHb MpusHaku [Mpoueaypbl NpoBEPKU

1 Bce npoueccuHrosble LEHTPHI, - eXXerogHbl ayauT, BbIMonHAeMbln QSA-
noakntoveHHble K VisaNet, a Takke ayauTopoM Ha 0ObeKTe KoOMMaHuu;
NOCTaBLUMKWN YCIyT,
obpabaTbiBatoLmne, XpaHsaLme nnm - eXxxeKkBapTalibHOe CKaHUpoBaHwue,
nepegatouime gaHHble o bonee 4yem BbIMOSIHAEMOE CEPTUDULMPOBAHHBIM
300 000 TpaH3akuuu B rof. nocrtasLukom ycnyr (ASV).

2 [MocTaBLmKn ycnyr, - eXxeroHas camooLleHKa COOTBETCTBUSA C
obpabaTbiBaroLne, XpaHaLme nnm 3anorHeHneM OrnpOCHOro NNCTa;
nepegarouime AaHHbIe O MEHEE YeM
300 000 TpaH3aKkumi B rof. - eXXekBapTarbHOe CKaHMpOBaHMe,

BbIMOMHAEMOEe CepTUDULMPOBAHHBIM
noctasLmnkom yenyr (ASV).

o__
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C 4yero Bce Ha4yanocb?
BeeneHune B PCl DSS

> CeHTs6pb 2006:
— YnydweHHaa PCI DSS sepcus 1.1

— CospgaHue Coseta ctaHgapTta PCI v
> OkTs6pb 2008:

— Hosas Bepcusa PCI DSS craHgapTa 1.2

> 12 “TpeboBaHnin”

> Self Assessment onpocHuk vs. PCI DSS

» Cornacue c tpebosaHusmmn CTAHOAPTA

» Managa pegakuma 1.2.1 oeina npunHsaTta B uone 2009 roga(cogepxmT
HenpuHUunuanbHble TEXHUYECKME NONpaBKNn)

©2009 SYSXNET Ltd. All Rights Reserved. o__
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C yero HaunHaeTtca PCI DSS aygut?

LLlar 1: aHanus pacxoxageHumn

e [lpoBeaeHne NHTEPBLIO:

» WT-penaptamMeHT: ceTeBOM agMUHUCTPATOP, CEPBEPHbIN aaMUHUCTPATOP,
aomuHucTpatop fire-wall'o, agmuHncTpatop 6a3 gaHHbIX, cOTpyaHUKM UT-

ayouTa;
» KapTO4HbIN OenapTaMeHT;
» [lenapTameHT MHGOPMaLUUOHHOW BEe30NacHOCTH;
= [lenaptameHT chunsnyeckon 6e3onacHoOCTH;
» [lpeacraButenu otgena Kagpos.

e BwuayanbHaga nposepka:

" OUEeHKa KOMMOHEHTOB NPOrpaMMHbIX NPUMNOXEHU, KOTOPblE MMEIOT
oTHowleHune k ctangapty PCI DSS;

= BwusyanbHbll KOHTPOMb cepBepHOn, amboccepHon, nedyatb PIN-koHBEpTOB

e AHanuMa goKkymeHTauuu

o
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Lar 2: nnaH paboTbl N0 ncnpaBfieHUto

e Kntou K ycnexy npoekra.

= CornacoBaHue TpebosaHuin PCI Ha nepcnekTusy;

YcTaHoBneHne pearnbHbIX CPOKOB OJ14 yNnpaBJiIEHNA MPOEKTOM,

Ponb 1 3agayn komnaHmn-akcnepta (QSA);

Ponb 1 3agayn gnsa knueHTa;

= KnoyesBble AaThl.

o__
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Lar 3: OpuymanbHbin ayguT

[lpoBeaeHue npen-ayauta

Payment Card Industry (PCI)

Data Security Standard D'Opa6OTKa NCI paBﬂeHMVl

Self-Assessment
Questionnaire

OdomunaneHbin ayguT

Version 1.0

Relsase: December 2004

[Tony4deHne cepTudukara
nnaTeXHbIX CUCTEM

o__
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Kak ayguTop MoXeT nomMoyb Bam?

e Ha kakou ctaguu Bbl cenyac?
— KakoB Baw aKTyaﬂbeIVI CTaTyC COOTBETCTBUA CTaHOApPTaM,
— MecTo npoeKkTHOM KoMaHabl;
— OnpegenuTb cneaywowme waru;
— Hanuyne To4HOro otyeTa no pe3yJjibTaTaM CKaHNPOBaHUA.

e Kyaga Bam Heobxoammo gsuraTtbea?
— BpeMeHHbIe paMKn yCTaHOBIIEHNA COOTBETCTBUA CTaHOapTaMm,
— MecT0 gorosopos.

e Kak AOCTUYb NOCTaBNEHHOW Lienn?
— CoBmMecTHasa popma NPOEKTHOro B3aMOOENCTBUSA;
— JocTynHble pecypcbl?

o__
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bnarogapum 3a BHUMaHue

Sysnet

«HesaBucumeble KOHCYJ1bTaHTbI MO ©e3onacHocTn»

Mapus LLunkosa

PernoHanbHble meHepxep, Poccusa n CHIC
email: maria@sysnet.ie

B TenedoH: +7 495 6462353
s S MOBUnbHLIN : +7 985 4100369

150 27001 Certified Information Security Consultants
Vendor Independs tion Security Consul

BRI Republic of Ireland - United Kingdom - Finland -
€ | Saudi Arabia - South Africa - Ukraine - Malta - Russia

125040, Poccus, Mockea, HuxHsas yn. 14/1, Alliance Business Center

December 17, 2009

L]
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“Update on BESP system

development”

Timr Kabirovich Batyrd(

* *

* *
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* oK

Head of regulation, managemgnt and system
monitoring depa \ent,ﬂentri_ i'Bank of Russia




IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

Pa3zBuTue nnare)XxHom cuctembl baHka
Poccuun. Cuctema bICI

Anpexrop fenapramMeHTa
PErysInpoBaHHs, yrpaB/I€HNs U
MOHHTOPHHIa NJ1IaTEXHOMH
cncremsl barnka Poccun

barsipeB Tumyp Kabnposny




- IenTpanabHbiii 0aHk Poccuiickonn Deaepanuu

Llenn BaHka Poccuu

3awmTa n obecneyeHue PasBuTue n ykpensieHue

YCTOMYMBOCTH py6ns 6aHKOBCKOI CUCTEMBI
Poccuickon depepaumnm

O6ecneueHune achpekTBHOro n 6ecnepe6b6orMHOro (pyHKLLMOHMPOBAHUSNA
NJ1IaTeXXHON CUCTEMDI

(npexcae Bcero — narexcHou cuncrembl barka Poccum




IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

Cmabunbnocms  6aHKOBCKOU  cucmemsl obecnequsaemcs
naamedicnou cucmemoti bauxka Poccuu nymem.

1) obecne4yeHns pacyeToB DE3PUCKOBLIMUN aKTUBaAMMN —
OeHeXHbIMU cpeacTBamMun Ha cyeTax B baHke Poccun —
CHUJICCHUE erdumnoeo ucucmemHozo puCKOG;

2) npepocTaBneHns OONONHUTENbHOW NUKBUOHOCTU OIS
pacyeToB B hopMe BHYTPUOHEBHOIO KpeauTa v KpeauTa
OBepHaVIT — CHUJICEHUE PUCKA ]ZMKGM@HOCWZM

3) peTtanbHbIMU NpaBunaMmm yHKLUNOHNPOBAHMSA NaTEXHOM
CUCTEMbI N OTKPbITLIMU KPUTEPUAMU YHACTUA — cHudicerue
npasoBo2o U KpeoumHno20 puckos;

4) pa3BUTON NHPOPMALIMOHHO-TEXHUYECKOM
NHMPPACTPYKTYPON C NPMMEHEHNEM Mep Be30nacHOCTU —
CHUJCEHUE onepauuorHHo20 pucKka



// HenTpanbueiil 0ank Poccuiickoilt @egepanun

HanpaBiieHusi pa3BUTHA IJIATEKHOM CUCTEMBI

Qb DhEeKTUBHOCTD:

C no3uuun:
ornepartopa / y4HaCTHUKOB
(baHka Poccuu / KnneHTOB)

-CImMoumMocCmb cepsucos
-Ka4yecmeo cepsucos

-cKopocmb pabomsl cucmemabl

becnepebONHOCTb,

Uru CHUXeHUe YPOBHS PUCKOS8:
-KpedumHo20 pucka

-pucka JiukeuoHocmu
-ornepayuoHHO20 pucka
-CUCMEMHO020 puckKa
-r1pasoeo2o pucka




IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

[lnamexHas cucmema baHka Poccuu (Oetucmesyrouwjasd MoOerib)

BaCIl

4' M3P/aBu3o

B3P B3P/

dBU30 dBU30

e 0o o aBU30

L7 L] | | | ] | KnueHTbl baHka Poccu




JleuleHTpanr30BaHHAs] CETMEHTUPOBAaHHAS
apXuTeKTypa - 78 cerMeHTOB paboTaloT IO
MecTHOMY BpeMeHHU (11 4yacoBBIX MOSICOB) ™%

/8 IIIIIII YYaCTHUKMN pacyeToB:
<+ BIP <—p MOIP C_.. °*YupexaeHus baHka Poccuy,

depepanbHOE Ka3HaYencTBo,

KpeAuUTHbIe opraHu3aumm,
O
Apyrue knueHTtbl baHka Poccumn



- F[apaHTUpOBaHHOE BpeMs pac4yeTa
- MouTtn KpyrnocytoyHoe pyHKLIMOHUPOBaHUE
- HesaBMCMMOCTbL OT YacoOBbIX NOSICOB

- MMONHOCTBLIO 3NEKTPOHHbLIN OOMEH

: O/ Cé 53CH
PN -
« Mm© &

\«\ BaHk
L=
H-|.

L2 X m Vuaetankn BACIL:
- Oco06ric (OYP),
BakK  Tpsvbie (ITYP),

AccouMMpOBaHHbIE
(AYP)

BOCII LleHTpanu3oBaHHasA cuctema {



IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

KoJunuyecrBeHHbIe MoKazaTean (Ha 1 okrsaops 2009 roaa)

KonnyectBo Yy4acCTHMKOB MiaTeXHOU cuctembl baHka
Poccuu (eq.) — 20 745,
B TOM Yyuncne:

> yypexgeHuna baHka Poccun — 631,
u3 Hux yuwacmuuku cucmemol bICII — 203 (32%),

> KpeauTHble opraHmndauum (dounmansl) — 3 419,
u3 Hux yyacmuuxu cucmemvt bICII — 798 (23%),

» ®epnepanbHoe Ka3Ha4eWnucTBo 7 ynpaBreHunga
depnepanbHoro kasHadencraea — 80,
u3 Hux yuacmuuku cucmemst bICII — 80 (100%)
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HenTpanbHbii 0ank Poccuiickon @exepannu

Ila1arexkn B naare:;xkHou cucreme bauka Poccun

NMnaTtexu B nnatexxHou cucteme baHka Poccuu
B |-l k. 2009 r., TpNH.pyO.

B cucteme
B3CI - 61,0

B nNnaTeXXHou
cucteme baHka
Poccum - 437,3




IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

JInHaMHuKa 00beMa IJ1aTexKe,
npoBeaeHHbIX B cucreme BICII
3a KaxIbIM Mecan 2009 roaa
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Cpeonan cymma nnamexca ¢ cucmeme bICII

(Mnpa. py6.)

15 1,20
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IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

B pesyabTare BHeapeHus cucreMbl bICII

MNOABUJINCD.

OHJTAaNHOBbLIN MHCTPYMEHT BHYTPUOHEBHOIO
nepepacnpeneneHnsa NMKBUAHOCTM (MHorodunnarbHble
KpeauTHble opraHn3aunmn);

BO3MOXXHOCTb OHJTaMHOBOIo AENOHUPOBAHUA AEHEXHbIX
cpencte Ha MMBB;

HOBbIN MEXaHN3M MeXOaHKOBCKNX pacyeToB B
peanbHOM BPEMEHM;

eavHbIW perrnamMmeHT B Macwitabax ctpaHbl (anga MMyP)



IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

IlyTH coBepIIEeHCTBOBAHUS IJIAaTeKHOM cucTeMbl banka
Poccuu 1iis1 odecnneyeHus CTa0MIbLHOCTH 0AaHKOBCKOM
CHCTEMbI

1) pacwunpeHue ncnonbdosaHna cuctemol bIACIT:
-pacLimpeHue cocTaBa Y4aCTHUKOB (KpeanTHbIX
opraHmsaummn, dunmanos KpeauTHbLIX opraHu3auuin);
-BHeapeHne B cucteme bBOCIl Bcex pacyeTHbIX
OOKYMEHTOB B 3JIEKTPOHHOM BUAE;
-paclumpeHmne Kpyra onepaunm (pacyetbl Ha PUHAHCOBbIX
PbIHKaX);

2) co3gaHMe B nnatexHou cucteme baHka Poccuu
9KOHOMUYHOIrO cepBuUCa AN  HECPOYHbIX nnaTexeu
B3ameH BOP, MOP, aBu3o;



IenTpanbHbiii 0ank Poccuiickoii @eaepanuu

IlyTH coBepIIEeHCTBOBAHUS IJIAaTeKHOM cucTeMbl banka
Poccun nia odecneyenuss CcTaOMJILHOCTH 0AaHKOBCKOM
CUCTEMBI (npodoniicenue)

3) ynydweHue BO3MOXXHOCTEW NO YNpPaBnNeHUo KIneHTamu

NMMKBUOHOCTbLIO B nnaTteXxHou cucteme baHka Poccuum:

-cO3aHne eanHoro nHTepdenca;

-coBepuieHCcTBOBaHUNE MEeXaHN3Ma npenoctaBlieHnd
KpeaAnTHbIM opraHn3aunAam AOMNOJIHUTEJIbHOUN
JIMKBUWOHOCTW,

-BHEIPEHME  creuuanu3nupoBaHHOINo  cepBuca  AOngd
depnepanbHOro KasHa4eucTBa;

4) obecnevyeHune CKBO3HOU aBTOMaTU3NpPOBaAHHOU
obpaboTkn nnatexen (STP) B nnaTtexHom CcuUcteme
baHka Poccuu



/ IenTpanbHbiii 0ank Poccuiickoii @eaepanuu
HesareabHocTh banka Poccun no BHeapenuro STP

coz0aHa pabouas 2pynna ¢ ydacmuem Kpeoumuvlx u Opyeux
Op2aHu3ayuil Ol peuleHus 3a0ay:

\/OI'ITI/IMI/I38LI,I/II/I COCTaBa PEKBU3INTOB paCHETHbIX JOKYMEHTOB
N SJTEKTPOHHbIX COO6LLI,€HVII/I;

v BHEOPEHNA MEeXOYHapOAHbIX CTaHOAapToOB nepedayn wu
0bpaboTKK nraTeXHOW MHpopmaumn C  Yy4yeToMm
HeobXoOMMOCTM B3aMMHOIo npeobpasoBaHna opmaToB
9NEKTPOHHbIX COODLLEHUN;

v obecnevyeHnss TEXHUYECKOro pelleHnst B BUAE LWno3a B
cucremy SWIFT;

v peLLeHnss BOMPOCOB MPUMEHEHUSA MHOCTPAHHOIO s3blka WU
TpaHcnuTepaLunmn, 3a4ncrieHns no LMgpoBbiIM PEKBU3UTAM

v BHegpeHna eanHoro CnpaBoYHMKA YYaCTHUKOB MNiaTeXHOW
cuctembl baHka Poccuum ¢ BkntodeHmem B Hero BIC SWIFT



HenTpanbHbii 0ank Poccuiickon @exepannu

Cnacub60 3a BHMUMaHue!



éﬂfr Rouble Settlements via SWIFT

e

Steven Palstermans

Head of Russia, CIS & Mongolia

AEB — Seminar — Practice of virtual money transactions




Agenda

Rouble Settlements via
correspondent banking

The Russian RTGS and SWIFT

Bulk Payments solution for Rouble Clearing

36
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Traffic Growth in Eastern Europe (without RU)
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Traffic Growth in Russia
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Messages per Market
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Russia : Traffic Growth by Market
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Russia : Domestic Traffic per Market
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Agenda

 Some statistics

* The Russian RTGS and SWIFT

« Bulk Payments solution for Rouble Clearing

44



Payments Market Practice Group

« Under the auspices of the Russian National SWIFT Association (User
and Member Group together) guidelines have been worked out on
how to use the ISO-Standards to do Rouble Payments: “RUR-6
guidelines”.

* Includes — amongst others — the MT 101, 103, 202, 205, 210,
category 9 messages and n92, n95 & n96 messages.

* |ncludes transliteration table.
« Currently version 6.

* Available on swift.ru
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Issue(s) with RUR-6.

* They are not mandatory.

« Not all banks are using latest version, so banks have to support
different versions, depending on their counterparts.

* The Central Bank’s Payment Order is not fully in line with the ISO-
Standards from point of view of number of characters to be used for
fields and Bank Identifiers.
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Agenda

 Some statistics
 Rouble Settlements via

correspondent banking

Bulk Payments solution for Rouble Clearing
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History

» Central Bank of Russia & SWIFT signed a Memorandum of
Understanding on the fact that the SWIFT communication platform
would be proposed to the RTGS participants as parallel
communication channel for the Russian RTGS.

« Technically solution to support SWIFT as RTGS channel has been
implemented.

« Based on some extra requirements from the National Security
Service, the converter for Central Bank of Russia proprietary formats
to ISO-formats and vice versa is being finalised.
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Message Flow Russian RTGS

Direct
Participants

Indirect
Participants

Converter
CB of Russia —
ISO Formats
and vice versa ) .
Live in 2011
(according to
CBR)

SWIFT Backbone
Network
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Agenda

Some statistics
Rouble Settlements via
correspondent banking

The Russian RTGS and SWIFT
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Overview of the Bulk Payments offering

Participants Q Direct Participants Indirect Participants

SWIFT offering in LVP
Messaging platform and standards supporting
» The processing and the exchange of Low
Value Payments flows

between
* The MI and its participants, or
* Participants in bilateral




Bulk Payments Components

Bulk Payments is aiming at harmonising exchange of bulk payments,

in order to decrease development costs and facilitate interoperability
between payments systems

1. Standards Proprietary or UNIFI ISO 20022 standards

2. Messaging FileAct

InterAct for single/urgent messages

3. Rulebook Promoting market best practices and

increased harmonisation

Price per payment leg
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Background

eCommerce is estimated to be over
$10bn in 2010...

eCommerce Market in Russia

($Bn)

12
11

10 A

8.4

0] Y23

0 T T T
2007 2008 2009E 2010E

Source; Visa estimates based on data gathered from banks

...and is split across a number of
different spend categories...

% That Have Shopped Online for
Various Spend Categories

( Hotels 21
@ | Utility 21
O
E< Railroad 28
o
Airline tx 43
Connect* 64

( Clothes 15
@ Telephone 15
(@)

3 | Music 19
o
D.< Computer/tech 24

Games 33

Books 40

\

* 84% of purchases on Russian sites and 16% on
western ones

VISA

..but dominated by cash/e-wallets (87%
of volumes).

eCommerce by Payment Type
(% in 2008)

Split by Payment
Type

Cash 56

Cards

SMS

E-Wallets

Total 100%
Total ($Bn) 6.0

* Only about 1/3 of Russians both have a card and use it
for something other than cash withdrawal

* 37% of those that shop online fear fraud on cash-less
transactions

*Internet connection, telephone, etc.



Virtual Visa on OSMP attempts to tap into this potential that is v’s A
dominated currently by cash & e-wallets

What is the product? '
 Avirtual prepaid Visa card that is delivered to

: ] = KANEEA | TERET

the purchaser’s mobile phone (ie. card number, = - éj

. Corhina 0@ ey

expiry date, CVV, etc.) > = —

\ ) ) <

« Itis purchased by entering cash into a QIWI i

: rmk ©rEn v'v;:i u'l'::‘“
terminals [ o [T

* It can be used to make any Card Not Present
(CNP) transaction, and is generally used on e-
Commerce sites that accept Visa.

 The remaining balance on the card can be
returned to QIWI Personal Cabinet at any time

Where is it available?
«  Onover 87,000 QIWI payment terminals

SWEI m . Payment terminals are in nearly every city in
Russia and its estimated that they are used by
. over 2/3 of all Russian people
From the customer’s Personal Cabinet account
e s on QIWI website

|

NPEAONTAYENHAR
KAPTA \/|SA

-+ From Beeline mobile account (oplata.beeline.ru,
" - SMS, IVR)

Source; QIWI

'\
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Visa Virtual: Identifying the Target Audience

Who would be interested in Visa Virtual?

1.

Consumers that don’t have a payment card and want
to make a purchase on an international eCommerce
site that doesn’t accept Russian e-wallets

Consumers that have a payment card, but the issuer’s
restrictions on the card doesn’t allow them to make
purchases online (eg. many Visa Electron cards)

Consumers who are concerned about using their
normal banking card details to make a purchase
online.

VISA
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How Visa Virtual Works

VISA

Example of Receipt

1. Go to OSMP kiosk and click on Visa Virtual button

2.  Enter telephone number Y T ewombro

3. Enter amount of cash you want to put on the virtual card A 312301152
«  Commission will be about 5% jas: 2314635

4. Receive SMS with virtual card details (ie. Card number, e ;TL.;;,'.ZJl"fhf:.'i;'?glji"*
expiry, etc.) (ontacos: e 2

5. Take receipt from machine (->) W eronon . 10 s

6. Go home to Internet and make purchase using Visa card L0020 1500
details on eCommerce site 0 oty ! UM

7. Atany time you can transfer remaining balance of Visa Virtual ‘"gﬂl';*h
to your OSMP “Personal Cabinet” account o st s

8. After 3 months any remaining balance of Visa Virtual will ot VS s Tru:il:dﬁ.ulzﬂ’_d'u}_.'_il;".".’ff
automatically move to your “Personal Cabinet” X e visa gy,

9. After making a transaction the customer receives an SMS 51 o
confirming the transaction eow il "

10. At any time the customers can see the card transaction o N —T

history on a dedicated site

* Beginning in 2010 the card is reloadable to a maximum of

15,000 Rubles

Source; QIWI, Visa
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Navigating to Visa Virtual on the screen

_H 228
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Clear terms and conditions page VISA
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Receiving Visa card details on your phone V'SA

Pay seller fees with a credit or debit card @ Loe help

Cardholder name
|I~. an anoy

e i deh ard rumbed
123456780012 m

E"E-'-"- eBay oretecks your ahgaunt informakl

Address on your monthly statement
IT'-.fE'ska',fa st.

Expiration date
10 - 2009 =

Card identfication number City
Xxx | — [Mescow
= T
Where's Ay card [D Aumbery
State ZIP [ Postal code
[Moscow [111111
Country

IP‘.UEEian Federation j

i Mo thanks 1ak= m= hack
Continue

By clicking on the "Co ay to disclase your contact information to a third

DAty 1or venncat

Rannrt susrected snnnf naces ta seanf@ehay cam How ta arotect vaur aceaunt infamaticn



Checking Balance/Transaction Details online for a purchased
g VISA
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Banxanc: 184.92 RUR
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Supporting Visa Virtual with an integrated marketing approach

Channel

Descriptions

QIWI
Terminals

Online

wowdata.ru
Goha.ru
Tutu.ru
Skyexpress.ru

S7.ru

Travel, Shopping,
Game Forums

F5 Magazine

Reserve

Source; QIWI, OSMP

* Banner on main screen of
72,000 terminals
* Number of QIWI users = 55m

» Guide for Warcraft game
» Forum for popular games
*Ticketing (railway)
*Discount airline

*Air carrier

* Promotions on virtual game sites,
by well known bloggers, etc.

*About Internet life, games, etc.

» Will be applied to most effective
channels after first phase complete

Visits

* Number of views = approx.

170m
* Click Thru Rate = 4-10%

*4.5m
*2.1m
*4.0m
*0.9m
*0.5m

*1.0m

+150,000

VISA



Visa Virtual advertisement on QIWI terminal screens V’ S A

‘_‘ NOCALUEHHE KPELWTOB
YCIYTH GAHKDB

Kaw NynETe Kapry R Eiw wymnte sapry

The banner on the Page 1. Advantages and Page 2. Visa Security and
terminal main screen unique card benefits Protection

Kax KynmTi sapTy Hak syneTe sapTy

Page 3. How it works Page 4. Important
information



During the first few months after launch, the product has showed high interest
and rapid growth V’SA

Sum of VVC payments and rest deposits,
Aug. — Oct. 2009 Payment dynamics by weeks [RUR]

= = - All Others

= =+ Mobile

= =+ Media Content

— = |P Telephony, TV, Internet
— = Goods (Services)

— — Games

(CAGR = +189%> — Poker/Gambling/Betting

— Payment Systems
— Transport Tickets

------

August September October 10 17 24 31 7 14 21 28 5 12 19 26 2
L August | - September S | — October —

- Payments - Unused deposits




The payment mix of how Visa Virtual is used VISA

Payments with VVC by segment, Sep. — Oct. 2009 [%]

[ ] Others 6% oo 4%, 4: 100%
[_] Software %20/0 E ° — 3% _#4Cy N ;oﬁ)
[] Hosting, Domains T 4% ] A2 7012%

|:| IP Telephony, TV, Internet

[_] Media Content
[ Products (services)
B Games

[ ] Payment System
Il Airline Railroad

Il Poker/Gambling/Betting

12%

September October

Source; Data from 15t Processing Bank / QIWI



Thank you! Try your own Visa Virtual at a terminal near you! VISA

QIWI

KUBW

visa g O
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