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Cetun

DDoS
Xakepbl
IT cbon

BmpTyan bHO€ BbIMOraTesibCTBO

AlG :




3aKkoHOOaTeNbLCTBO O 3alnUTe OaHHbIX

3akoHopaaTtenbcTeo CLUA

HoBoBBeOeHNs B 3akoHoOaTenbCTBE O 3aWuTe
nepcoHanbHbIX gaHHbIX B EC

Poccuncknn pegepanbHbiv 3akoH “O nepcoHarnbHbIX
naHHbIX” Ne152-03 of 27.07.2006

ur public documents, such as birth recerds and
reports, to compile basic data about individuals. It is
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DDo0S

Distributed Denial of Service

$150 cTouT HegenbHas DDoS ataka Ha 4YéepHoM pblHKe (Trend Micro Research)
bonee 2,000 DDoS aTak no BceMy MUpy exeaHeBHo Habnogaet Arbor Networks

ATtaka Ha nnaTéxHyto cuctemy Aapodoriota B 2010 rogy ctouna emy $6,000,000

KonuyecTtBo 1 mowwHoCcTb DDOS artak pacTeT Kaxabln rog http://www.digitalattackmap.com

Total Attack Bandwidth (All Countries), 6b  Dates are shown in GMT Data shown represents the top ~2% of reported attacks
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http://www.digitalattackmap.com/

Knbep yrposbl

» Ykpan gousnyeckoe nmyLiectea
30YMbILLSIEHHBbIN —
cotpy
OTnpaBun «He To» / «He Tyaa»
HeBHMMaTENbHBbIN Emil 1oTepan obopyaosaque
5 Al
8 XakTtneuam/ Kpaxa gaHHbIX
o
T BHellHve — ]
oSl 3/10YMbILLIEHHNKIA SOOI BHENEn
MocTasiwykn ycnyr
XpaHunuuwa gaHHbIX
ObpaboTka gaHHbIX
CouunanbHble ceTu
Instagram / Facebook
AlG :
Linkedin / Twitter




CyberkEdge — 4T0O 31O Takoe?

OTBETCTBEHHOCTb 3a AaHHble TPETbUX NNLY
AOMWHUCTPATUBHBLIE paccnenoBaHnS

Peakuuns Ha KNbep-nHUMAOEHT: ycnyru npodpeccnoHanos
OTBETCTBEHHOCTb 3a coAepXaHne nHdopmaunm
BupTyanbHoe BbiMOratenbcTBo

[lepepbiB B 4EATENTBHOCTH
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Cyber ypoBHU pucka

YpoBeHb pucka 4

dnHaHcoBbIE MHCTUTYTbI

YpoBeHb pucka 3

Tenekombl, MEAULIMHCKME YUYpeXxaeHus,
WHTEPHET ycrnyrn, obpaboTka AaHHbIX
(ayTCopCuHr), TenemMapKeTuHr U Meaua

YpoBeHb pucka 2

PosHuua, TpaHcnopT, obpa3oBaHue,
pasBrevYeHns, HeABMXKNMMOCTb U apyrue
ycnyrm npodeccuoHanos kpome (3)

YpoBeHb pucka 1

MponseoacTeo, OnToBas TOProens,
CKNaacKkue ycrnyrm n CTpouTenbCTBO
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CyberEdge npunoxeHue gnsa i0OS
YCTPOUCTB -

CyberEdge
Add Qur Expedise To Yours

Select One

I'm & Broker

Othor

I'm a Risk Manager

Dy ortanng the 205, 150 K3ree 10 the
Crburfstye Mabie Acw Tatms of Secvice

Knowledge
Claims Nar

Cyber Edge|

Click on the list icon to discover
more cyber risk management
tools from AlG.

Continue

Don't show this again
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Legal & Regulatory Info
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News Filter >

Criminal Identity Theft
Investigations Increase ...
Bloomberg | Jan 7, 2014

Confirmed: Hackers exploit
Snapchat’s security ...
The Next Web | Jan 1, 2014

Target: 40M card accounts may
be breached

The Associ

Dec 19,2013

Your Data Gets Lost Or Stolen
Online Frequently. ...
Forbes | Dec 19, 2013

SkyHigh Protecting Box Against
Data Loss, In The Cloud

Forbes | Dec 16,2013

Boston credit card data theft
bigger than thought

The Associoted Press | Dec 12, 2013

JPMorgan Chase: Job aid
recipients' data breached
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Data Breach Threat... Filter >
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Breach Analysis

Years of manitonng

SUBTOTAL

1

JLIRC Total Cost
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Breach Calculator
Contact

Preparer Name (Optional)

Preparer for Name (Optional)

Breach Analysis

Select Currency GBP >
Total Number of Records 28393
Data Type Social Security >
Years of Monitoring 52
Recognized Brand? K
Likelihood of fraudulent High >

activity?

Yotal mumber of recerts

Type of data compromised

Cormmay 8 recognized taand nama?

Lamthood of fracaudent scsvity?

Legal Defence & Damages
| Reguistory Fmes Penates

PCI Assossments/Card Reissuance

$722,534.50

X

Legal Liability/Regulatory Sanctions

$34351 20
$500.000.00
$81,79000

$616,141.81

Prepared For

Breach Response Costs

Public Retations Service Firm 314
Custoaner Notiication Letter $16
Ideartity Monitoring 2
Indeniy Restoration/I Theft insurance :
Calt Center 5
SUBTOTAL 7

Breach Investigation
Forensics investigation 1
Data Breach Legal Guédance 8
SUBTOTAL 2

Cost Per Record

$44.17




I Cnacunbo 3a BHMMaHue!

Bnagmumup Kpemep

PykoBogutenb otaena
®unHaHcoBble pUckn | AlG IMYHOE M UMYLLLECTBEHHOE CTPaxoBaHWe

Poccna, 125315, MockBsa, JIeHUHTpaAaCKuiA NpocnekT, 4. 72, atax 3 Moscow,
Ten +7 495 935 8950, no6. 7011007
dakc +7 495 935 8952

vladimir.kremer@aig.com | www.aig.ru
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American International Group, Inc. (AIG) is a leading international insurance organization serving customers in more than 130 countries and jurisdictions. AIG companies serve commercial,
institutional, and individual customers through one of the most extensive worldwide property-casualty networks of any insurer. In addition, AIG companies are leading providers of life insurance
and retirement services in the United States. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock Exchange.

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. Products and services are written or
provided by subsidiaries or affiliates of American International Group, Inc. Not all products and services are available in every jurisdiction, and insurance coverage is governed by actual policy
language. Certain products and services may be provided by independent third parties. Insurance products may be distributed through affiliated or unaffiliated entities. Certain property-casualty
coverages may be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds and insureds are therefore not protected by such funds.



