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Situation in Russia

• “Gentlemen, this country will be ruined by 

corruption!”

(“The Man from the Boulevard des Capucines” movie, 1987)
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Fraud factors in the scale of society

Society

– Weakness of anti-fraud legislation in 

relation to commercial organisations

– Inefficient management accounting

– Large amount of cash payments

– Low level of informatisation

Pressure:

– Low salary level

– Weak system of Social 

Security

Rationalisation:

– Absence of respect to private property 

– Tolerance of society to fraud

Opportunity:
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Example – ad card

“Shady business 

needs pouring too”

“• The business needs loan, but income is grey?

• Private investors set too high interest rate and 

banks want too many documents? 

“Klever-Finance” will help you get a mortgage loan in 

a BANK. 

+ minimal set of documents 

+ low interest rate”
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Risks to a corporation

Tolerance to fraud 

in society

Weak controls

UK Bribery Act

FCPA

Russian new 

anti-corruption 

legislation

Partners are used 

to bribes

Financial pressure

Corporation

RISKS

“Big brother”

attention
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What a corporation can do?

Corporate culture 

development

Fraud Corruption
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Concept of corporate culture

• Corporate culture is a set of values within the 

company: 

– shared by employees and, 

– perceived as their belief and,

– determining their behavior and relation to the company. 

What are methods of developing 

corporate culture? 
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Concept of corporate culture

Employees: 

associating personal 

and company’s 

values

Abraham Maslow’s pyramid

Company:

satisfying 

employees’

social needs
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Levels of maturity of the corporate 

culture development process

No 

corporate 

culture

CC is formed 

spontaneousl

y by various 

personnel 

groups

CC is formed 

unconsciously by 

the company’s 

management 

(owner) by 

personal example

CC is formed 

consciously by 

the company by 

implementation 

of special 

programs and 

activities

Values and beliefs of the company 

and its personnel do not coincide

Low effectiveness of 

the process

� � � �
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Methods of satisfying social needs 

Esteem needs

•Corporate rewards

•Letters of recognition

•Attention to 

achievements of every 

employee 

•Noticing importance of 

roles of every team 

member

•…

Belonging needs

•Informing personnel about 

company’s plans and 

achievements

•Social programs

•Team building

•Corporate events

•Usage of the company 

symbols

•…
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Important

Employees’ social needs are to be 

satisfied only in connection with the 

company’s goals achievement !
It has to be soundly argued to 

employees as something done for their 

benefit

and

!
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The main aspects of the process 

(examples)

• Communications

Moving to a new 

office

“Pack your 

belongings”

“The new office is more 

convenient – it’s close to 

the metro station and has a 

canteen…”
?
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The main aspects of the process 

(examples)

• Right reasoning

Why to whistle the 

blow

“Peach on your 

neighbor and get 

money!”

“Save the company for 

your kids!”?
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Knowledge of the Code by employees

78,2%

12,2%

9,6%
over 80% of correct answers

from 50 to 80% of correct

answers

less than 50% of correct

answers

The main aspects of the process 

(examples)

• Informing personnel

Poster: Honesty is a man’s feature
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• Informing personnel - trainings

The main aspects of the process 

(examples)
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The main aspects of the process 

(examples)

• Involving personnel

Child’s poem on the drawing:

Dad’s work gilds his hands with 

black. 

But we all know that dad’s 

hands are clean!
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• Feedback 

The main aspects of the process 

(examples)

“Hotline” publication:

“Labor discipline is one for 

everybody. 

Today we will tell you 

about violations of 

discipline by some 

employees of our plant. 

These facts were detected 

thanks to the “hotline”

message…”

“Hotline”

contact 

information
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Something else?

Opportunity

Pressure Rationalization

Corporate culture

Fraud 

triangle

?

?

COMPLEX 

ANTI-FRAUD 

PROGRAM
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Anti-fraud program – Pressure factor

• Background checks: 

– Social networks 

– Open data bases monitoring 

– Police information 

• Monitoring of “risk groups”: 

– Criminal and medical records  

• On-line monitoring of 
communication environment 

• Declaring conflict of interests

• Polygraphs testing

Opportunity

Pressure Rationalization
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Anti-fraud program – Opportunity 

factor

• Complex guard systems;

• Random control of big 

transactions;

• Right to audit supplier’s activities 

within the agreement; 

• Implementation of “hotline”
Opportunity

Pressure Rationalization
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Q Q Q Q Q

“Hotline” statistics

−CEO and CAE publications in 

the corporate newspaper

−The main documents 

published in the newspaper

−Issue of thematic posters 

and calendars; 

−Trainings; 

−“Hotline” engagements 

results published in the 

newspaper

−The main documents 

placed on notice boards

−Computer testing
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“Hotline” statistics 

Contents of messages

26%

5%
1%

21%

73% 74%

0%

10%

20%

30%

40%

50%

60%

70%

80%

2009 2010

Non-subsantial

Social character

Substantial
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“Hotline” statistics 

Engagements results

28%

51%

21%

In process

Confirmed

Not confirmed
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Sergey Martynov

Tel.: +7 (916) 682-73-54

info@acfe-rus.org

www.acfe-rus.org

Contact details: 

Questions?



EFFECTIVE FRAUD & CORRUPTION

RESILIENCE PROGRAM

AEB open event

Practical steps to build an effective fraud resilience program

May 17th,  2011

Marriott Grand Hotel

Moscow



FRAUD AND CORRUPTION RESILIENCE 

PROGRAM 

• Fraud & Corruption – East vs. West

• Foreign and Local businesses – visions & approachs

• Top management commitment – key element

• Fraud & corruption as business risks – “hide” your intentions

• Fraud & Corruption Resilience Policy - definitions

• Corporate culture – complex & consistent approach 



Standard of 
Business Conduct

Tender Policy

Enforcement 
Function

Controlling 
Function

Investigation 
Standard

Whistleblowing 
Standard

Security Policy 
Statement

Debt Recovery 
Policy

PROGRAM ELEMENTS

Management Commitment

FRAUD & 

CORRUPTION 

RESILIENCE 
PROGRAM



Internal & External 
Audit

Bed Debt 
Procedures

Tender Procedures

Segregation of 
Duties

Reward for 
Information

Cross-Functional 
Control Checks

Disciplinary Actions

Labor Agreements

PROGRAM ELEMENTS

Corporate Measures

FRAUD & 

CORRUPTION 

RESILIENCE 
PROGRAM



Information & Assets 
Security Standards

Induction & 
Awareness

Information 
Classification

Background 
Checks

Investigations

Due Diligence

Law-Enforcement 
Liaison

Intelligence

PROGRAM ELEMENTS

Security Measures

FRAUD & 

CORRUPTION 

RESILIENCE 
PROGRAM



Reliable Employer Induction Programs

Awareness 
Programs

Good Social 
Climate

Investigation Results 
Reporting

Competitive 
Package 

Reward for 
Information

Zero Tolerance 
Culture

PROGRAM ELEMENTS

Corporate Culture

FRAUD & 

CORRUPTION 

RESILIENCE 
PROGRAM



DMITRY BUDANOV

Chairman  of the Russian Chapter

American Society for Industrial Security (ASIS Intl.)

THANK YOU. QUESTIONS?



FRAUD PREVENTION IN PROCUREMENT

Sergey Kim

17.05.2011



Fraud Impact on Profits
3
5Sergey Kim, 2011-05-17

Suppliers Customers

Value 

destruction

Value 

destruction

FRAUD IN PROCUREMENT

80%
FRAUD IN SALES

20%



Fraud Sources in Procurement 
3
6Sergey Kim, 2011-05-17



Fraud in Procurement 
• What:

• Raises company’s cost base due to increase of Procurement prices

• Decreases quality of purchased goods/services

• Increases company’s risks with the same costs/quality

• How:
• Back-payments practices from 3rd party suppliers 

• Purchases through affiliated companies

• Grey import schemes

• Leakage through ‘one-day’ companies (payments for non-existing services)

• Who:
• Top management

• Procurement department management

• Procurement department employees

• Other departments’ managers/employees empowered by decision making on 
purchases

3
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Fraud Markers in Procurement
3
8Sergey Kim, 2011-05-17

• Procurement prices substantially higher than market prices

• Procurement conditions/quality worse under the same prices 

• Procurement contracts concluded with intermediate agents (not 

vendors)

• Purchases from affiliated companies

• Exclusive service providers (not market players)

• Payments for services on lump sum basis irrespectively of actual

resource utilization

• Outsourcing of in-house functions without duly substantiation

• Payments for non-existing services

• Retainer type of agreements for services (consulting, marketing)

• Partnership agreements with suppliers fixing conditions of 

Procurement contracts for long period of time presuming 

considerable fines for one-side termination



Fraud Prevention in Procurement
3
9Sergey Kim, 2011-05-17

• Comm0n measures
• Code of conduct implementation

• Fraud definition

• Conflict of interest definition

• ‘Zero tolerance’ principle

• Limitation of authority

• Internal control implementation

• Financial control

• Specific measures
• Due diligence of suppliers

• Purchases to be made on competitive basis

• Procurement decisions authorization and documentation 

• Periodical supplier contracts review (at least once a year)

• Rotation of Procurement department specialists

• Screening of Procurement department managers/specialists upon selection 
and recruitment



Conclusion
4
0Sergey Kim, 2011-05-17

• Procurement is the biggest potential fraud area

• All procurement channels are exposed

• The following is needed to effectively prevent fraud in 

procurement:

• Awareness

• Controllable environment 

• Specific control measures
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THANK  YOU!



FRAUD AND CORRUPTION 

IN MARKETING

Practical steps on prevention

Moscow, May 17, 2011



Michael Cheremisinov

• 10 + years experience in marketing 
department with major Russian and 
International companies

• 5 + years project management as 
Managing director of Ad agency
experience

• 4+ years practical experience in fraud and 
corruption prevention



Communication channels Fraud POSSIBILITY level

PRESS

OUTDOOR

RADIO

TV 

EXHIBITIONS

EVENT / Sposorship

PR

OUTLET PROMO

E-NET

POS

??  
Budget %

ATL

BTL



USD ('000)

"A" company market ing budget 100 000

Average agency margin 35%

Average agency income 35 000

Average possible kickback- 30%                         10 500 

Agency income after kickback                         24 500 

Addit ional agency prices' optimisat ion                           2 450 

Fair agency margin 20-25%

Fair agency income                         22 050 

Expected budget savings                         12 950 

Margin 13%



6 crucial success points

1. Simple and transparent working mechanism

AGENCY  

POOL 

4. Budget guarantee vs MIN % and price
+ no kickbacks 

5.External marketing audit

6. Short term contract and agency rotation

2. Right motivation

3. «Double»
experience



Michael Cheremisinov

E-mail : mcheremisinov@gmail.com

Tel : +7 963 679 17 99

909 927 82 02

THANK YOU! 

QUESTIONS, PLEASE!



Third Party Due Diligence Investigations: 

Types, Sources, What Red Flags to Look For

Oleg Babinov, Chairman AEB SHES Committee;

Head of Russia, Eastern Europe and Eurasia Practice, 

Risk Advisory

Practical Steps to Build Effective Fraud Resilience Programme

Moscow 17 May 2011



Risk Advisory 

We are owner-managed

We have about100 staff 

worldwide

Our clients are corporates, 

financial institutions, law firms 

and government organisations

Risk Advisory 

We are owner-managed

We have about100 staff 

worldwide

Our clients are corporates, 

financial institutions, law firms 

and government organisations

Who are we and what do we do?

Our core services

Intelligence gathering

Investigations

Security

Employee screening

Our core services

Intelligence gathering

Investigations

Security

Employee screening

We operate in a legal and ethical mannerWe operate in a legal and ethical manner



What?

To help clients understand potential partners:

Background

Reputation

Affiliations

Integrity

Political / business context 

What?

To help clients understand potential partners:

Background

Reputation

Affiliations

Integrity

Political / business context 

Due diligence: what is it, why and for whom?

For whom?

Advisors in IPO or other capital-raising 
exercises

Multinationals forming new relationships

Corporates

Investors

Private banks taking on new clients

Development banks making new investments

For whom?

Advisors in IPO or other capital-raising 
exercises

Multinationals forming new relationships

Corporates

Investors

Private banks taking on new clients

Development banks making new investments

Why?

Financial

Reputational

Regulatory

Why?

Financial

Reputational

Regulatory



Public domain

The press and the internet

Corporate records

Litigation filings

Bankruptcy and credit information

Property ownership registers

Watchlists

Public domain

The press and the internet

Corporate records

Litigation filings

Bankruptcy and credit information

Property ownership registers

Watchlists

Due diligence: how?

Taking references

Conversations with people nominated by the 

subject

Requires subject’s consent

Problem of bias

Taking references

Conversations with people nominated by the 

subject

Requires subject’s consent

Problem of bias

Discreet enquiries

Enquiries with country, industry and sector specialists

Careful and continuous evaluation of reliability

Client’s name never revealed outside confidentiality 

agreements

Discreet enquiries

Enquiries with country, industry and sector specialists

Careful and continuous evaluation of reliability

Client’s name never revealed outside confidentiality 

agreements



Due diligence: examples

Mergers & acquisitions

IPOs

Stake building

Mergers & acquisitions

IPOs

Stake building

Hostile takeoversHostile takeovers

Fraud preventionFraud prevention

Anti-corruption legislationAnti-corruption legislation



On radar screen

Corruption

Fraudulent contracting

Politically exposed persons

Undue influence – exaggerated influence

Litigation

Credit problems

Unclear ownership

Misrepresentation of business 

Shell and front companies

Terrorist financing

Money laundering



Sources

Public

‘Human intelligence’
> Industry

> Regulatory

> Journalist

> Political

Overview of Russian public sources to follow (in 
Russian)



ИНТЕРНЕТ

Базовый и расширенный поиск: Yandex.ru, 

Google.com

Фокусированный поиск по конкретным

сайтам/доменам:  формулировка «запрос»

site:«домен»

Веб-сайты компаний (в т.ч. архивы)



“Wal-Mart” Копейка site:kommersant.ru



«Союз-Виктан» Немиров site:fas.gov.ru



Березовский site:genproc.gov.ru



Архив веб-сайтов:

http://www.archive.org/



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php

Существует ли фирма-контрагент? Как давно? Где
зарегистрирована?

Меняла ли наименование/адрес/налоговую? Как
часто?

Не находится ли в процессе банкротства?

А также: Не подал ли кто-то заявление о внесении
изменений в учредительные документы моей
фирмы?



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php

Сведения о юр.лицах, в отношении которых

представлены документы для гос. регистрации

изменений, вносимых в учредительные документы

юр. лица, и внесения изменений в сведения о юр.

лице, содержащиеся в ЕГРЮЛ



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php

Сообщения юридических лиц, опубликованные в
журнале "Вестник государственной регистрации" о
принятии решений о ликвидации, о реорганизации, об
уменьшении уставного капитала, о приобретении
обществом с ограниченной ответственностью 20 % 
уставного капитала другого общества, а также иные
сообщения юридических лиц, которые они обязаны
публиковать в соответствии с законодательством
Российской Федерации



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php

Сведения, опубликованные в журнале «Вестник

государственной регистрации» о принятых

регистрирующими органами решениях о

предстоящем исключении недействующих юр.лиц

из ЕГРЮЛ



Открытые базы данных: ФНС

http://egrul.nalog.ru/fns/index.php

Юридические лица, в состав исполнительных

органов которых входят дисквалифицированные

лица

Адреса, указанные при государственной

регистрации в качестве места нахождения

несколькими юридическими лицами («адреса

массовых регистраций»)



«Вестник государственной регистрации»: 

чуть больший функционал (подписка)

http://www.vestnik-gosreg.ru/



Банкротства:

В дополнение к сайту ФНС: «Коммерсант»

http://www.kommersant.ru/bankruptcy/



Арбитражные суды:

http://kad.arbitr.ru/



ГАС «Правосудие»:

суды общей юрисдикции

http://www.sudrf.ru/



Справочные разделы сайтов

госучреждений:

>ЦБ РФ: http://www.cbr.ru/credit/



ЦБ РФ: владельцы банков

>http://www.cbr.ru/credit/CO_Schema.asp



ФСФР: информация эмитентов

http://www.openinfo.ffms.ru/



Авторизованные провайдеры

ФСФР:

информационными агентствами, уполномоченными ФСФР на публичное
предоставление информации, раскрываемой на рынке ценных бумаг
являются:

ЗАО «АК&М»; http://www.disclosure.ru/index.shtml

АНО «АЗИПИ»; http://e-disclosure.azipi.ru/

ЗАО "Интерфакс"; http://www.e-disclosure.ru/

ЗАО «Прайм-ТАСС»; http://disclosure.prime-tass.ru/

ЗАО «СКРИН»; http://disclosure.skrin.ru/

+ многие эмитенты самостоятельно раскрывают информацию в
интернете



ФАС: реестр недобросовестных

поставщиков http://rnp.fas.gov.ru/



Фондовые биржи

Раскрытие информации российскими эмитентами

на зарубежных биржах:

http://www.nyse.com/

http://www.londonstockexchange.com

http://deutsche-boerse.com

http://www.hkex.com.hk/eng/index.htm

etc



Специализированные сайты

Cbonds: http://www.cbonds.info (эмитенты

облигаций)



Пресса, медиа:

Архивы газет («Коммерсант» vs «Ведомости») –

можно «гуглить»

Интеграторы:

> Интегрум www.integrum.ru

> Медиалогия http://www.mlg.ru/

> Factiva http://factiva.com/



Интеграторы прессы и медиа



Интеграторы прессы и медиа



Корпоративные базы данных:

СПАРК, АК&М и пр

http://www.spark.interfax.ru



Корпоративные базы данных:

СПАРК, АК&М и пр



Зарубежные корпоративные

базы данных

http://www.companieshouse.gov.uk/links/introduction.shtml#

reg



Зарубежные базы

судебных решений

www.bailii.org



Зарубежные базы

судебных решений



Зарубежные базы

судебных решений



International watchlists



Caveats:

Официальные и неофициальные источники;

«черный PR»;

self-reported information и ответственность за

неполное/несвоевременное/недостоверное раскрытие;

устаревание информации.



Sample ‘red flags’

Charter capital equals the minimum amount of RUR 10,000 

or close to this amount while turnover significantly exceeds 

it;

The company is an intermediary, i.e. not an original 

producer or its direct affiliate;

Many different and apparently unrelated companies are 

registered at the same legal address of convenience 

(‘letterbox address’) as the supplier (the Russian tax 

authorities refer to such addresses as ‘addresses of en-

masse registration’);



Sample ‘red flags’ (cont’d)

The supplier has not submitted financial statements to 
the tax or statistical bodies for the last two years;

The goods or services delivered are different from the 
registered main line of business (e.g. a producer of 
packaging materials supplying certification 
consultancy services);

Low public profile; no website (or not informative 
website).



Sample ‘red flags’ (cont’d)

Obnalichka: a fee-based practice of converting money 
from current accounts into cash banknotes via a 
series of both genuine and fictitious trading 
transactions.  This conversion is, by definition, non-
regulated.

The banknote cash received via these transactions is 
not included in official financial reporting and could be 
used at the discretion of the company’s management 
and owners, including for bribes and kickbacks. 



Вопросы? Questions?
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