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Crossing Borders Security Matters

NMepeHoc AaHHbIX B Poccuio: peweHunsa ot Linxdatacenter.
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Kak Hernb3si 1 Kak MOXXHO obpabaTtbiBaTb U MCNOSb30BaTh
"

[ 3AMPELLEHO ] [PA3PELLIEHO]
PasmelwieHne B | = Cucrtema cbopa |+ Cucrtema cbopa * Wcnonb3oBaHue;
Poccumn Mo Ma; » [lepepnaua;
 bBbasa gaHHbIX C « Obe3nnymBaHue;
Mno; * bnoknpoBaHue;
 Cwuctema * YnaneHue;
obpabotku INM. *  YHuutoxeHwue [1[.
PasmelueHue * basa gaHHbix ¢ |+ bBasa gaHHbIX C  Cwuctema cbopa N
3a rpaHuLen no; no;  basa gaHHbix c N[4;
P® « Cucrema « Cucrema  Cucrema obpaboTtku
obpabotku INA. obpabotku INA. ra.
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Kakon gormkHa ObITb apxXuUTekTypa peLeHusa ang

COOTBETCTBMA 3aKOHY O o

Bbibnpaga apxutektypy onsa nepeHoca [ Hanbonee normyHo MakcumarbHO criegoBaTtb
TpeboBaHUAM 3aKOHOAATENbCTBA, KOTOPbIE ONUCLIBAOT COOTBETCTBYHIOLLYIO CXEMY U

TpeboBaHUS K apXUTEKTYpE.

ApXuUTeKTypa peLleHus, Npu kotopon cbop, obpaboTka 1 xpaHeHue N[ ocylecTBnsaeTca Ha

Tepputopumn PO - aBnsetca Hanbornee cooTBETCTBYOLLEN JToruKe N TpeboBaHMAM 3akoHa o M[.
@@ ® O=
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OpUEHTUPOBOYHLIE CPOKN NPOEKTOB No murpaummn N

CtaHgapTHbIN noaxon K npoekTam no murpauun N[ BknovaeT B cebsa cneaylolime acnekThbi:

- OnpepeneHune Lenu NpoekTa - YTO UMEEM, YTO XOTUM MOMY4YUTb B UTOTE;
« [MnaHupoBaHne murpaLmm 1 3anycka CepBuCOB.

g

YunTbiBas BblLLeNnepeyncneHHoe cneayeT npusHaTth, YTo
npoekTbl no murpaumu NM He pewaroTcs 3a OAUH OEHb:

* [lpocton NpoekT — 1mec, 0ObIYHO 3TO OAHO
NpPUoXeHne ¢ NPOCTON apXUTEKTYPOW.

*  CnoxHble NPoeKTbl MOry AnuTbca Ao 6 mecsues,
0CODEHHO B crny4yae 3aKkyrnku crneumanmanpoBaHHOro
obopynoBaHua nof rnpoexT.

O6bI4HO okoro 10-15% BpemMeHn 3aHMMaeT
pa3BepTbiBaHne VT nHgpacTpyKkTypbl, ocTaBLunecs 85-
90% 3aHMMaloT opraHn3aunOHHbIE MEPOTPUATUS U
3arnyck ycrnyr B KOMMEPYECKYI0 3KCMnlyaTauuio.
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PekomeHngyemasi kommepyeckas Moaernb paboThbl ¢

npOBal‘/’meEOM T CEpBVCOB B paMKax ®3-152.

B cBA3K C BbICOKMM YPOBHEM HeonpeaeneHHOCTU 3aKoHa
o [, B KoToOpoM cogepaTca HeOAHO3HAYHbIE
TONMKOBaHMUS U MOCTOSAHHO BHOCSTCS U3MEHEHUS, MPOEKTbI
no fiokanuaaumm cuctem xpaHeHus n obpabotkm M4
HECYT PUCKU CBA3AHHbIE C HEKOPPEKTHOW OLLEHKOWN
Heobxoaumbix NT pecypcos.

3aga4vm KoTopble CTOAT Nepeq KIMEHTOM C y4eTOM

TEKYLLEN CUTyaLNK:

« XKenarternbHoO NOMHOE OTCYTCTBME KanuTanbHbIX
3aTpar;

*  BO3MOXHOCTb MakcMmarnbHO OnepaTtMBHO MOMYYnUTb
Heobxoaumble VT pecypcbl 4N OCyLLeCTBNEeHUS
murpauum MNAo;

¢ CHwxeHune obLen CToMMOCTM BnageHuss Heobxogmm
NT nHdpacTpykTypon ona cobnogeHuns 3-152;

« Onnata no dgakTnieckn notTpebneHHbIM pecypcaw;

*  BO3MOXHOCTb T'MBKO M3MEHATb KaK KOJI-BO
BbIYMCIIUTENBbHbIX PECYPCOB, Tak N onepaTUBHO
BHOCUTb n3aMeHeHue B T nHdpacTpykTypy;

*  YHuBepCanbHOCTb apXUTEKTYPbI.
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Kak BbIOpaTb HageXxHoro napTHepa Ans Murpaummn gaHHbIX

Ha TeppUTOpPUIO PD?
CERTIFICATE CERTIHCATE CERTIFICATE CERTIFICATE

This s 80 cortdy that informasion secunty Management system i This is 1o cortiy that qualty managemant sysiem in This is to certly that information secunty management system in This is to certify that quality management system
Svyaz VSD LLC, Svyaz VSD LLC az VSD LLC, z VSD LLe,
a subsidiary of Linx Telecommunications B.V. Svy subsidiary of Linx Telecommunications B.V. S/ya of Lit
Lm «datacenter Saint Petersburg

Sky-Trade Business Center, Rapischeva street 20a
197375 Saint Petersburg, Russia

complies with the requirements of
ISO/IEC 27001:2005

L: d raoenre r Sair tPel rsburg

SorTrado Business Conter, Repischeva stroet 20a
7375 Saint Pmrsnmg Fisssia

complies with the requirements of

1SO 9001:2008

camplies wih the roguiments of

ISO/IEC 27001:2005
(ISMS)

1SO 9001:2008

Scope of cenfication

(ISMS)
Onvmg Sukdng and Geplying secure Galscenders ademationaly Scope of certification Scope of certification:
n—dm-‘hwuomm

OaHuM 13 npusHakoB cooTBeTcTBUSA noctaswmka T yenyr ®3-152 moxeT ObiTb Hanuyme
Yy Hero ceptudukara Ha COOTBETCTBME TpeboBaHNAM MeXayHapoaHOro cTaHaapTa
oesonacHocTn ISO 27001.

ISO 27001 — nosHbIn Habop pekoMeHaauun U yKasaHum, oTpaxkaroLwmmn nydine MeTogmkm
MO NOCTPOEHUD CUCTEM UHPOPMALMOHHON 6Ee30nNacHOCTN.

OcHoeHOe Ha3Ha4YeHue — bbITb 6Ga3nCcHOM TOYKOM AN onpeaeneHunst cnekTpa
APUHMMAEMbIX Mep Mo 3awmTe MHHOPMALNOHHBLIX CUCTEM, UCMONb3yEMbIX B

I'IpOMbILIJJ'IeHHOCTVI N KOMMePLNN.
- o0 @ e @ e @ e @ e e e @ e @ s @ s ) e e @ e ) s s e @ e @ s ) e e s @ e @ e

0| i nxtelecom CobcTeeHHOCTb rpynnbl Link | Craiig #6 ol i nXd atacenter



Ha 4To elle ctonT obpaTtuTb BHUMAHNE?

*  MectopacnonoxeHue LIO[ — 6nn3ocTb K OCHOBHbIM y3nam obmMeHa Tpaduka;

« CootBetctBue ctaHgapty Tier llI;

«  Hanunune obnayHon nnatdopmbl.

« [NnobanbHas Texnogaepxka B pexume 24/7 Ha AHIMUACKOM U NOKanbHbIX S3blKax;

*  KrnnMeHTOPUEHTMPOBAHHOCTb — MOTOBHOCTL YAOBNETBOPUTL BCE MHAPPACTPYKTYPHbIE
NOTPEOHOCTN KNUEHTAa (BblAENEHHbIN MeHeaXep, 000CObNEeHHbIN AOCTYN B
NOMeELLEHNA U T.4.);

*  MHoroneTHuin oNbIT Ha pbIHKE — OT 5 neT.
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CnipaBumMmcsa camu nnun gosepumca npodeccnoHanam?

Be3onacHocTb CtoumocTtb Macwrtabupyemocts  OGcnyxuBaHue
. . Bbicokue
CobcTtBeHHbIN | Bbicokun ypoeHb | OT 6
KanutanbHble HET Cob6CTBEHHbLIMUY CMNaMKU
uon ©e3onacHocTn MecsiueB
3aTpartbl
J[lononHuTenbHbIE
BbicokokBannguumposaHH
. | pabotbl ans ExxemecayHas
Kommepueckumn 2-3 ble Nnpod)eccuoHansl,
obecneyeHuns apeHaHas OA
uon Hegenu crneunanuavpyoLmecs Ha
OOJTDKHOIO YPOBHS nnara
obcnyxusanun LUIOL
B6esonacHoCcTH

-

* B kommepueckom LIO[] yxe cyliecTtByeT BCS Heobxoanmas MHQPaCTPYKTypa;
« CospgaHune Tpebyemon nnoLaakm NnponcxoanT B KpaTyanLlme CPOKK;

» [lpoBangep UT-cepBmncos npegocrasndeTr BO3MOXHOCTb OpraHm3aunmn BblaeneHHOro
NOMELLEHUS C OrpaHNYEeHHbIM OOCTYMNOM;

« [Mbkoe LeHoOOpa3oBaHne NO3BOMNSET ONTUMU3NPOBATL OyayLLMe pacxoabl.
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O rpynne Linx
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KntoyeBble pakThbl

| AAAAAA
4 MEXOYHAPOOHBLEX OATA-LIEHTPA - ° o=
B MOCKBE, CAHKT-NETEPEYPTE,

BAPLIABE W TANIAHE . COBCTBEHHbI NOABO/HbIA ONTOBONOKOHHbIA KABENb
. B BANTTUCKOM MOPE CTOKIOMbM-TAMMNH-XENBCHHKM

13 ["]D ""l2 OBLUAR NNOWADL Lo m 8 800 km

' ~ 13 000 KB METPOB . 1300 KM NPOTSXKEHHOCTh OMTOBONOKOHHOIO KABENS
8800 KM MPOTS)KEHHOCTb CETH
L HALLIW YCIYIA MPEACTABNEHDI
T HA PbIHKAX POCCIAV, MONbLLA,
YPOBEHb LON-TIERZWUTIERS = "LpwfQ¥  SCTOHUM, NUTBI, NATBUM, YKPAVHB,
- 2% HUNEPNAHMIOB M APYIX CTPAH,

‘ OBNAYHBIE BoIYWUCIEHWA @ 20 TOYEK MPUCYTCTBWA
(laaS) (FOP)

KOMMAHMA OCHOBAHA @ 24/7/365

B 2000T. LEHTP NOANEPHK KNMEHTOB
B KPYTNOCYTOYHOM PEXMME
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[TopTdponmo pewieHnn rpynnbl Linx

ObnayHble

Ycnyru cBAasu
peLueHuns

OCHOBHbIe LHornonHumernbHbIe
yenyau yenyau Ethernet WHppacTpykTypa

kak ycnyra (laaS)

Etherlinx Carrier I
VPoP MPLS-VPN Grade ;
BuptyansHbin O
I I I
Lambda DIA Etherlinx 2.0 I
| PesepBHoe
I konuposaHve (Baas)
Lease Line | 12U |
I Buptyanusauns
TemHoe
BOJIOKHO
(Dark fiber)

Be3sonacHocTb

Bbicokasa gocTynHocCTb
MacLtabnpyemocTb >S
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KntoyeBble pakThbl

MockBa | Poccusa Bapwasa | lNonblwa
= O6wan nnowagb: 2,500 m?2 = O6wasn nnowaab: 1,400 m?
(11} (11} (11} (11}
wmn| fumn| O6waa mowHocTb: 5 MBT unn| fmmn| O6wasa mowHocTh: 2,5 MBT
* YpoBeHb kayectBa: TIER 2 n TIER 3 * YpoBeHb KayecTBa: TIER 3
S B H-H Connectivity: K OCHOBHbIM TOYKaM mesl fame] - CoeauHeHMe : K OCHOBHbIM TOYKaMm
[ [ npucytcteus (PoP) n MockosckomMy [ [ npucytcteua (PoP) n aganumio LIM

Internet Exchange (MSK-IX)
LTa6 ueHtpa NOC

MnaTtdopma LinxCloud

CaHkTt-leTtepbypr | Poccus TannuH | 3cToHuA

—Gm O6wasa nnowagb: 9,000 m? — G O6wasa nnowagb: 600 m?

sun| |smn| = OOwas MowHocTb: 12 MBT sun| [smn| = OOwas mowHocTb: 600 KBT

- - = YpoBeHb kayecTtBa: TIER 3 - - = YpoBeHb kayectBa: TIER 2

mnn| [=mn] = Connectivity: K OCHOBHbIM TOYKaM snn| [emm] = CoepgumHeHMe: K OCHOBHbIM TOYKaM

(1]} (1]} (1]} (1]}

n n npucytcteusa (PoP) n C.Metepbyprckomy n n npucyTtcTBusa (PoP) n ScToHCKOMY
Internet Exchange (SPB-IX) Internet Exchange (TLL-1X)

Mnatdopma LinxCloud

LLra6 ueHTtpa NOC

>2>
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MexxayHapoaHbii oxeaT rpynnbl Linx

@ Linxtelecom Point-of-Presence (PoP)

Linxtelecom Point-of-Presence (PoP)
7 Ethernet Carrier Grade
DuHnaHANS ~, Potcus s O Linxdatacenter
:  XenbcuHku - Cankr-letepbypr =
Weelng .
CToKronb. il | P,

a8 | inxCloud
“Hopserua 4~

Ethernet Carrier Grade (ECG)
= DWDM
Poccus
MockBa

= Dark Fiber
TenekoMMyHUKaLUOHHbIE CETU NapTHEpPOB
X naHi‘@
\ CLUA : ! 4 __— Monronus
\ 1=
\\ - Benapycb Kasaxcran - ___— Kuran
3y
\\ 5
NmnepnaH,qu
Amcrepaam

——— TagXuKucTaH

Eenbrmﬂ\\

2

S
= KblprbiacTaH

YkpauHa

TypKMEHWUCTaH
KueB i
i €pMaHuns YabekucraH
dpaHums paHK(bypT ;
// J‘ \ “, ; § ;
7 Jid :: 7y /
BenLapus : / :
e i
/ Wcnawms - 4

PymblHus
\

|
Utanusa

Téunucn
\
Aaepd?ﬁ,qman
\\
5 \
. \
: . ApmeHus 0\ vpax
v ‘ \
Bonrapus R 7 UpaH \‘\\
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MakeaoHus 1\
Tpeuns .- \\
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[TIpoekT no nepeHocy ' komnanmn Wolters Kluwer

::D_ Wolters Kluwer

KomnaHna Wolters Kluwer - oguH na KpynHemwwmx UrpokoB Ha pbiHKE MH(POPMaLIMOHHbBIX
cepBUCOB A9 NpoecCcMoHanoB N3 caMbiX pasHblx oTpacsien (OT ropucnpygeHunm un
Hanorosomn cepbl 4O MEAULMHBI 1 KOpNopaTUBHOIO cektopa). Ltab-kBapTnpa koMmnaHum
C NOYTK OBYXBEKOBOW NCTOpMEN pacrnonoxeHa B AMctepaame, HugepnaHgbl, a eé
ycnyraMmu nosib3ytTCA 3akasdunky no Bcemy Mupy.

HepaBHO NpuHATLIE B HALLEW CTpaHe namMeHeHust K PegepanbHomMy 3akoHy «O
nepcoHarsrbHbIX AaHHbIX», KOTOpble BCTynalT B cuny yxxe 1 ceHTaopa 2015 roaa,
noctasunun nepen nogpasgeneHnem Wolters Kluwer B Poccumn 3agady nepeHoca gaHHbIX
POCCUNCKMX FpaXkaaH nu3 esponenckoro gata-ueHtpa B LIOL, pacnonoXxeHHbIn Ha
Tepputopun PO.
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[Touemy Linxdatacenter?

KntoueBbiMU NpuynHamMmun npu Belbope
Linxdatacenter komnaHmnen Wolters
Kluwer 6611 crnegyroLwime:

« CooTBeTCTBUE MEXAYHAPOAHbLIM
cTaHgapTam BegeHus busHeca;

« Hannune ceptudmkara 1ISO27001,

*  Hanuymne HeobxognMbIX pecypcoB
NHMPACTPYKTYpPbI 4114 NpoekTa
nepeHoca N n nmnnemeHtauumn
HOBbIX cepBucoB B Poccuu;

* BoamoxHOCTb peann3auunn npoekKkTa
B CXaTbl€ CPOKW.
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PesynkraThl npoekta komnaHnm Wolters Kluwer

> [lpoekT 6bis1 peannu3oBaH «Nog, K4y

> B pamkax npoekta 6binn
npenocTaBneHbl cneayroLwmne yenyru :

« [locTyn B NHTEpPHET;

« CepBUC pe3epBHOro KONMPOBaHUS;

« CepBucol nNo obecneyeHno
6esonacHoCcTn B 06nayvyHOM OKpYXXeHWUu;

* |IPS u Firewall no mogenun Saas.

lNMonHbIN NepeHoC AaHHbIX 3aHS BCEro
TPU Heaernu, No NCTEYEHNN KOTOPbIX
cneymanuctbl kKomnaHum Wolters Kluwer
CMOITN Ha4yaTb UCMOSb30BaTb
HeobXxoauMble UM CEPBUCHI.
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[TIpoekT no nepeHocy [ dpnHaHcoBOU opraHnsauun.

OcHoBHoOW 3aga4ven no nepeHocy T nHdpacTpykTypbl
3apybexxHon bnHaHCOBOW opraHM3aumm obln nepeHoc
, - LeHTpa 0bpaboTkn hMHAHCOBbLIX TPaH3aKuMn Ha
S ‘ ’ Tepputoputo Poccnn ans cooreetctemnda 3-152.

3agaydn 6Ny NocTaBneHbl cneayowme:

*  OpraHnsauyus 3alluLeHHOro nepumMmeTpa ¢
AONOSTHNUTENBHOMN BUOMETPUYECKON NaeHTUdpUKaumnen mn
BnaeoHabnoaeHnem onsa MHPPacTPYKTYpbl KITUEHTa;

«  Ceptudmkaumns no PCI DSS 3auwmieHHoOCTH
NHJPACTPYKTYPHbI;

* [locTpoeHne KaTacTpodpOyCTONHNBOIO peLleHns Ha
base oByx TeppuTOopUanbHO pasHeceHHbIx LIOL, npu
9TOM 6bINo noctaBneHo ycnosue, 4Todbl O
Haxoaun B pasHbIX ropoaax, Ha pacCcTossHME HE MeHee
/5 KM gpyr ot gpyra;.

* [lpenoctaBneHne kaHanoB 4OCTyNa B MHTEPHET;

» [lpenoctaBneHne aybnmpoBaHHOro KaHana nepegayu

AaHHbIX mexay LIO/.
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[1pOEeKTHOE pelleHne

Co-location B IO ( Co-location B IO
Linxdatacenter Mocksa > Linxdatacenter Cnb6
(10 cepBepHbIX LKados 48U + KaHan cesasn L3VPN (10 cepBepHbIx Wwkadgos 48U +
3alULLEHHbI NEepUMETP) nopte! 1 Fbut/c 3alUULLEHHbIA NEPUMETP)
>>
- [ ] [ ] o L] @ = ) s ) m—— ) m— ) m— ) m— ) m— ) m— ) m— ) m— ) — ) — ) — ) —— ) —— ) —— ) — ) — ) =— ) — ) — ) =
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PesynbTaThl NpoekTa

« [lpOoeKT HaxoauTCcHa Ha cTagun
UMMNEeMEeHTaUNN;

« Linxdatacenter npeasioxun
pelleHne, COOTBETCTBYOLLEE
BCEM, CTaHAAPTHO BbICOKUM,
TpeboBaHMAM PMHAHCOBOW
opraHusaumu;

*  KrnneHToOOpEeHTUPOBAHHOCTL U
cnaxeHHasi pabota
COTPYOHMKOB KOMMNaHUK
Linxdatacenter no3sonunu
NOArOTOBUTb NPOEKT U
NPUCTYNUTb K €ro peanunsauum B
KpaT4yauLumne CpoKu.,
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CONNECTIVITY | COLOCATION | CLOUD
THE INFRASTRUCTURE FOUNDATION FOR YOUR BUSINESS
IN CENTRALAND EASTERN EUROPE, THE BALTICS, RUSSIA & THE CIS

[loeepbmechb rnpogeccuoHanam
ceoezo denal

Nmsa: Uropb Apo3nos

[omkHocTb: MeHemxep TeXxHMYeCcKon nogaepXkn npogax
TenedooH: + 7 (917) 500-14-38

Email: Igor.Drozdov@linxtelecom.com
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