AND HOW TO LIVEWITH IT




Fake news is:

* spreading of information that contains specially
prepared data of a deliberately provocative and
resonant nature.

With that, fake news may contain both deliberately
false and true (verifiable) information taken out of
context of a specific conversation, talk or speech.




THE AIM OF FAKE NEWS

The aim of fake news:

* creating excitement regarding the imaginary informational event formed by spreading
of information that contains deliberately provocative and resonant data.

Main task of fake news:

* interception of informational agenda and shorting it to itself, so that the content of the
fake news becomes an obsession that subjugates the mind and will of a person
influenced by fake news.




CRUCGIAL MOMENT: U.S. PRESIDENTIAL
ELEGTIONS 2016

Fake news is joined with virus technologies of spreading it

Hazard: fake news seizes the minds and will of people before
official authorities have time to react to it

NOBODY KNOWS HOW TO COPE FAKE NEWS




FAKE NEWS:
PROPAGATION MECHANISMS

Fake news propagation mechanisms are extremely simple:

fakes that contain information of deliberately provocative nature, which strongly
(“explosively”) influences the emotional sphere of individuals, are spread in the
society with a “virus method” — due to the “emotional infestation”
method

Fakes may take the form of rumors and be spread through the communication
channels typical of rumors and gossip

Fake news may be used in operations of informational agenda interception.




VIRUS
TECHNOLOGIES

AGENDA PROMOTION




VIRUS MARKETING

Virus marketing is technologies based on the use of the “emotional infestation™
effect for transferring stimulating/controlling information from one user of the web
to another one.

Information is propagated from one person to another (through the near and far
circle of communication), like a wildfire, in geometric progression, quickly covering
many people like a biological virus epidemic.

With that, the main distributors of virus information are the very recipients
“infested” with it (that is, transferred to a certain excited [borderline psychological
and emotional] state as a result of exposure to this virus, which requires sharing
their emotions with other people



VIRAL INFORMATION:

Viral information (virus) is the content capable of
spreading itself on the web without participation of its
creators.

With that, its carriers and distributors are ordinary users
who share it with each other.




TRUST IN VIRUS

Mechanism of ensuring the illusion of validity of viral information:

The trust of users in viral content is ensured by the fact that the user who is
“infested” with it shares with their friends, acquaintances, relatives (close
people) not directly the information itself, but their emotional attitude to it,
thereby transmitting this information in the form of a so-called emotional
code. Emotions that a user “infested’ with viral content broadcasts cannot be
a lie, they are true (the person’s subconscious mind responsible for emotions
cannot lie), and exactly this fact ensures the trust of other users in the
information transmitted in the language of emotions and feelings (in the form
of a special emotional state caused by the virus action)

In 1994, Douglas Rushkoff wrote in his book “Media Virus” that the “infested” user
usually sends emails with links to viral content with confidential comments (in
which they do not comment on the advertisement itself, but on their emotions that
are true and really exist — that is, a really existing object, which can be trusted)




Viral content needs proper “seeding”, that is, placement on
websites, in public sections of social networks, etc., so that users
see it and start sharing it.

With that, the “infested” users become repeaters of the virus
“infesting” other consumers of information with it.




VIRAL EFFECT

As a result of this, via transmission of the emotional state formed by the
virus, viral information,

... starts spreading like an epidemic, “infesting’ those around the user
(contacts from the near, middle and far circles of the “infested” first user)
with viral information and the motivational messages,

... contact users also become repeaters of the “news”,

... voluntarily and absolutely unconsciously transmitting their personal,
trusted channels of communication with the loved ones to the arrangers of
the virus attack.

Viral technologies affect the human subconscious mind (which is not controlled by
consciousness), transmitting through an chain of contacts an emotional state associated
with the information that caused (generated) it. That is, the consciousness (will, mind) of a
person cannot block viral information (if a person has already “lost their head” under the

influence of emotions).



PROPAGATION MECHANISM

A person under the attack of a virus is excited by the influence of viral information, goes
into a special “borderline” psychological and emotional state and begins to work as a
repeater in this state, trying to share this “news” with other people as soon as possible -
thereby “infesting” them with their emotions, but at the same time completely not paying
attention to the detailed analysis of the very information that caused these emotions.

It is associated with the following:

I) under the influence of emotions, human mind (the ability to critically and rationally
evaluate what is happening) is deactivated,

2) ... and all their activities appears to be aimed at immediate satisfaction of a new
vitally important need that arose under the influence of the virus, that is, to share the
“news” with others (thereby ensuring emotional discharge and returning to the
normal state).



FURTHER ACTION OF THE VIRUS

When the strain decreases after a while and the psychological state of a person is
stabilized, they return to the viral information itself through an associative feedback (from
emotions to the source that generated them) and “turn on”the consciousness for its
analysis, which, in turn, causes its direct effect on the consciousness of an "infected"
person.

Thus, having become infested with an information virus, a network user sequentially
passes through two evolutionary phases:

- At the first stage of “infestation”, their mind (under the influx of emotions) is turned off
and they work only as a repeater of the “viral infection”, infesting others with it (including
infestation due to rapid transmission of the virus through their personal confidential
communication channels);

- At the second stage of “infestation™, a person’s return to the normal (unexcited) state
causes activation of the “virus” itself and those programmatic (value, ideological, and
behavioral) attitudes that were laid down in it by its creators in their mind.




EXAMPLES OF VIRAL SPREADINGS

Y10 penanun CypkoB n MaHowunsno
B AHP
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D M~seneees e~ MoCcKBbI MPUEXasniv yBaXkaemble roctu. Npocoyunacb uHpa, 4To

Respectful guests arrived from Moscow to
Donetsk. The information leaked that
Viadislav Surkov and the well-known
expert in information warfare, high-ranked
intelligence officer, member of the
scientific board with the Security Council
of the Russian Federation, Andrei Manoilo
visited the DPR with another so-called
inspection.

Sing the petition!
Kill a beaver, save a tree!

Vote or lose!
Skripal readings, March 4, 2019

OxpaHuTtensb

3avactunu B loHeuk u3 Mockebl roctu. lNMpocoyunnacsk nHda, 4to B
pecnybnnke Bnagucnas CypkoB. Takxe 3aexan B [JHP nssecTHblin
B onpeAeneHHbIX Kpyrax kak cneyuanmct no nHGopmMaunoHHbIM
BOWHAaM, KaApOBblil pasBejuunK, Y/IeH Hay4Horo coseta npu
CoseTe 6e3onacHocTu Poccuiickon Pegepauvn AHApen MaHono.

Busnt ux kak-to"cnyvaiiHo" coBnan no BpemMeHu ¢ akTUBHOW ¢pa3ol
nHopmaLmoHHo ataku Ha rnasy JHP [leHuca NywwunuHa,
KoTopyto yctpounu ykpanHckune CMWU v aHOHUMHbIe goHeukue u
ncesAoAOHELKME KaHarbl.

MaHono NnpoBen 3akpbiTble NeKyun No cTpaTterun u TakTuke
nHPopMaynoHHbIX BoiH B [loHeuke n EHakneBo. C kem
BcTpeyvancsa Bnaaucnas KOpbesud, kpome rnasbl AHP, noka HescHo.



SURKOV AND MANOILO CAME TO DONETSK:
TOWERS ARE UNSTABLE

HC

dsnews.ua

BJIACTH @ MCKYCCUMOHHbIN You
pyspukn  FAHETE ‘ﬁﬁ'p‘ KAYE ((@)) LIVE f ¥y o

BU3UT BE3 LULYMA. CYPKOB
NMPNEXAN B AOHELUK, HTOBbI
HAYYUTb NYWW1INHA HPABUTbCHA

'__ !’ Bnagucnas TMPMAH
MatHuua, 25 OxkTaGpsa 2019, 14:00

Mpuesg noMmouwHMKa nNpe3ugeHTa PO B "OHP" o4yeHb NOX0XX Ha NONbITK y Kpemnsa

THE FSS SPECIALIST ARRIVED TO
SUPERVISE SURKOV AND FIND OUT
THE LATTER'S PLANS

MANOILO CAME TO SUPERVISE
SURKOV

But what is curious is the domestic context of Surkov’s
appearance in the Donbass. After all, he did not came
to Donetsk by himself. In parallel with him, a graduate
and, subsequently, an office of the FSS Academy Andrei
Manoilo arrived with him. In public, he is allegedly a
professor at the Moscow State University and a
political scientist, an expert on international relations
and conflict studies, and, at the same time, he is known
as a specialist in information warfare. In Donetsk and
Enakievo, Manoilo held private lectures on this topic.
But, obviously, the lectures were not as “private” as the
meetings with the participation of Surkov, because the
separatists’ mass media wrote about the voyage of
Manoilo.



WHAT DID SURKOV AND MANOILO DO IN
DONETSK? S LA

B «[IHP» coo6imm o npuesge B JLOHeLK This, in turn, may indicate that Manoilo’s trip was
KpeMJIEBCKOro KypaTopa CypKoBa not to be a secret. On the one hand, here, it seems,
we are talking about competition between various
structures for control over the “LDPR”.That is, the
FSB expert on information wars could go to the
“DPR” not together with Surkov but following the
latter, in order to monitor and find out what
Surkov had in mind. And he did that absolutely not
concealing, so that the assistant to the President of
the Russian Federation knew about this and was
nervous.

Cnenatb . usb EUR
CTapToBOii Mockea -4 2415 26.61
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PaHee o npuesge CypKoBa nucaam aHoHUMHble Telegram-KaHasbl.

Hence, the conflicts within the top executive staff
REED eniantcama e, e e oo in Moscow are continued, which means that the
Ll TOWERS ARE UNSTABLE. And it is quite
possible that Surkov tries to confirm his status: he
is the only patron of the LDPP. Putin’s assistant
can maximally fill the vacant space with him.

C pa6ouum Busutom B [IHP no6biBan poccuiickmnia nonutonor AHapeii MaHovino




TRAINING OF KREMLIN'S TOWERS:

WORK TOGETHER
JC

dsnews.ua

pyepukn  TRAAGTE

’ﬁAMCKVCCMOHHbIM ((@)) LIVE f w

KNYB

BU3WUT BE3 LUYMA. CYPKOB
MPUEXAJ/1 B AOHELK, YTOBbbI

((@)) LIVE

NPOCTPaHCTBO NOMOLWHWK nyTMHa MOXeT MaKCMManbHO 3anofHUTb coboiA.

(@) AMCKYCCMOHHBIN
WT’H’ I{ﬂVE

BJIACThH

pyspukin Y fv

C ppyroi cTopoHsbl, eciu Bee xe MaHolino n CypKoB felicTBoBanu
CKOOPAVMHUPOBAHO, TO TAKOE COTPYAHWYECTBO MO0 CYHUTHCS SIMLLb TOMbKO

MOTOMY, HTO MX BbIHYOWNTA. A eQMHCTBEHHbIM, KTO MOXET 3TO CAeNaTb, ABNAETCS,

NoHATHO, Bnagumup MyTuH. JpeccupoBKka MM obuTaTeneil pasHbix "daweH
Kpemnsa" roBopuT 0 KpaiiHel CTeNeHN 3aMHTEPECOBaHHOCTH Npe3ugeHTa PO B
YKPauHCKOM BOMPOCE 1, COOTBETCTBEHHO, FOTOBHOCTM IMMHO BMELLMBATHCSA B
npoLecchbl.

BepHyTb no3uvuum

Ba)KHO, 4TO MPOMCXOANT 3TO Ha hoHe 3anBneHuin Kpemns o ge-cakto cpoiBe
NOAroTOBKU CaMMUTa "HOPMaHACKOWM YeTBEPKU', KOTOPbIN, Kak nonaraet

You

PUTIN FORCED MANOILO AND SURKOV

... On the other hand, if Manoilo and
Surkov still acted in a coordinated way,
such coordination could only take place
in a forced way. And the only one who
could do it was, naturally, Viadimir Putin.
Training of inhabitants of various
Kremlin’s towers by him witnesses the
extreme degree of interest of the Russian
President in the Ukrainian issue and,
hence, his willingness to personally
intervene in the processes.



AND, AGAIN, NON-IDENTIFIED MANOYLO

OTKprﬂMCb HOBbIE I'ID,D,[JOﬁHOCTM BU3IUTA
Cypkosa B [loHeuK: "bbin cnbiweH paxe B
doite”

[nasHas / YkpauHa

50 okrabpa 2019, 20:17

26 oKTa0ps B OKKynupoBaHHOM [loHelKe ¢ ceKpeTHbIM BUSUTOM
HaXoAUNcs COBETHUK npe3uaeHTa PP Bnagucnae Cypkoe. PyKoBoACTBO
"HapoAHoOK pecnybauku”, Bknrovaa dexuca MywunuHa, 66110 CMABHO

N3BecTHO, 4To 26.10.19 B Vip-KOMHaTe roctMHuLbl “[JoHbac nanac’
B.CypkoB NpoBOAn/ COBELLaHKWE C Y3KUM KPYroM OeHe3pOoBCKOro
pykoeoacTea: [MyWunmnH, MUHUCTPp uHaHcos "OHP’, Kynem3uu- map
[loHeuKa, AHaHYeHKOB - NpeAcenartenb coseta MUHUCTpoB "OHP',
CMHEHKOB - onepaTUBHbIM KOMaHayWWIM KoMaHaoeaHua "OHP', 1
HeyCTaHOB/IEHHOE UL M3 Y1Ccna rpaxaaH Poccuu, CKopee Bcero,
M3BECTHbIA B POCCUM cneumanmct no MHPopMaLMOHHbBIM TEXHONOMUAM
MaHowmno.

It is known, that V. Surkov held a
meeting with the narrow circle of
the “DPR” government, that is,
Pushilin, the minister of finance of
the “DPR”, Kulemzin, the mayor
of Donetsk, Ananchenkoy,
chairman of the cabinet of
ministers of the “DPR”, Sinenkov,
the operative commander of the
armed forced of the “DPR”, and a
non-identified person from
Russian, most probably, well-
known Russian IT expert Manoilo,
in the VIP room of the Donbass
Palace hotel on October 26, 2019.

see details on
https://www.dialog.va/ukraine/193549_1572458506



AS ONE OF TYPES OF FAKE NEWS




KOMMERSANT: IT HAPPENS THAT, NARYSHKIN AND MATVIENKO ARE NOT THE
HUSBAND AND WIFE BUT FOUR COMPLETELY DIFFERENT PERSONS

On April 17,2019, the information about the allegedly
almost taken “personnel decisions’ regarding V.
Matvienko and S. Naryshkin appeared in Kommersant.

In fact, the information published in the article called ‘“Speakers
To Be Made of These People” (Kommersant newspaper No.
68 of April 17,2019, p. |) turned out to be fake, and the
“sources” (literally,“informants in government agencies” in the
text of the article) refused to confirm their words and
generally disappeared when trying to establish their identities.
The very information about “personnel shifts’’, not confirmed
by real, reliable (verified) sources, turned out to be ordinary
rumors.

But these rumors, properly incepted, caused a resonance
and even a certain excitement, against the background of
which spreading of other information could have been
successfully performed.




FINAL RESULT OF SPREADING:

April 17,2019. The rumors published in today’s issue of
Kommersant have no basis, the Interfax quoted the

message of the Foreign Intelligence Service public
relations office.

May 19, 2019. Special correspondent of Kommersant Ivan
Safonov and deputy editor of the politics department
Maxim Ivanov got fired because of the article about
possible resignation of Chairman of the Federation
Council Valentina Matvienko.

Vsevolod Inutin (Facebook)
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AS A HIDDEN CONTROL INSTRUMENT:

Rumors often penetrate and affect minds of political elites and decision makers
via most various channels — not only via mass media but in the form of “restricted”
analytical reviews and summaries, distributed “on subscription”

(also “restricted”).

Major part of such “reviews” is exactly aggregators of rumors and factoids

In “secret analytics” of such kind, rumors are often given as the insider information,
obtained confidentially from own operative informants “from the very top™

Very often, the rumors are in demand by the high-rank officials “hooked” on
conspiracy theory and the intra-clan struggle of the “towers”, living by these

intrigues, which became the main and only “objective reality” for them, (that is,
there is always a demand for rumors)



WHY EVEN NOT VERY NAIVE PEOPLE
TRUST RUMORS

Rumors are readily believed like any information of the
conspiracy theory nature that claims to be “secret knowledge of
human souls” (that is, insider information).

At the same time, rumors presented in the form of “reviews” and
“analytics” are particularly readily trusted, because people
really want to believe that an exclusive has come into their

hands that others do not know about.




WE ARE BEING WATCHED! MONITORING THE BALANCE OF POWER
IN THE GOVERNMENT AND THE BUSINESS COMMUNITY

The so-called “analytical reviews” that examine the rivalry of various kinds of “towers” are
often the very place where all kinds of rumors are collected, legalized, and then transmitted
to decision makers.

With that, the authors of reviews refer to their own confidential “sources” in the Presidential
Executive Office and other governmental structures:

“potential transfer of Sergei Naryshkin to the Federation Council was confirmed by sources
in State Duma, Federation Council, Office of the High Representative of the Presidential
Executive Office, Ministry of Internal Affairs....; all sources noted, that the preliminary
decision was taken but.....;
advised not listening to “bullshit”: from the Control Department of the Presidential Executive
Office, the FSS, entourage of N. Patrushev (cited from “Monitoring of the Balance of
Powers...” of 13.05.2019),

which are, quite possibly, existing, and regularly interviewed
(that is, we can even talk about a regularly interviewed network of informants:“as our
sources said, Yalentina Matvienko has already come to terms with the upcoming resignation,
but suggests that the bonus...” (cited)).




It turns out that the author of the review interviews the officers of the
Presidential Executive Office (Office of the High Representative and
Government Agencies), the FSS, and N. P. Patrushev’s entourage (by the
way, of one the best and most effective secretaries of the Security Council
of the Russian Federation), and they have their own sources everywhere
merging information to them (that is, there are leaks everywhere). And the
author interviews the sources regularly.

They collect information from “sources”, summarize it, that is, do what is
most interesting to foreign intelligence (collecting information from
various sources on issues of interest to them).

In this case, there is no need to conduct reconnaissance — everything has
already been done on a voluntary (or commercial) basis.



OUR SOURGES IN THE PRESIDENTIAL
EXECUTIVE OFFIGE.. WHO ARE THEM?

But the very informants (“our sources”) to whom the author of
the document refers are of even bigger interest:

it follows from the text of the document that its author
privately interviews exactly active employees of the FSS,
Security Council staff, and the staff of the sanctum sanctorum
of the Presidential Executive Office — its Supervisory
Department.

It means that there is their own agent network inside these
agencies.




THE DARK SIDE OF THE MOON

- a rumor may also be incepted by foreign intelligence, which uses it to
perform a direct intelligence action on the people who are “hooked” on such
“analytics” in a special way

(it is easier to penetrate into the Digest than into personnel of the Presidential
Executive Office or security agencies);

- each rumor contains a share of real information about what is happening
inside, behind the closed doors of secret offices and meetings

(and this is a leak already);

- the totality of rumors collected from various “sources” from various agencies,
may become subject of interests of not only domestic but also of foreign lovers of
“applied conspiracy theory”;

Including those working for intelligence.




HOW TO COPE
WITH FAKE NEWS




MAJOR MISTAKES OF AUTHORITIES

Informational vacuum
Late reaction (delayed for several hours or days)

The need of people for information, already formed and
waiting for immediate satisfying

Rumors and fakes as a way of prompt satisfying of this need

Why nobody believes delayed comments of officials and why
no one needs them a few hours after the incident



1. Proactive strike (if the attack is only being prepared):
to shift the focus of attention from the future informational incident (event)

2. If the attack has already started: interception of the informational
agenda (to be started with immediate publication of the official position of
the competent authority in mass media and on the web, which brings full
clarity to the incident and leaves no room for insinuations; then, regular
dynamic saturation of the informational space with dry facts and figures
which can be verified)

3. After the agenda has been intercepted — introduction of own
informational agenda, which, apart from everything else, sets your own rules
of the information “game”.

4. Example of the operation “proactive strike” - “agenda interception™ -

“introduction of own agenda” - “control of informational activities of the
enemy”: “Skripal Readings” (March 3-4,2019)



THANK YOU VERY MUCH
FOR YOUR ATTENTION!




