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Pesiome

B despane 2015 ropga npousoluen nepesii B MUPOBOM NPAKTUKE KPYMHBIA MHLUMAEHT, KOTAA TROAHCKASA NPOrPAMMA
MNONYYMNA KOHTPOSMb HAL TEPMUHASIOM TOPTOBOM CUCTEMBI 15 TOPIOB HA PA3AMYHBIX BUPXKEBLIX PEIHKAX, YTO MNPUBENO
K BLICTOBMEHMIO 3a9B8OK Ha cymmy Bonee 400 mn gonnapos.

Mcnonbays BpefoHOCHOE NPOrpammHoe obecnedeHme, Xakep NPUMEHN MHCTPYMEHT «gonnap,/ py6nb pacyetamu
CerofiHs» Ans MPOAGXM W NMOKYMKU BASIOTH OT UMEHU BAHKQ, YTO BbI3BANO Cepbe3Hble CKAYKM Kypca gonnapa. 3a 14
MUHYT XaKep BOBUNCH QHOMANBHOM BONATUIBHOCTH, YTO NMO3BOMMAO NOKYNATs foanap 3a 55 pybnei, a nponasats
no 62 py6ns. o nHuMaeHTa Tpeineps TOProBanmce B puiHouHom auanasore 60 - 62 pybns 3a gonnap.

MHumpeHT npurec 6anky npsmoin ywepb okono 300 munnmoros
py6bnei (6onee 6 MunnvoHoB gonnapos).

Ins atakm ucnonssosanacs spegorocHas nporpamma Corkow, koTopas MmeeT cneupransHsle Mogynu ans paboTsl
TperauHrosbimmn cuctemamm Quik ot ARQA Technologies 1 TRANSAQ ot 3AO «Ckpun MapkeT cnctemas.

Cammn MoLEHHMYECKME AeMiCTBUA ocylecTansnucs Yepes TepmuHan cuctemsl UTC-Bpokep ot OOO «[Tnatdopma
codT» Yepes yaaneHHbIi AOCTYM, KOTOPbIM U NPELOCTABUN TPOSIH NOCE ONPEeAeneHus, 4TO C KOMMbIOTEPA OCYLLECT-
BnsieTcst paboTa ¢ BPOKEPCKUMM CUCTEMAMM.

Cam CI)OKT MOLUEHHNYECTBA MOXHO OXAPAKTEPM3OBATL KAK TECTOBYIO
onepaumio, Lenbio KOTOpOlZ Bbio noaTBepAnTb BO3MOXHOCTM OKA3bl-
BATb CEPbE3HOE BIIMAHNE HA PbIHOK M, KAK CNneacteme, 30pG6OTC|Tb HA
STOM.

Cneuvanmctsl Group-IB ¢ nomMoLwpio YHUKANbHOM C1CTEMBI BHSBNEHMS Yrpo3 B kopnopaTveHol cetu Bot-Trek TDS
dukenpyior Hanuane Corkow Bo MHOTMX GAHKOBCKKX ceTax Poccum m emmHuyHbEe 30PAXeHUs Ha TePPUTOPUM NOCT-
coseTckoro npoctpaHctea u Esponsl. [No coctostmio Ha Havano 2015 ropa, 6onee 250 000 komnbioTepos Gbino
sapaxero TposHom Corkow v pasmep 6oT-ceTn exenHesHO ysenuumsaetcs. B tom umcne, 6bino sadukcrposaro
sapaxenwe bonee 100 GUHaHCOBLIX opraHmnsaumni, B umcne kotopsix 80% us ton-20.

BakHO OTMETUTS, 4TO HO 3APAKEHHOM KOMMbIOTEPE NMPAKTUYECKM BCETAA YCTAHOBNEHA QHTUBMPYCHAS 3ALLMTA NOoMy-
NAPHBIX AHTUBMPYCHbIX MPOKM3BOAMTENEN, O UHGPACTPYKTYPA OPraHM3ALMKM JOCTATOYHO XOPOLO 3ALUMLLEHA CUCTE-
MOMM OOHAPYXEHUS BTOPXEHUMA 1 APYTUMM TEXHUHECKMMM W NOOTPAMMHBIMU CPEACTBAMM.
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Yauteisas cnocob PACNPOCTPAHEHNA TOOAHA, MOXHO YTBEPXAATb, YTO 3APAXEHNA MMENN CﬂyLJO‘l;IHbIIZ (HeueneBoﬁ)
XAPAKTEP. OJZLHCIKO, KAK mokKasano Hawe npenbiayuee nccnegosaxmne no rpynne Anunok, Hann4ne AocTyna Ha

nobor 13 KOMMbIOTEPOB B KOpI’lOpOTMBHOIZ CEeTM [AET BO3MOXHOCTb NONY4NTb AOCTYMN K CAMBIM 3ALLMLLEHHBIM 6aH-
KOBCKMM CUCTEMAM. |_|09TOIV\y cyuiectayer Cepbe3HbIVl PUCK NOBTOPEHMA STOTO UHUMOEHTA U B OPYINX CI)MHOHCOBbIX

yupexaenuax He Tonbko B Poccum, HO v B NioBbIX Apyrix CTRPAHAX C noxoxeit brupxesolt npakTvkoit (ctparsl EC,
Brvsxnnit Boctok, Asma, CLLA).

Corkow - 3710 BTOpO# 6AHKOBCKMI TPOSH, KOTOPHIN MCMONL30BANCS AN COOPA AAHHBIX O TPEMANHIOBBIX CUCTE-
max. VHTepec y xakepoB K 3TOMy HONPABAEHMIO EXETOAHO PACTET.

Boipaxaem 6onbluyio 61arofapHoCTs B NOATOTOBKE AAHHOTO uccnenosaHms komnammsm Fox-1T, ESET n AVG.

FOXIT

FOR A MORE SECURE SOCIETY
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Buisoapi:

¢ [lepebili cCNyyai peanM3oBaHHOro pUcka (cymmsl 3asBok 427 mnH$ - notepu & mnH onnapos) ans yyact-
HMKOB BUPXEBLIX TOPrOB,

¢ B supyce nosensiorcs cneuyansHeie Mmomynu ans pabots ¢ 6pokepckum n bupxessim [0, yto cosnaet
HOBbIE PUCKM A9 AAHHOM OTPACMK,

¢ YpoBeHb MHHOPMALMOHHON BE30NACHOCTU 3APUKEHHBIX KOMIAHUI BEICOK, O HO 3APAXEHHBIX KOMIbIOTE-
pax ucnonsayetcs aHtnsupycHoe 1O,

¢ [losBMnacs 1 OMUMCAHA B XAKEPCKOM Cpefe cxema 0boralleHmns oT NogobHbIX aTak,

¢ BpenonocHoe MO nocne TecTos HA TEPPUTOPMM NOCTCOBETCKOTO NPOCTPAHCTBA MOXET UCMONb30BATHCH
B ApYyrMx cTpaHax (kak 37o 6bino ¢ supycamu Zeus, SpyEye, Carberp u apyrimm),

€ Ha DoHHbIA MOMEHT OTaKM HOCAT CITyHYaMHbIM XAPaKTep

¢ B pasHbix sBepcusx 6otHeTos Corcow & cpearem 100 000 3apaxeHHbIx MALLWH, YTO MOKA3bIBAET NETKOCTh
PACNPOCTPAHEHWs AaHHOMO BpegoHocHoro [10,

¢ MeTon nposeaeHus Lenesbix aTak, KOTOPbI MOXET GbiTb MCMOAL30BAH 3N0YMBILLAEHHUKAMM B CREYIOLMX
mecauax, onmcan B otuete komnanuit Group-1B&Fox-IT no rpynne Anunak -
http:/ /www.group-ib.com/files/Anunak_APT_against_financial_institutions.pdf
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[NpepbicTopus

OpHmmm U3 nepebix 6OT-CeTelt, aTakOBABLIMX NONb3oBATENEN TPeiaeHrosoi cuctemsl Quik Geina 6ot-ceTs Ranbyus
8 2012 ropy. MNMpumepsl nHtepdeiicos narener ynpaeneHns 6ot-cetv Ranbyus pasHbix Bepcuii nokazansl Hisxe. B
KQXOOM M3 HUX BbIW CO3AAHbI OTAENbHBIE CEKLMM 17 M3YUEHMS KOMMBIOTEPOB, HA KOTOPbIX BbINA 3APUKCMPOBAHA
paborta ¢ 6pokepckoit cuctemoit Quik.

[ ]

PucyHok 1. [Nanens ynpasnerus Ranbyus ¢ cekuneit Quik, ocmotpertas s aisape 2013
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PucyHok 2. lManens ynpasnenus Ranbyus ¢ cexumeit Quik, ocmotperras 8 mae 2013

B 2014 roay Corkow mmen mogyns QUIK v.1.0. ana c6opa nrpopmauuu o tpeitamHrosor cucteme Quik or ARQA
Technologies. B 2015 roay paspabotuuku spenorocHoi nporpammsl Corkow obHosunm moayns QUIK ao sepcum
v. 1.1, 1 Boinyctnu ewe ogmt mogyns TRZQ v.1.0. anst KonMpPoBAHMS AAHHBIX U3 NPUNOXEHUS TREWAMHIOBOM CUCTEMBI

TRANSAQ o1 3AO «Ckpun MapkeT cuctemas.

Hopabotka crtaporo mopyna QUIK u paspabotka Hosoro moayns TRANSAQ ceuaeTenscTsyeTt o MOBLILIEHWN UHTE-
PECA CO CTOPOHbI 3NOYMBILLIEHHUKOB K ATAKAM HO TREMAMHIOBLIE 1 BPOKEPCKUE CHUCTEMBI.
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XpoHonorus ataku

HenocpenctserHo ataka anmnack poeHO 14 MUHYT. V1 MMEHHO 30 3TH HECKONLKO MUHYT BaHKy Bbin HaHeceH yuepo.
OpHako, MOArOTOBKA K ATAKE AAUAACH TOPA3A0 JOMbLIE.

Xakepbl MONAnM HA KOMMLIOTEP € Toprosol cuctemoit B ceHtsbpe 2014 roaa. C Toro camoro BpemeHu oHa Xuna u
NOCTOAHHO OBHOBAANACH, YTOBL M3BEXATE OOHAPYXEHUA CPEACTB QHTUBMPYCHOM 3AWMTH, KOTOPbIE B GAHKe Bbinu
YCTAHOBIIEHL M KOPPEKTHO PABOTANM. Ha MOMEHT MCCNEAOBAHMS SKIEMMNSIPA BPEAOHOCHOM MPOrpaMMSl B MAP-
TE, OH HE OETEKTUPOBANCS HW OOHUM CPEACTBOM AHTUBPYCHOM 3ALLUMTH. Ha MOMEHT NpoBEAEHNS CCNENOBAHUA
«Corkow.DLL» umen sepcnio «7.118.1.1».
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3apakeHue C60p cBeeHUI O CUCTEME UHumpeHT

Jkcrnyatauus  YcraHoBka OrmpaBka 3amnyckaercs YpaneHHoe @opMUpOBaHUE VHUUTOXEHUE
YA3SBUMOCTU TposiHa OAHHbIX KJ1aBUATYPHBIA yTmpasjieHue 3aABOK CUCTEMbL
3710y MbIIIJIEHHUKY LITINOH cucreMon Ha 6UPXKY

PucyHok 3. XpoHonorus atakm

HauuHas ¢ pekabps 2014 rona HO cUCTEME HAYUHAIOT CO3AABATLCA OTYETH KIABUATYPHOTO WNMOHA.
B 27 despans Corkow npenoctasnset yaaneHHsi AOCTYN k CUCTEME, YTO MO3BOMMAO 3NOYMBILUIEHHUKY 3AMYCKOTh
NPOrPAMMBI, YIPABAATL KNABMATYPOM, MBILIKOM NAPANENEHO C ONEPATOPOM CUCTEMSI.
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B pesynbrarte HECAHKUMOHMPOBAHHOTO AOCTYNA K TEPMUHAIY TOPrOBOM CUCTEMBI 3MOYMBILLIEHHUK, UCTONbL3Ys
MHCTPYMEHT «ponnap,/ pybib pacyetamu ceroaHs» coseplunn 7 caenok Ha nokynky 1 npoaaxy gonnapos CLUA.
309BKM MUMENW CREayIOLUI BUL;

® TWN 309BKM - <PBIHOYHBIM», 4TO O3HAYAET COMMACHE KyNWTh MW NPOAATE ONPEAENEHHOE KOMYECTBO NOTOB
(onpenenerHbi 06bem BAIOTH MO NyYLWIMM LEHAM, 3aPErvcTpupoBaHHbiM B Toprosor Crcteme.

® TWM 305IBKYM - «CHATb OCTATOK», YTO O3HAYAET UCMONHEHWUE 30SBKM B MOKCHMAIbHO BO3MOXHOM OObeme Cpasy
xe nocne ee peructpaumn B Toproeoit Crcteme, a ee octatok yaansetcs na Toprosoi Cucremsi.

PucyHok 4. TexHuueckuii aHAnM3 Topros

Buino seicTaeneHo 5 3assok Ha nokynky 437 MUNNIMOHOB HOMNAPOB U 2 308BKM HA NPOAAXY 97 MUANMOHOB AOMNA-
pos. OgHako, ObING UCMOMHEHA TOMBLKO YACTL 3AsBOK M B pedynstate buino kynneHo 158 536 000 v npogaro 93

@25 000 ponnapos CLUA.
Ha rpaduike no Topram B 3TOT AeHb OTHETNMBO BUAHA «CBEYA», MOKA3LIBAIOLLAS PA3HMLY Kypca oT 55 no 66 pybnei.

L—Iepes 14 MWHYT nocne I'IepBOlZ 305BKKM XAKeP Oan KOMaHAY COFI(O\N HA yooneHne CBOMX Cnefos M BbiIBOAA CUCTEMbI
13 CTpO4.
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PucyHok 3. [laHHbie MHUMaeHTa

PesynbtaT ataku

[etictans xakepa BbI3BANM OYEHb GOMBLYIO BONATUILHOCTb B TEUeHWE O MUHYT, Y4TO NO3BOAMIO COBEPLINTL CAENKY HA
nokynky gonnapos no kypcy 59,0560 u uepes 51 cekynay npomats no kypcy 62,3490.

Y7066 06OTrATUTLCS HA CNELMANBHO CPOBOUMPOBAHHON PA3HULE KYPCA, 3MOYMBILIEHHWK AOMKeH Obin 06naaate
BONLLIOM CYMMOM NIMYHBIX CPEACTB IS NPOBEAEHWs caenok. Hanprumep, npu yKa3aHHbIX BbILLE KYPCAX NPy HAMMYMK
22 MUNNMOHOB AONNAPOB, OH CMOT bl 3apABOTATL TONBKO /2,4 Munnuora pybnei. T.e. npu TAKOM CXeMe 3N0YMbiLLI-
NIEHHWK BOMXEH Bbil BCTYMUTb B CTOBOP C KEM-TO M3 KPYMHBIX KITMEHTOB BPOKEPCKMX CUCTEM, KTO 06naaan Heobxo-
OMMOM CYMMOM an1a I'IOKyI'IKl/I/I'IpOJ:I,O>Kl/I BAMOTH. 1aKOM CLEHAPUI BO3MOXEH, HO A1 3NOYMBILLAEHHNUKA 6bIn0 npotye
NOCTYNUTL MHAYE.

Vmes B cBOEBM PACMIOPSIXEHUM OTPAHWMYEHHOE KONMYECTBO CPEACTB HA MOKYMKY,/ MPOAAXY BAMIOTH MO CNIPOBOLMPO-
BOHHOMY KYPCY, 3/I0YMBILLIAIEHHVKI MOTIM BOCMONb3OBATHCS (bIOYEPCHBIM PHIHKOM, TAE MYJIETUMNMKATOP HA BASIOTHbIE
caenku moxeT gocturats 20. T.e. xakep MOT YBEAMUUTL BennUuHY oTKpsITon noauumn B 20 pas, a ceom kanutan 8 8
pa3. B AaHHOM cxeme 3N0yMBILINIEHHVKY HE HAZO BCTYNATL B CTOBOP C KPYMHLIMM KITMEHTAMM TOPTOBLIX CHCTEM, 06Na-
AOTb 3HAYUTESNBHO CYMMOW fieHer.

Kpome Toro, Ha BONATUILHOCTH 30pABOTANM HE TOMBKO MOLWEHHKKM, HO U MHOTHE OBBIYHLIE KITMEHTH BUPXH, U
HauboMblUEE BHUMAHME K cebe NPUBIEKAIOT MMEHHO OHM, O COETKM HA (bIOYEPCHOM PhIHKE MOYT NMPOMTH HE3aMe-
YeHHbMU. B nTore Ha aToM MaxuHamn 6AHK, Yer TEpMUHAN Obinl CKOMNPOMETUPOBAH, NOHEC BONbLION GUHAHCOBLINA
W PENYTALUMOHHBIN Yiepd, MOCKOSbKY MHOTWE UIPOKU HA PHIHKE HE [LOBEPSIIOT BEPCHM CO B3TTOMOM U OXOTHO BCE
CMWCBLIBAIOT HA OLUMOKY ONepaTopa Toprosuii cuctemsl. Kpome yuiepba, MHOTVE, KTO TOPrOBAS B TOT MOMEHT HA
PLIHKE, YCMELIHO 3apaboTanut Ha CKaYke KypCd, HO CaM ATAKYIOWMI He 3apabotan Huyero. Bee ykasbiBaeT Ha To,
YTO OCHHbIE [EMCTBUS BbiIM CBOEOOPA3HOM NPOBEPKOM U MOATBEPXKAEHNEM BO3MOXHOCTH OKA3bIBATL CEPbE3HOE
BWSIHME HQ PLIHOK M, KOK CNEACTBME, NOMYYEHUE BOIMOXHOCTH 30PpabOTATb HA STOM.
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Cnocobbl pacnpocTpaHeHus BPeLoHOCHOM NPOrpaMMbl

[na pacnpoctparenmns Corkow snoymeiwnenHmkm aktverHo rcnonsayio metog Driveby, kotopeiit sakniouaetcs s
PACMPOCTPAHEHUU BPEAOHOCHBIX MPOTPAMM MPK B3TOMAHHBIX MOCELEHUM TIEMMTUMHBIX CaiToB. B kauecTse Habopa
skennoittos ncnonsayetca Nuclear Exploit Kit, kotopbitt nonyumn wmposoe pacnpoctpaHeHmn cpeam pycckoroBops-
LLMX XOKEPOB.

Mei durkenposanm pacnpoctpanerun Corkow npu nocelern CanTos pasHO! TEMATUKM: OTCIIEXUBAHWE MOYTOBbIX
NepeBOAOB, HOBOCTHbIE MOPTANLI, SMEKTPOHHBIE KHWUTM, CAMTH KOMMBIOTEPHOM rpadUKM, My3biki 1 T.4. ABHO BbIPA-
XEHHOW TEMATHKM CAMTOB He BHISBNEHO, HTO FOBOPWT O TOM, YTO 3MTOYMBILLNEHHUKM XOTST OXBATUTb MOKCUMAIBHYIO
AYAMUTOPMIO, O HE TOJNBKO KOPMOPATUBHBIM CEKTOP.

Haww cerncopsl Bot-Trek TDS cToaT Bo MHUMX GUHOHCOBBIX YYPEXASHUAX 1, K COXAneHmio, Mbl Buanm, 4o 8 80%
6ankos TposHckas nporpamma Corkow nprcyTCTByeT B 3aLLUMUIEHHON KOPNOPATHBHOM ceTh. YauTsiBas cnocob pac-
NPOCTPAHEHUS TPOSIHA U MCCNELOBAHUA OBCTOSTENLCTE 3APAKEHUN BAHKOBCKUX CETEN MOXHO YTBEPXAATL, YTO BCE
3APAKEHUS MMENK CIYUANHLIR xapakTep. ORHAKO, KK MOKA3LIBANO HALLE NPedbayLLee UCCIeAOBAHME MO rpynne
Anunak, Hanuure noctyna Ha MOBOI 13 KOMMBLIOTEPOB B KOPMOPATHMBHOM CETH AAET BO3MOXHOCTL NMOMYYMTL LOCTYM K
CAMBIM 3ALUMLLEHHBIM BAHKOBCKMM CUCTEMAM.

Huxe npeactasnen cnMcok canTos, Npu NOCELLEHM KOTOPLIX MoNb3osaTensm sarpyxancs TposH Corkow.

Ob6was nocelwaemMocTb yka3aHHbix caitos 6onee 800 Tbicsy nonb-
sosatenei B cyTkn. Cpeagnuin kosbuumeHt sapaxenui ans Nuclear
Exploit Kit coctasnset 11%, 4to 03HaYaET, 4TO XaKEepPbl MOMM EXELHEB-
HO 3apaxaTb okosio 90 Thicsy KOMMbIOTEPOB, TAKMM 0H6pPa3OM, BbiCcTpO
YBENWYMBAS pA3Mep CBOei boT-ceTu.
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HaseaHue caiita Kareropus CpeaHsas NocewaemocTb B CyTKH
post-tracker.ru Mouta 38 4/8
zr.ry ABTOMOGUNH 12 271
business-gazeta.ru Hosoctu 68 746
proshkolu.ru O6pasosaHue 47 249
opengost.ru [ocynapcTBeHHble CTaHAAPTSI 8 545
krokha.ru XKerckuit nopran

eurolab.ua MeauupHa 156 552
newsdon.info Hoeoctu 40 614
dirt.ru Cnopr 7 100
anime-zone.ru Mynbtdunems 4297
rus.kg HosocTw 936
badger.ru Maraaux

fedpress.ru Hosocty 25804
carsguru.net O6vbsasnetus 52 157
findfood.ru Kynunapws 56 307
beboss.ru ObvasneHus 4863
vidal.ru MeauumHa 25 678
reghelp.ru O6vbseneHus 10 339
rabotagrad.ru ObubasneHus 558l
proshkolu.ru ObwvasneHus

muztorg.ru Maraaun 26 332
mirf.ru Kypran 5226
medgorodok.ru MeauumHa 8 696
dobrota.ru MeauupHa

cooksa.ru Kynunapus 19 929
consmed.ru MenyumHa 32712
buro247.ru Moga -
3dmir.ru Komnbiotepras rpaduka 2 508
novorus.info Hosoctw 40 614
kidbe.ru Kerckuit nopran 14778
eknigi.org DNeKTPOHHbIE KHUMM

2x2.s5U O6vasnerns

Ta6bnuua 1. Cnycok caiitos, npy nocelleHnm KoTopbix nonbaosaTenam sarpyxancs TposH Corkow.
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TeppuTOopUs pacnpocTpaHeHus

Mo cramicTike obHapyXeHuit B pasHbie neproas Bpemenu inaHo, 4o Corkow ucnonbayeTcs ans atak no nons3o-
satenam Poccun u ctpan CHI, oaHak ctout otmeTus, uto ¢ 2014 roga dukcupyetca poct obHapyxenmii 8 CLLA 8 5
pas. bonee Toro, konnyectso o6Hapyxernii Corkow B nepsom keaprane 2015 ropa 8 CLUA npessiwaet konmyectso
obHapyxenwe B ctpanax CHI.

Country 2011 2012 2013 2014 Q1 2015
Russia 61425 132327 19156 26493 4719
Ukraine 7076 Q891 4558 6108 883
Belarus 2748 1892 584 82 18
Kazakhstan 1132 1997 254 43 22
Turkey 762 453 27 100 /9
Spain 457 164 30 160 26
ltaly 238 15 375 131 43
Mexico 209 362 33 82 44
Peru 191 167 5 123 35
Poland 181 86 28 Q4 33
United States 164 102 49 534 159
Chile 114 192 52 36 1
Thailand 114 51 8 204 %
Argentina 107 65 6 31 16
Germany 107 23 30 82 26
Greece Q1 42 22 59 14
Brazil 89 69 10 43 32
France 81 65 10 79 44

Tabnuua 2. Cratvctvika getektos TposHa Corkow no ronam v cTpaqam
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PucyHok 6. Cratuctvika obHapyxeruit no ctpaqam 3a | ksaptan 2015 roga
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OnuncaHue BpefoHOCHOM NPOrPAMMBI

Viccnenyemsint bain npeactaenset coboi 6UBNMoTeky, CnocobHYO NPOU3BOAMTL 3Arpy3Ky v UCnonHeHue Gainos,
HOXOZALUMXCS HO YACGNEHHOM CepBepe, YAanaTs Gaibl, Nepe3arpyxars 1 HapywaTs pabotocnocobrocts DBM
nons3osatens, cobupats aaxHsie 06 DBM, nonbsosatene v ero aencTeuax (HOXATUA KNABUL U CHUMKM SKPaHa), a
TAKKE OTCHNATL 3TY MHGOPMALMIO HA PA3AMYHLIE agpecd. Takke UCCredyemas MporpamMmMa NPeaoCTaBASET CEPBED
yoaneHHoro goctyna k 3BM.

Bubnuoteka cogepxmnt Mogynu, CNMCok KOTOpbIX NpeactasieH 8 Tabnuue 1. Vimena mogyneit v 1x Bepcui nonyyeHsl
NpuY pacnakoeke GUBNNOTEKM B AMHAMMUYECKYIO NAMSTb.

Mopyns Bepcus OnucaHue
MON 1.9.0 CobwpaeTt nHdpopmaunio o IBM, nonssosatene, OC 1 otcnexusaeT 3anyleHHbe
npoLecchl.
KLG 1.3.1 Benet xypHan Bcex HaXaTbIX KNOBULL.
HVNC 2.0 Mogynb yaanenHoro goctyna k 2BM.
FG 2.0 Benet xypHan nocellaembix CaiToB B KOHTEKCTE BpAy3epa U COXPAHSET AAHHLIE ABTO-
pU3aLMM.
QUIK 1.1 Mogynb An9 KONMPOBAHKMS AAHHBIX M3 NPUIOXEHMS TpeanHrosoit cnctemsl Quik.
B2 1.3.1 Mogynb ang KONMPOBAHMA AAHHbIX 13 NpMOXerus «/Bank2»
SBRF 1.3.8 Mogynb ana KONMPOBAHMS AAHHbIX U3 Npunoxerus «VWclnt.exe»
AMY 14 Mogynb BCTPOEHHOM NPOrpaMMBl AN YAGNEHHOTO ynpasnerms «<Ammy Admins
iFOBRS 1.6 Mogynb ang konmposarms aaHHbix 13 npunoxenus «FOBSClient.exe»
TRZQ 1.0 Mogynb Anst KONMPOBAHMS AAHHbIX M3 NPUNOXeHUa TpeianHroson cuctemst IRANSAQ

Tabnuua 3. Mopyni «Corkow.dll»
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OcHoeHoM byHKLUMOHAN

¢  JlewndposaHue 1 3arpyska AONOMHUTENbHLIX MOAYNEN B CTOPOHHME NpoLueccs. [1pouecc Noucka NoaXoaALEro
NpoLecca Anst BHEAPEHMWs 3AMyCKAETCA B OTAEILHOM MOTOKE, KOTOPHIN B OECKOHEYHOM LyKNE NPOCMATPUBAET 3any-
LLeHHble NpoLeccsi.

* Mogyns FG sHegpsieTca B npoLeccs, copepxaluye B CBOEM MMmeHu crepyioLume noactpokm: «firefox.
exe»,

dexplore.exe», «chrome.exe», «<opera.exe», <browser.exe», «iTunes.exe,
* Mogyns QUIK eHegpseTcs B npouecc, CopepxaLumii B UMEHW NOACTPOKY «info.exe;
* Mogyns TRZQ sHefpsieTcs B NpoLECC, COAEPXALUMIA B UMEHM NOACTPOKY «transag.exe;
* Mogyns SBRF sHeapseTcs B npouecc, copepxalmii 8 nmenun noactpoku «wcelnt.exes, «p-client.exe»,
* Mogayns «iIFOBS» BHeapsieTcs B npouecc, copepxawmit 8 nmern noactpoky «iFOBSClient.exe»
* Mogynb «IB2» BHeppsieTcs B npoueccsl, COAepXaLme B CBOEM UMEHW CeayioLLme NOACTPOKM:
«java.exe»,

«javaw.exe»

* Mogyns MON pacnakosbBAETCS B NAMATM U 3AMYCKAETCS B BUAE OTAEMBHOMO NOTOKJ,
L 2 Mogyns HVYNC pacnakosbiBaeTtcs 8 namMsT 1 3anyckaeTcst B BULE OTAENBHOTO NOTOKJ;

¢ Mogyns FG B kOHTEKCTE MPOLECCA OCYLWECTBASET NEPexsaT GYHKLUMIA, COBUPAET UHGOPMALMIO O HAXATLIX
KNABUWAX, NOCELLEHHbIX BEGCANTAX 1 AAHHBIX ABTOPU3ALMM. [TOMYYEHHYIO MHGOPMALMIO WNBPYET 1 30MUCHIBAET B
dbann, ykazarHbii 8 pasgene «Pabota ¢ dannosom cnuctemoins,;

¢ Moayns MON cobupaet Hdopmaumio o 3anyiueHHbIx npoueccax. [ leproanueckn nonyuaerca uHdop-
MOV O 3aMYLLEHHbIX Npoueccax (Mma Garna, cTaTyc 3aWMILEHHOCTH, NOAYYaeMbii IPY NOMOLLM dyHKLMM
«SfclsFileProtected»), nonsaosatens, sanycT1eLmMii NPOLECC, YHUKOMbHBIA HOMEP NPOLECCa, APryMeHTH 3amycka), a
TaKke NOCAEAHWI NONb3OBATENLCKMI BBOA, NoNy4aemsiit npu nomowm dyHkumm «Getlastinputinfo»), 1 ornpasnaer-
CSl HO YOGNEHHLIN CEPBEP, NPU 3TOM NPU KAXAOM OTNPABKE YKA3LIBAETCS Tekyluee spema. KimeeT dyHKUMoHan no
CO3AAHMIO CHUMKOB 3KPAHC;

* Mogynb «iIFOBS» cobupaet uidopmaumio o aanHbix npunoxerus ans [1bO «iIFOBS». Moxet coznasats cHum-
KM 3KPAHA U KOMMPOBATH KITIOUEBYIO MHDOPMALMIO.

¢ Mogayns «SBRF» cobupaet unidpopmaumio o aarHbix npunoxerns ans [1bO «Coepbank OnnaitH».

* Mogyns QUIK sreapseTca B npouecc, copepxalumi noactpoky «info.exes. [lanHbin Mmoaynb npeaHasHayer ans
cbopa aanHbix nporpammel QUIK, npenocrasnsiowen uHtepdeic AoCTyna k pasnuuHbim GOHAOBLIM PHIHKOM 3MeK-

TPOHHbIX Brpx. KonupyeT aaHHbie $ainos ans oTnpasku HA cepsep:

* «login.data»
* «qrypto.cfg»
¢ «ClientInfo.txt»
o imits.dat>

L <<ipiclcg>>

* <info.ini»

* «ka_pr.ini»

* «qgcrypto.ini»
¢ «randseed.bin»
b <<qUik.TXl<>>

* «Pubring.txk»

* «Secring.ixk»
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A takxe daiinsl knioueit 13 nanku «/Keys» aMpexktopun nporpamms.

® Mogayns HYNC COLEPXUT GYHKUMOHAN NPEAOCTABNEHMS YAANEHHOTO YNPABNEHMS KOMMbIOTEPOM, HA
KOTOPOM 3QMYyLLEHA UCCAIEfyemMast MPOrPAMMA. YOANEHHOE YNPOBIEHWE NPEeaOoCTABNAETCS NMyTEM CO3AAHMS Cec-
CMM yOANeHHOro nonb3osatens 1 aononHutensHoro pabouero ctona OC Windows. Takum o6pazom, aeicTens,
NPOV3BOAMMbEIE MOCPEACTBOM AAHHOTO MOZYANS, BYLyT CKPLITH OT Nonb30BaTENs KoMMbIoTepa. [locne pacnakosku 1
3aMycKa MOfyNs COOBWAET Ha yNpasnsiowmi cepeep uHbopmaumio o IBM, nonszosatene, OC u Homep sepcum
Mogynst.

® Mogyns AMY copepxuT dyHkumoHan no sanycky nporpamms «Ammy Admin» ¢ aprymeHtamu —service 1 —nogui
W nepenaye KOHGUrypaLUmmn NPOrPAMMSI HO YAANEHHbIN cepaep. [1pu HanMuuM KOHGUIrypaLmm 3anyLLEeHHOM npo-
FPAMMBI 3MOYMBILIIEHHUK MOXET Noakniountscs K DBM u ynpasnats el yaanexHo.

® [lonyuerne nHbopmaumu o6 annapaTHbIX SNEKTPOHHLIX Kiouax. [ig 31oro nccnenyemas nporpamma npouseo-
OMT Nepeumncnerme Bcex nogkmoderHsix kK 2BM USB yctpoiicTs 1 nouck cpeam Hyx cnegyiowmx nmeH:

Rutoken Magistra; USB Token Device; USB Token; USB_Token; USB-Token; Token; VPNKey; VPN Key; VPN-Key;
VPN_Key; ICCD USB-Token; BIFIT ICCD; BIF IT-ICCD; BIFIT_ICCD; ICCD_USB_Token; EZCCID; Smart Card

Reader.

® CkauvsaeT 1 cpasy yaanaet danins 13 tabmuus 3. [peanonoxutensHo, AenaeTcs 370 B Lensx 3aTpyaHEHs
QHAMM3a CETEBOTO TPAGUKA M CKPBITUSI 30MPOCOB K KOMAHAHBIM CEPBEPAM.

® [lepuommyeckn oTnpaABAfET COOPAHHYIO MHOOPMALMIO OT MOAYIEN HO KOMAHIHbIN cepBep.

VmeeTcs dyHKuMOHAN MO [OOABAEHMIO MCCeayemMoro Gaind B aBTO3ATPY3KY MyTEM MOBUGHKALMM peecTpal.
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OTtnpasnsemble AaHHbIE

Corkow otnpasnset nHdopmaumio o ceoem cratyce Ha yaanexHsin komararsi cepeep (C&C) yepes hitp POST
sanpoc. Cnucok ynpaenaiolimx cepepos XeCTko MPOMNMCaH B Koae Kaxaoro cemnna. Ha ycnpasnaiowmii cepeep

OTNPABNAIOTCA CTPOKKM BMOA!

<Machine GUID><pata ycranoeku OC> <cepuittbiit Homep Toma ancka %SYSTEMDRIVE%><|><sepcus corkow.
dI><|><paspagrocts OC><|>1<|><gepcus OC>

s=<Tekyllee spems >

tzb=<4acosom nosc >

cdi=<pasHmua mexay asyms soizosamu APl dyHkumm time>
rsi=<pasHuLa mexay Ayms Beizosamu APl dyHkumm time>
on=<pasHuua mexay asyms seizosamm APl dyHkm time>
Ing=<saszsix OC, sosspaterHbit APl GetSystemDefaultUllanguage >
plds=<cnucok mogynel v ux sepcum>

hp=<HQ3BAHWE UCNONHAIOWErO NPOLECCA™

UN=<VMsl YYETHOM 3ANMUCK NOMb3OBATENS>

clr=<gepcws ycrarosnenHoro .NET>

SVi=<CepuMHLIA HoMep Toma ancka %SystemDrive %>

mst=<Bpems >

bst=<spems >

hpid=<Homep npouecca PID>

hpst=<spems coznaHus npouecca, nonydexHoro npm nomouwm APl GetProcesslimes >
bts=<paspsaHocTs>

dbgi=<nacrporiku c umerem Debuglnfo>

lbr=<nactpoiiku ¢ umerem LastBadReply>

B oteeT 60T moxeT nony4aTb KOMAHAbI. [TONHBIM CIMCOK UCTIONHAEMBIX KOMOHA NMPEeACTABIIEH HXE.
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KomaHaa AprymeHTni HasHauyeHue
Path [yTs, onpepensiowmit Gann 4ns yaaneHmus.
Mask Macka darnosoro noucka, onpegensiowas Ganins ana yooneHus.
SelfRemove - YaaneHue uccnefyemon nporpamms.

DestroySystem

Prar, onpenensiowyit HEOBXOAUMOCTb HAPYLLEHHS PABOTOCNOCOBHOCTH
2BM nons3osatens nocne yaaneHus nccnesyemoit nporpammsl. [1pu
AKTMBHOM brare OyneT OCyLWeCTBNEHA NONLITKA yaaneH s Gainos, npuse-
AeHHbIX B NpunoxeHnu | a Takxe nepesanvcs MBR.

ClgWrite - ameHeHve NapameTpos KOHGUNYPALMM UCCIEaYEMO MPOTPAMMI.
PayloadID Wnentndukatop 6Gnbnmnotekn.
Section Pazpen koHdurypaumm.
Param Vims napameTpa.
Value 3HaueHre napameTpa.
Update - O6HoBneHWe nccnenyemoi Nporpamms.
Url CeTeBolt agpec 3arpyXaemoro Moayns 0OHOBNEHMS.
Version Bepcws sarpyxaemoro moayns obHosnewHus. B cnyyae ee snauerne Hixe
TOKOBOM Y MCCNEQyEeMOM MPOTPAMME, OBHOBNEHWE NPOM3BEaeHO He Byaer.
LoadImmidiatly Drnar, OTKNIOYAIOLLMIA OTNIOXKEHUE ONEePALMM OBHOBNEHUS NOCE 3Arpy3ku
MOZYIS.
DownloadAndEx | - 3arpyska daiina ¢ yaanenHoro cepeepa v ero sanyck. B cnyuae
ecuteEXE unm «DAMPDLL» npovcxoamT 3arpy3ka AUHAMUYECKM CBS3LBAEMON O1baMoTe-
DAMPDLL ku dopmata PE B agpecHoe npocTpaHCTBO NpoLeccd, B KOHTEKCTE KOTOPO-
rO BHIMOMHAETCS UCCNIEAYEMAS NPOTPAMMA.
Url CeTteBolt agpec 3arpyxaemoro ¢aina.
CommandlLine APryMeHTH KOMAHLHOM CTPOKM, Nependsaemsie Gainy Npu ero 3anycke.
CryptMode 3navenue «Static» mnm «Dynamics. Hewndbposarue sarpyxerHoro daiina
MPOVCXOIUT NMPY MOMOLLM TOTO KE QNTOPUTMA, KOTOPbIA MCMONL3YETCs A
WKPPOBAHUA Nepenasaemsix aHHLIX. B nepsom cnydae vcnonbayetca
KnioY, nepeaasaemsiit yepes aprymerT «StaticKey» (cm. Huxe). Bo BTopom
Cy4ae B KQUECTBE KIIOUA MCMONML3YETCs AOMEHHOE UM, NOMyYaemMoe 13
CETEeBOrO Afpeca 3arpyxaemoro dbanina.
StaticKey Kniow ans fewmndposaHms 3arpyxaemsix Ganinos.
ChangeURLs CommandUrls 3ameHsIeT afpeca KOMAHAHbIX CEPBEPOB

SendURLs

3amenseT afnpeca cepsepos ond npnema AaHHbIX

Tabnuua 4. Komargs, nocTynaiowyie or ynpaensiowero cepsepal.
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[MpnnoxeHune
Cnucok ynpasnsiowmx cepeepos (C&C)

211 fnomentsbie umena ucnonsayiorcs C&C cepsepamu:

CORE VERSION PE time stamp C1, C2, C3, C4 URLs

1.17.6.4 http:/ /vip-reserve.net/p/s.php
http:// platokoto.com/p/s.php
hitp:/ /vip-reserve.net/p,/c.php
http:/ /platokoto.com/p/c.php

1.19.9.0 http:/ /rado30.com/ib2 /s.php

http:/ /megadomen.com/class2/s.php
http:/ /vip-reserve.net/mini2 /s.php
http:/ /rado30.com/ib2 /c.php

2.1.4.0 http:/ /rado30.com/ib3/s.php

http:/ /megadomen.com/class3/s.php
http:/ /vip-reserve.net/mini3/s.php
http:/ /rado30.com/ib3/c.php

2.570 http://megadomen.com/class2/s.php
2.6.4.0 http:/ /vip-reserve.net/mini2/s.php
http://megadomen.com/class2,/c.php
http:/ /vip-reserve.net/mini2/c.php

2580 hitp:/ / gettingawayz.com/future3 /s.php
2620 http:/ /thebestmyth.net/articles3 /s.php
http:/ /eightcircle.net/common3/s.php
http:/ / gettingawayz.com/future3 /c.php

3.0.60 http:/ /patr1ckjane.com/runk,/s.php

3.300 http:/ /whoismistergreen.com/runk/s.php

3.6.00 http://patr1ckjane.com/runk,/c.php

3.6.20 http:/ /whoismistergreen.com,/runk/c.php

3.78.0

3.890

3896 Dec 13 02:07:37 2011 http:/ /noproblemslove.com/ro/support.php

3990 Dec 23 00:02:04 2011 http:/ /noproblemsbro.com /rim/set.php

4.1.00 Jan 11 09:25:12 2012 http:/ /noproblemslove.com /ro/coin.php

4.1.0.1 Jan 11 09:35:46 2012 http:/ /noproblemsbro.com/rim/ced.php

4.1.70 Feb 09 08:17:08 2012

4.3.1.2 Mar 01 04:36:57 2012

4.39.1

4395

4397

4398 hitp:/ /bedappy.com/rep/safe.php
http:/ /bedappy.com/rep/cim.php

4.470 Apr 12 04:39:33 2012 http:/ /be4appy.com/rep/safe.php

4471 http:/ /dOntwOrry.com/rental /set.php

4.4.72 http:/ /bedappy.com/rep/cim.php

4477 http:/ /dOntwOrry.com /rental /conn.php

4750
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48.1.0 http://no-chance.net/ 1056 /search.php
http:/ /no-chance.net/ 1056 /certificate.php
4.8.70 Jul 12 13:43:51 2013 http:/ /not-chance.net/ 1056 /search.php
4930 http:/ /mertovilagersd.com /1056 /search.php
5510 http:/ /vendorboltasticrobust.net/ 1056 /search.php
5512 http:/ /not-chance.net/ 1056/ certificate.php
5760
5791
59.3.1
576.0 http:/ /friendorenemy.biz,/rl/sign.php
579.1 http://myloveforeverbiz/rl /sign.php
5930 http:/ /s2simsdor.com/ril /sign.php
6.0.3.0 http:/ /tsvswququsamqaggq.net/mok/set.php
6.0.60 http://nOmOretime.com,/rl/sign.php
http://nOmOretime.com/ril /cef.php
6.0.8.1 Sep 26 20:42:10 2013 http:/ /malev1ch.com/rl/sign.php
6.0.8.2 Jan 16 17:49.55 2014 http:/ /lev1tan.com/rl /sign.php
6200 Jan 16 18:01:42 2014 http:/ /malev1ch.com/rl/cef.php
6.20.1 Feb 19 21:17:36 2014 http:/ /lev1tan.com/rl/cef.php
75.0.0
76.13.1
7.6.13.2
76.13.4
76.13.5
76.13.6
76137
76.13.8
76.13.9
7751
6082 Sep 26 20:44:01 2013 http:/ /vasnecov.biz/rl/cef.php
6.20.1 Nov 18 19:07:10 2013 http:// picassO.com/rtl /cef.php
6.4.1.3 Dec 26 06:32:38 2013 http:/ /vasnecov.biz/rl/sign.php
7.5.0.1 http://picassO.com/rl /sign.php
7761
6.08.4 Sep 27 12:06:51 2013 http:/ /komplext.com /1056 /search.php
6.2.0.1 Oct 08 14:23:06 2013 http:/ /obama-know.com /1056 /search.php
http:/ /komplext.com/ 1056/ certificate.php
http:/ /obama-know.com/ 1056/ certificate. php
79.0.1 May 28 18:08:09 2014 http:/ /mrwashington.eu/6570/ ce.php
79.0.5 May 28 18:23:42 2014 http:/ /mrwashington.eu/6570/ se.php
79.1.1 Jun 11 21:14:26 2014 http:/ /mrfranklin.us /19070 ,/cp5.php
710.0.1 http:/ /mrfranklin.us /19070 ,/sd5.php
716.0.1 Jul 01 23:03:16 2014 http:/ /bloombergloop.biz/26562 /cix12.php
720.0.1 Jul 21 22:02:08 2014 http://bloombergloop.biz/78792/se19.php

http://uorenbuffets.com/36190,/c15295.php
http:/ /uorenbuffets.com/9828 /s4d5.php
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7.16.1.0 Jul O1 23:27:25 2014 http:/ /thevangog.com/2392y8 /ce44w?2.php
74511 Aug 07 05:40:04 2014 http:/ /thevangog.com/6f2832/s2e83e1.php
747.1.1 Sep 18 16:16:43 2014 http:/ /pashaescobar.com/1098w21 /c2t5cf434295.php
756.1.1 http:/ /pashaescobar.com,/y822/s4gkd5.php
770.1.1
774.1.1
778.1.1
7.34.0.1 Aug 05 09:29:09 2014 hitp:/ /wizardtesla.com /26562 /cix12.php
7.34.0.2 Aug 05 09:30:00 2014 hitp:/ /wizardtesla.com /78792 /se 19.php
7450.2 Aug 07 05:32:04 2014 hitp:/ /archimedus.com/36190,/c15295.php
746.0.1 Aug 13 10:34:35 2014 hitp:/ /archimedus.com/9828 /s4d5.php
7.56.0.1 Aug 20 16:32:14 2014
7.70.0.2 Sep 09 19:01:42 2014
770.0.3
774.1.1
7.85.0.1 Nov 06 09:14:46 2014 http:/ /paviov.xyz/66562 /cip2.php
792.0.1 http:/ /paviov.xyz/792/s2e19.php
792.1.2 http:/ /efiop.info/3460,/c15226.php
http:/ /efiop.info,/9434 /5441 php
785.1.1 Oct 20 21:37:36 2014 http:/ /liberia.me /4243we4 /ce2fw32. php
79212 Nov 07 01:07:58 2014 http:/ /liberia.me /62832 /52e83e1.php
http:/ /shanhay.com/wlo3 /c2t5¢f435.php
http:/ /shanhay.com/02w?2 /s55kd.php
7102.0.1 http:/ /efiop.info/3460/c15226.php
hitp:/ /efiop.info/9434 /s441 php
http:/ /tokio.lt /25171 /cb767 es.php
http:/ /tokio.lt /2737 /sr35bet.php
7.1070.1 Dec 10 22:03:23 2014 http:/ /delishop.org/3460/c15226.php
7.107.1.1 http:/ /delishop.org/9434 /5441 .php
http:/ /madagaskar.in/5662/cq2.php
http:/ /madagaskar.in/58322/sbt32.php
710711 Dec 10 22:03:23 2014 http:/ /kongo.me/wlo3/c2t5cf435.php
http:/ /kongo.me/02w?2/s55kd.php
http:/ /mendeleev.biz/bet/4q,/cf02dd.php
http:/ /mendeleev.biz/w3111 /skh310d.php
718.1.1 hitp:/ /take.siamert.pw/wlo3/c2t5cf435 php
http:/ /take.siamert.pw/02w?2/s55kd.php
hitp:/ /best.mendeleev.biz/be674q,/cf02dd.php
hitp:/ /best.mendeleev.biz/w3111 /skh310d.php
7.120.0.11 http:/ /one.solyaris.biz/3460,/c15226.php
7.120.0.32 http:/ /one.solyaris.biz/9434 /s441 php
hitp:/ /supp.MADAGASKAR.IN /5662 /cq2.php
http:/ /supp.MADAGASKAR.IN /58322 /sbt32.php
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Mutexes

3HaueHns TMNa Mutex NponMcaHsl BPEAOHOCHBIMI MPOrPAMMAMM

«Session\< id of desktop session for the injection process >\HighMemoryEvent_<id of process>»
Global\TermSrvReadyEvent

I1y'm UHCTaAnNnauumm

Corkow MHCTANMPYETCH M 3anyCKaeTCa No cnefyowym permTCoauMOHHBIM MY TAM!

Possible Working Paths

«%Temp% \tmpXXXX.tmp
«HTEMP%

CratMcTmka o6HapyKeHMit No CTPAHAM
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O komnanum Group-I1B

Group-IB - oaHa 13 BemyLLMX MEXAYHAPOIHBIX KOMNAHMIA NO NPESOTBPALLEHUIO M PACCNENOBAHMIO KnbeprnpecTy-
MAEHUIA U MOLLIEHHWUYECTB C UCMOMb3OBAHMEM BEICOKUX TEXHONOTUIA.

VimeeT 12-neTHuit onbiT 8 06N1ACTH KOMMLIOTEPHOM KPUMUHATUCTHKY, NPEAOTBRALLEHUS GUHAHCOBLIX U PEMYTALMOH-
HbIX NOTEPb, KOHCANTUHIA M QYAUTA CUCTEM MHPOPMAUMOHHOM BE30NACHOCTH, O TAKXE ABSETCH PA3PABOTUMKOM
MHHOBAUMOHHBIX TPOrPaMMHbIX NpoaykTos Bot-Trek, kotopeie yxe pabotaiot B 6onee dem 50 komnanuax & Poccum,
CLWA v Espone:

Cuctema eTeKTUPOBAHMS LEeNeBbix ATAK 1 cnoxHbix 3apaxenuit Bot-Trek Threat Detection Service (TDS)
Cepsuc 3awmTs oHnarH-nnatexer n niobuix noptanos Bot-Trek Intelligent Bank (IB),

Cepsuc knbeppasseakn Bot-Trek Cyber Intelligence (Cl) — nnatdbopma, nozsonsiowas sakasuvky NpoBOaUTL MOHM-
TOPUHI, GHAAU3MPOBATL W MPOTHO3MPOBATS NOTEHUMANbBHEIE YIPO3b MHDPOPMAUMOHHOM GE30NACHOCTH, AKTYANbHbIE
AN KOMNOHMK, €€ NOPTHEPOB W

Mucenst Group-IB: sawminats HAWKMX KIMEHTOB B KNOEPNPOCTPAHCTBE, CO3AABAS U UCMONMb3YS UHHOBALMOHHbIE NMPO-
AYKTbI, PELIEHUS U CEPBUCHI.

Komanaa Group-IB - 370 skcnepts, obnagaowme yHUKANbHOM KBANMGUKAUMEN, C BOMbLUIMM MPAKTUHECKUM OMLITOM,
noarsepxaeHHsM mexayHapoaHsimmn ceptuukatamm CISSP CISA, CISM, CEH, CWSP, GCFA u ceupetenscteamu
rOCYAAPCTBEHHOTO 06PA3LA B 0OACTU 3AWMTE MHGOPMALMK.

[pencTaBMTEN KOMNOHWM SBASIOTCS YNEHAMM PA3NMYHBIX SKCMEPTHBIX COBETOB M AOKNAAYMKAMM KPYMHEMLLMX MEXY-
HAPOAHbIX KOHGEPEHLMMA MO NPOBNEMAM KOMMLIOTEPHOM HE30MNACHOCTY.

JIMLUEH3UN KOMNAHMM:

®  Jluuensus @epepansHort Cnyx6el no TexHnyeckomy 1 DxcnoptHomy Kontponio (PCTIK Poceun) Ha pestens-
HOCTb MO TEXHUYECKOM 3aWmTe KoHdUaeHuMansHom uHdopmauum, cepust K1 0107 N2 005310, pervctpaumorHsii

Homep 2209;

® Juuenauna Penepansroit Cnyx6s besonacHoctn (DCH Poccin) Ha paboty co ceepeHmsmm, COCTOBARIOWMMM
rocynopcteennyio TarHy cepus [T N2 0064472, peructpaunonnsiii Homep 4490.
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+7 (495) 984-33-64
www.group-ib.ru
info@group-ib.ru
facebook.com/groupib
youtube.com/groupib
twitter.com/groupib
linkedin/company/group-ib




